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Summary. Industrial robots have gained significant application and popularity in modern industries
worldwide due to their productivity, reliability, efficiency, and ability to perform hazardous operations that pose
or potentially pose a risk to people. However, there are cases when classic industrial work cannot be used, and
human work becomes the only alternative in production. With the continuous rapid development of technology, a
new type of industrial robot has emerged, namely collaborative industrial robots. The peculiarity of the latter lies
in the functional and hardware capabilities of interacting with a person and mutually complementing him,
performing joint technological operations. These capabilities are achieved with the help of advanced technologies
such as technical vision, artificial intelligence, signal processing technologies from various sensors, etc. The use
of collaborative industrial robots in modern production, together with humans, poses many problematic issues
related to human safety in production processes. A brief analysis of the available information sources indicates
the relevance of the above question and the variety of approaches to its solution and research. However, there are
currently no comprehensive solutions, and there is fragmentation regarding human safety in collaborative robotic
technologies. Existing gaps in 1SO safety standards are highlighted, which do not fully address the known safety
components of human collaboration and collaborative industrial robots. The essence of the definition of the safety
component in collaborative robotic technologies is highlighted as a complex concept that involves the use of
hardware, software, ergonomics, and other components to support and ensure human safety in the conditions of
technological collaboration. Attention is focused on improving the process of training personnel and updating
technological equipment for safety efficiency in collaborative robotic technologies. Recommendations that would
complement the existing ISO standards are proposed. The above is defined as a promising direction of research
in the field of collaborative robotics.
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Statement of the problem. In recent years, the use of industrial robots (RP) in
various fields of production has been constantly increasing around the world (Fig 1) [1]. It
is because modern PRs are productive, reliable, economically viable means of flexible
automation and can perform such types of work that are dangerous for people to perform.
However, there are industries where «classical» PR is impossible, and human labor is the
only option for ensuring the execution of the technological process. The development of
technologies, robotics, and the concept of the 4th industrial revolution Industry 4.0 [2]
created the prerequisites for the growth of the production and use of a special type of
industrial robots, namely collaborative industrial robots (CIR). The main feature of CIR is
due to functional and hardware capabilities to interact and perform joint technological
operations with a person, complementing each other. The above capabilities of CIR are
achieved due to the use of modern technologies such as technical vision, artificial
intelligence, etc.

The direction of development of modern industrial robotics in terms of its collaborative
nature assumes an ever-increasing role of man in the implementation of relevant technological
processes. The above, together with the factor of growth in the use of CIR in collaborative
robotic technologies (CRT) in various industries [1], pose many problematic issues and tasks
regarding human safety in productions where a person performs joint operations with PR and/or
CIR or interacts with CIR.
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An example of technologies potentially dangerous for humans can be electrochemical
coating technologies (cadmium plating, nickel plating, alerting, etc.) of functionally important
surfaces of parts of equipment in the oil and gas industry, painting technologies, various
assembly processes, and others.

3 million industrial robots operating in factories around the world

Collaborative robots steadily growing their market share
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Figure 1. Information on the growth of the use of PR and CIR: a) — global increase in the production of PR;
b) — global increase in the use of PR and CIR [1]

Analysis of the available investigations. The papers The work analyzes the available
information sources devoted to the issue of the security component in the CRT, including safety
standards, in particular international 1SO standards, as well as scientific publications and studies
related to security in the CRT.

In work [3], the methods of compliance with safety in CRT, described in ISO 15066 and
ISO 31000 [4-5], are considered. This work highlights one of the simplest approaches to
improving human safety in CRT: using a safety net (safeguard, Fig 2) in CRT. The article
highlights the assessment of the existing developments in developing safety nets in the CRT. It
proposes a framework for coordinating the design of safety nets during design with risk
assessment. This work reveals the standard's lack of clarity and shortcomings in the standard
[4]. It proposes a framework based on known standards [5] to guide developers and users in
choosing security measures for CIR applications.

Figure 2. Protective fencing in robotic technologies, including collaborative ones
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The standard [4] provides recommendations that developers and users should consider
when implementing security measures in systems with collaborative devices. However, this
standard does not provide clear guidance for developers or users on selecting security measures
from the entire list of available options, just as it does not specify the criteria for selecting these
measures.

Avrticles [6-7] highlight new approaches to improving safety control in the CRT,
taking into account the requirements of international safety standards. The authors offer an
online system for testing the intersection between the limiting volumes of the CIR, which
includes the calculation of the dimensions of these volumes in real-time based on the speed
of movement of the links of the manipulation system (MS) of the CIR along a given
trajectory, which allows you to check compliance with the safety requirements for stopping
constructive elements of the CIR. The proposed approach allows for online assessment of
safe zones following the technical requirements of specific technologies. It solves many
problems associated with collaborative robotics, which involve compliance with the safety
requirements specified in the ISO as mentioned above standards.

Manuscripts [8] indicates the current requirements of the Finnish industry regarding the
use of CIR. In addition to the search for new methods of human cooperation with CIR, one of
the main problems remains the problem of production safety. The article focuses on the fact
that there is a general problem of insufficient awareness of CIR, which should increase
scientific activity in this direction.

An overview of the main modern safety systems used in production environments with
CIR, which contribute to the achievement of safe joint work between humans and CIR, is covered
in the article [9]. The authors of this article highlight methods for assessing and assessing injuries
in human-robot collisions, mechanical and software devices designed to minimize the
consequences of human-robot collisions, collision detection systems, and strategies to prevent
collisions or methods to minimize unwanted consequences when they occur.

Acrticle [10] briefly overviews how CIR is used to support workers in an Industry 4.0
production environment. The authors emphasize that CIR supports workers in physical and
cognitive tasks. Still, the interaction between a person and a robot can also have certain risks if
human factors are not well thought out in the interaction process. Also, the article [10]
highlights the change in the human role in production with CIR and relevant issues regarding
production safety.

[11] provides a systematic review of available information sources to determine a
number of problematic issues regarding the safety of the use of CIR. It states that the criteria
for labor safety are of decisive importance when implementing CIR in production. The
article emphasizes the need to assess the modern level of development of safe and
ergonomic CRTs. The main research topics considered in the latest scientific literature on
safety and ergonomics (or human factors) for industrial joints, i.e., collaborative robotics,
are identified and classified.

Article [12] points to the diversity of CIR applications, which raises the issue of
terminology and the content of general definitions, safety rules when working with CIR, and
programming methods that ensure safe cooperation between humans and CIR, execution of safe
(non-collision) trajectories, etc. The authors systematically consider and offer options for
defining the main terms characteristic of CRT, making it possible to generalize and systematize
commonly accepted names in collaborative robotics.

The issue of safety in the context of structurality and systemicity is partially covered in
work [13], where it is proposed to introduce an additional (intermediate) level into the structural
system of the automation pyramid. Additionally, the introduced sub-level details from the point
of view of the systemic nature of the connection between the equipment, the CPR, and the
person, which partially details, including the problem of the safety component.
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The generalization of the brief analysis of available information sources indicates
the existing multifaceted security problem in CRT, which is only partially solved by
researchers and engineers. The basis of the safe joint work of a person and CIR is a variety
of measures, starting from fencing nets, ending with software restrictions during the
operation of CIR and compliance with the recommendations of various recognized safety
standards 1SO 15066 [4], ISO 31000 [5]). Some articles emphasize a person as a new
component of CRT in production and a change in his primary role, which determines the
possible direction of further research on developing recommendations for improving human
safety in CRT.

The Objective of the work is to critically analyze available information sources
regarding the issue of the security component in the CRT and its generalization with the
highlighting of certain shortcomings in the context of this problem.

Statement of the task. Based on the analysis of available information sources, a study
has been conducted on the generalization and systematization of recommendations and
requirements for ensuring and observing safety at work using CPR in cooperation with a person.
However, there is currently no general standard, methodology, or approach for the
comprehensive provision of safety components in the absolute understanding of the meaning
of this concept for CRT.

Results of the study. The concept of «safety components» in this work refers to such
components in the CRT, which provide for the provision and observance of safety during the
joint work of a person and a CPR due to the use of special CPR hardware, CPR software
settings, ergonomics and planning of a joint working space of a person and a CPR, compliance
with the safety rules for the work of people with CPR, etc.

The hardware in the CPR involves using various sensors, which are structurally
placed, as a rule, in the joints of the links of the CPR MC and which respond to external
action, for example, to the action and/or the human body. These can be sensors for the
presence of an object in a defined area or sensors that respond to changes in the strength of
currents in the windings of electromechanical systems of robots (electric motors) during
contact or non-contact contact of a person with CIR, etc. Thanks to the development of
microprocessors and other technology, the speed of reaction and the accuracy of
measurement of certain parameters of the contacts of the human-CIR system makes it
possible to better respond to external actions of the CIR, for example, in case of collisions
during trajectories.

Modern software, namely advanced programming languages and their interpreters,
allow you to quickly and efficiently process input signals from sensors and perform appropriate
corrective actions, for example, stopping the operation of the CIR or slowing down the
movement of the links of the CIR manipulation system. Also, modern programming languages
make it possible to use technical vision and artificial intelligence to ensure human labor's safety
with CIR (Fig 3).

The most common options for using the latter are the reaction of the CIR in the event of
a person leaving his working area, where there is a possibility of a collision with the CIR,
namely stopping the CIR or moving the final element of the CIR MC to a place that is safe for
the person.

Ergonomics of the workspace is also an important safety component, which is currently
quite effective. The correct location of the equipment and the organization of the worker's
workplace prevent the occurrence of many dangerous situations for a person and also prevent
emergencies that can lead to damage to the CIR and other technological equipment. In these
cases, a protective or fence net (safeguard) has proven itself well as a simple and effective
engineering solution that prevents many dangerous situations for people. The formation and
observance of safety rules when working with CIR aim to reduce the probability of accidents,
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injuries, or emergencies due to human fault. The above is achieved by conducting briefings and

il

training employees on safe work with CIR.

Figure 3. Simplified illustration of the use of technical vision in
collaborative robotic technologies [14]

According to the above analysis of available information sources, gaps and
incompleteness in 1ISO safety standards related to CIR have been determined.

One of the main shortcomings of the ISO standards is insufficient attention to the safety
of joint operations of a person and a CIR, which can lead to potentially dangerous situations
where a person and a robot are in the same working space (work zone) without the necessary
safety measures. Inadequate control in this aspect can create risks for the safety of personnel
and cause possible injuries or accidents.

Moreover, some factories did not comply with safety requirements during the
implementation of CRT [11-13]. This is usually due to the complexity of implementing safety
standards, insufficient qualification of personnel, or untimely updating or maintenance of
technological equipment and software.

The problem of the safety of the joint work of a person and CIR arises for various
reasons. One of them is the processes in the workspace shared by the person and the CIR or in
the work area, which require precise coordination between the person and the CIR since the
person's role is somewhat changed compared to «classic» robotic technologies. For example,
there may be a risk of collision or entrapment of a person due to insufficient understanding of
the robot's movements. One of the reasons for this is the existing problem of insufficient
awareness and training of personnel regarding safety when working with CIR. Lack of proper
training can lead to misunderstanding safety rules, improper use of equipment, or improper
response to potentially dangerous situations.

There are deficiencies and gaps in CRT's safety components and existing 1SO standards.
The conducted analysis of information sources showed that ISO standards fragmentarily
highlight general concepts, approaches, and recommendations regarding the issue of human
safety in CRT. Also, some of the ISO standards partially repeat the information covered in each
of them regarding the description of the safety components of the CRT.

Table 1 provides information on the availability of the main safety components of CRT
in 1ISO standards. Here, the symbols v mean the presence of the corresponding analysis
components, and the absence of these symbols means their (components) absence.

The above information in Table 1 confirms the previously formed and stated problems
regarding the insufficient processing of human safety issues when interacting with the CIR.
Only two of the five standards, covered incompletely, provide recommendations for ensuring
and maintaining safety in the workplace where CRTSs are used.
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Safety components in 1SO standards
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Sources | 1SO 10218- ISO 10218- ISO/TS I1ISO 1SO 31000
Safe 1:2011 2:2011 15066:2016 | 13482:2014 [5]
CRT components [15] [16] [4] [17]
Risk management and risk
estimation v v v v
Measures to ensure security v v
Recommendations for
planning a safe production v v v
environment
Security verification and
validation v v v

One of the ways to solve the problems as mentioned above is the development of new
safety standards that would minimize, and ideally reduce to zero, the probability of dangerous
situations. These standards should ensure safety in the conditions of joint work of a person and
CIR, considering the known potential risks.

Also, providing adequate safety training for personnel when working with CIR is
crucial. It includes safety training, safety briefings, familiarization with emergency response
procedures for typical situations, and CIR teamwork skills. Briefings and training should be
systematic, regular, and meaningful so that personnel improve new knowledge and skills on
safety issues in implementing CRT.

In addition, the constant updating of technical equipment and its software is an
important aspect of ensuring safety in collaborative robotic technologies. Technological
progress is developing rapidly, so it is necessary to periodically check and update equipment
concerning safety requirements. Software updates will help fix bugs and vulnerabilities that can
affect the security of your production environment.

Conclusions. The work highlights the issues of the safety component in the CRT, which
is complex and consists of the insufficient processing of safety issues in international 1SO
standards and other information sources, the emergence of new and complex technologies,
changes in the role of humans in collaborative robotic production, and the lack of a single
comprehensive approach to solving safety problems issues in the CRT.

An analysis of available information sources regarding the issue of the safety component
in the CRT was conducted, which indicated the relevance of the existing problem and its active
discussion in scientific and engineering circles. On the one hand, researchers fragmentarily
solve various security problems in CRT. On the other hand, there is no comprehensiveness and
systematic solution to existing security problems in regulatory documents, first of all, in
existing 1SO standards.

The basis for solving the most common safety issues is the recommended information
from 1SO standards, which, in addition to definitions and terms, provide practical advice on the
use of CIR in cooperation with a person. The disadvantage of the latter is the lack of content,
and often the absence of recommendations for their use, the insufficient informativeness of the
recommendations, and the presence of gaps in the safety of CRT in various industries. The
generalizations made based on the highlighted content of problem-oriented informative sources
clearly emphasize the existing problems of collaborative robotics regarding the safety of human
joint work and CIR.

The authors also see the development of recommendations as promising in the future,
which would systematically fill the gaps in the existing ISO standards regarding the safety of
human interaction and CIR.
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Jleporcasnuti ynisepcumem «Kumomupcoxa nonimexuixay, Kumomup, Ykpaina

Pesrome. IIpomucnosi pobomu Habynu 3Hauno20 00csA2Y 3aCMOCYBAHHS MA NONYIAPHOCME HA CYYACHUX
BUPOOHUYMBAX NO 8CLOMY CIMY 3A80SKU CE0IlL NPOOYKMUBHOCMI, HAOTUHOCNI, epeKMUGHOCMI Ma MONCIUBOCTI]
suKonysamu Hebesneymi onepayii, Ki Hecymvb ab60 NOMEHYIUHO MONCYMb HECMU PU3UK 015 A100etl. 3 noCmittHum
CIMPIMKUM  PO3BUMKOM MEXHONO0IU 3 'A6UBCS HOBULL 6UO NPOMUCIOBUX pPOOOMIS, a came KOoaabopamueHi
npomucnogi pobomu. 3acmocy8anis Ko1aOOPAMUBHUX NPOMUCTOBUX POOOMIB HA CYYACHUX BUPOOHUYMBAX PA30M
3 JMOOUHOI0 CMABUMb PO NPOOIEMHUX NUMAHb, WO NOB8 SA3aHI 3 Oe3NeK0I0 JI0OUHU Y SUPOOHUYUX NPOYecax.
Cmucnuti ananiz 00CMynHux iHopMayiiHux Odicepen 8KA3YE HA AKMYATbHICb BULYEBKA3AH020 NUMAHHA Md
PIBHOMAHIMHICTb NI0X00i8 WO0O0 1020 PO36 A3V8aHHs ma 00cioxcenHs. OOHax Hapasi 6i0CYymHi KOMNIEKCHI
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Safe warehouse in collaborative robot technologies

piluleHHss ma NpucymHs Qpacmenmapricms w000 3aOe3neyeHHs Oesneku JAOOUHU 8 KOLADOPAMUBHUX
pobomuzoeanux mexnonoeiax. Posenanymo npobnemu 0Oesneku JOOUHU, NOGA3AHI 3  SUKOPUCAHHAM
KOabopamusHux mexHono2ii. Buceimaeni icnyroui npoeanunu 6 bes3nexosux cmanoapmax ISO, Axi He nosHicmio
8PAX08YI0Mb 8I0OMI KOMNOHEHMU be3neKly CRibHOI pOOOmMU TIOOUHU MA KOAAOOPAMUBHUX NPOMUCTIO8UX POOOMIS.
Buceimneno cymuicmuv eusnauenus 06e3nekogoi ckiadoeoi 6 KiabopamueHux pobOmu306aHux MmexHoI02iax aK
KOMAIEKCHO20 NOHAmMMS, AKe nepeddayae 3acmocy8aHHsA aAnapamuoi, NpocpamMHOi, epeoHOMIYHOI ma HWUX
CKIa0o8ux Ond NIOMpumKku ma 3abe3neyenHs Oesneku JNHOOUHU 8 YMOBAX MEXHON02IuHOI Koaabopayii.
Axyenmyemvca  yeaca Ha HeoOXIOHOCMI NOKpAWjeHHA Npoyecy HABYAHHA NEPCOHANY MA  OHOBNEHH:A
MeXHON02IUH020 00Na0HaHHs O/ eheKkmueHocmi Oe3neku 6 KOIAOOPAMUSHUX POOOMU308AHUX MEXHOLO2ISX.
3anpononosani pexomenoayii, axi 6 donosHiosanu icuyioui ISO cmandapmu wo0o 6e3nexo6oi ckuadosor
KOIAOOpamueHux mexuonoziu. Buweskazane usnaueno sK NepCHeKmusHUll HAnpAMOK 00CNiOdcenb Y 2any3i
K01a00pamueHoi poobomomexHixKu.

Knrouosi cnosa: npomucnosuii pobom, korabopamuena pobomomextixa, 6esnexa, ISO cmanoapmu.
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