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AHoTanis
YKPalHCBKOXO: _

KBaunigikariiina po06oTa mpucBsiueHa IOCIIDKEHHIO Ta 3aXKCTy Bij brute-force arak Ha omepariiiny
cucremy Windows Server 2022. Araku TaKOoro THILy CTAaHOBIATH CEPHO3HY 3arpo3y is Oe3neku
1H(bOPMAIITHUX CHCTEM, TOPYIIYIOUM KOH(MIIEHIIWHICTh Ta JAOCTYN 0 JaHUX. Y POOOTI PO3MISHYTI Pi3Hi
MEXaHI3MU Ta 3axoAu Oe3meKku JUisi €()EeKTUBHOIO 3aXUCTY. AHAII3yIOTbCS MEXaHI3MM MOJITHKU IapoJiiB,
OJIOKYBaHHSI NApoJIiB MiCs HEBAAIMX cupob Ta (imsrpauii Tpadiky uepe3 Opanamayep. s BUSBIECHHS Ta
OnmokyBaHHs arak Oynma po3poOieHa cuctema Ha 6a3i PowerShell, sika anamizye >xypHai MmMojiii Ta aBTOMaTUYHO
onoxye [P-agpecu 3noBmucHukiB uyepe3 Windows Firewall. MoniTopuHr 3a0e3nedyeTbesl MIaHyBaJbHUKOM
3aBJlaHb, 1110 BUKOHYE CIIeHapii IpU 3a/laHuX YMOBaXx.

Po3pobnena cuctema € yHIBEpCaIbHOIO Ta MOXe OyTH 3aCTOCOBaHA JUIsl BUSIBJICHHSI Ta OJIOKYBaHHS
brute-force arak na Windows Server. Pe3ynbratit poOOTH 103BOJISATH MiJBHUIUTH PIBEHb OS3MEKH ONEpaIiiiHOT
CUCTEMH Ta 3a0e3MeYuTH HalIHICTh 1HPopMaliifHIX pecypciB. Po3pobieHi MeToan MoKyTh OyTH BUKOPUCTaH1
aJMIHICTpaTOpaMy CUCTEM JUTsI TIOKPAIEHHS 3aXHUCTY CEPBEPIB.

Kaanigikariiiina po6ota Takox Moxe OyTH BUKOpPHCTaHA B HaB4aHHI. Po3po0ieHi MeToau Ta cuieHapii €
MPUKIIAJaMU Ta TPAKTUYHUMH BIpaBaMU ISl CTYACHTIB, SIKi BUBUYAIOTh O€3IeKy omepariiiHux cucreM. BoHa
JI03BOJIsIE 0O3HAHOMUTHCS 3 KOHIIETIIi€0 brute-force aTak Ta HABYMTHUCS 3aXHINATH CUCTEMH BiJl TAKHX 3arpo3.

AHTITINCHKOIO:

The qualification work is devoted to the study and protection against brute-force attacks on the
Windows Server 2022 operating system. Attacks of this type pose a serious threat to the security of information
systems, violating confidentiality and access to data. The paper discusses various mechanisms and precautions
for effective protection. The mechanisms of password policy, blocking passwords after unsuccessful attempts
and filtering traffic through the firewall are analyzed. To detect and block attacks, a PowerShell-based system
was developed that analyzes the event log and automatically blocks the IP addresses of intruders through
Windows Firewall. Monitoring is provided by the task scheduler, which executes scripts under specified
conditions.

The developed system is universal and applicable for detecting and blocking brute-force attacks on
Windows Server. The results of the work will improve the security level of the operating system and ensure the
reliability of information resources. The developed methods can be used by system administrators to improve
Server security.

Qualifying work can also be used in training. The developed methods and scenarios are examples and
practical exercises for students who study the security of operating systems. It allows you to familiarize
yourself with the concept of brute-force attacks and learn how to protect systems from such threats.
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