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AHoTanis
YKPAIHCBKOIO:

B ksamidikamiifHii poOOTI BHpIIyeThCs NpoOieMa BUSBICHHS aHOMANId MeEpexeBoro Tpadiky 3
BukopuctanHsiM C-LSTM HelipoHHOI Mepexi, fika € KOMOIHAIli€l0 3rOPTKOBOi Ta PEKypEHTHOI HEHPOHHUX
Mepex. B poboTi HaBeqeHO OCHOBHI 3arpo3u, IO MOXKYTh BHUHHKATH Ha KOKHOMY 3 piBHIB mogmemi OSI.
JleTasibHO pO3DIISIHYTO Kiacudikariro botnet Mepex, M0 € OJHOIO i3 MPUYUH aHOMaTbHOTO Tpadiky. HaBemeHo
TUTIA aHOMAJIIM Ta 3MIHCHEHO CHCTEMATUYHHUN OTIISAJ ICHYIHOUMX METOJIB BUSBIICHHS, TAKUX SK: KiIacudikarlis,
KJIacTepH3allis, CTATUCTHYHHIA Ta HA OCHOBI Teopii iHpopMaIlii.

IMIIIeMEeHTOBaHO AJITOPUTM BUSBICHHS aHOMANii MEpexeBoro Tpadiky 3 BHKOPUCTAHSIM HEHPOHHOI
Mepexi C-LSTM, mpencraBieHo OIIHKY SKOCTI 11 kimacudikaiii 3a moKa3HUKaMU TOYHOCTI, MOBHOTH Ta F1-
O3HAKH.

AHTIIHCHKOTO:

The qualification work solves the problem of detecting network traffic anomalies using C-LSTM neural
network, which is a combination of convolutional and recurrent neural networks. The paper presents the main
threats that may arise at each level of the OSI model. The classification of botnet networks, which is one of the
causes of abnormal traffic, is considered in detail. The types of anomalies are given and a systematic review of
existing detection methods is performed. They are classification, clustering, statistical, and information theory.

An algorithm for the network traffic anomalies identification has been implemented by using the C-
LSTM neural network. An assessment of the quality of its classification in terms of accuracy, recall, and F1-
score has been presented.
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