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AHoTanis
YKPalHCBKOIO:

Metoro poOOTH € OIS Ta OMHC apXITEKTYpHU Ta NPHUHIHMIIB PO3TOpTaHHS KiOepmomirony Ha 0Oasi
KJIacTepy BipTyalizarii, GopMyBaHHs 3aBJaHb JUIS BIAMPAIIOBAHHS Y KiOEPIOIIroHi, a TakoX po30ip CydacHHX
3arpo3, KOTpi OyayTh PO3IVISHYTI HA MPAKTHIIl y KiOepHoJIiroHi.

OO0’ €KTOM JOCITIKEHHS € MPOIIEC PO3rOPTaHHS KiOepIOJIiroHy.

[TpemmeToM HOCTKEHHS € POo3po0Ka KOHIENIIT pO3rOopTaHHs KiOepIIOIiroHy.

PesynbratamMmu A0CHipKeHHS € 3ac00M, METOJH, 3aXOJd IO 10 30UThIICHHS KBamidikarlii CTyIEHTIB,
(axiBIiB, EKCIEPTIB Ta KEPIBHUKIB B cepl iH(POpMaLIHHUX TEXHOJOTH, 1H(pOopMaIliiiHOT Oe3MeKH Ta CUCTEM
MIPOMUCIIOBOT aBTOMAaTH3allli.

OtpumaHi pe3yabTaTd MOXYTbh OyTH BIpPOBaKEHI B HOpPMAaTHBHY 0a3y YHIBEPCUTETY 3 METOIO
MOKpAILlEHHS PIBHS HOTO PEHTHUHTY.

[TpoBeneno anani3 iHppacTpykTypu Kibepnoirony Ha 6a3i KjlacTepy BipTyalizallii 3a TeXHOJIOTi€r0 Proxmox
VE, ¢ynkuionanbHi MoxkiuBocTi TexHousorii Proxmox VE. [IpoBenena ouinka 3arpo3 iHdopMaliiHii 6e3mneri i
HaBeZICH1 3aX0/IM 10 3a0e3neueHHs 6e3neKku IHPOopMaliiHOT CUCTEMH YHIBEPCUTETY, a TAKOK IIPOBEICHA OIlIHKA
€KOHOMIYHOT CKJIaI0BO1 3aX0/11B 3a0e3nedeHHs iHpOopMaIliiHOT Oe3MeKH.

AHTITIACHKOTO:

The purpose of the master’s thesis is to review and describe the architecture and principles of cyber
polygon deployment based on the virtualization cluster, the formation of tasks for practice in cyberpolygon, as
well as analysis of current threats that will be considered in practice in cyber polygon.

The object of study is the process of deploying a cyber polygon.

The subject of research is the development of the concept of cyber polygon.

The results of the study are tools, methods, measures to improve the skills of students, professionals,
experts and managers in the field of information technology, information security and industrial automation
systems.

Obtained results can be incorporated into the university's regulatory framework in order to improve its
rating.

The analysis of the cyberpolygon infrastructure on the basis of the virtualization cluster according to
Proxmox VE technology, the functionality of Proxmox VE technology is carried out. Research of assessment of
threats to information security and measures to ensure the security of the information system of the university,
as well as assessment of the economic component of measures to ensure information security.
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