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AHoTaunis
YKpPAIHCBKOIO:
Kaaidikarriitaa po6ora "J{ocmimkeHHs Bpa3muBocTei Ta Oe3neku TexHoorii Blockchain" € Bcebiunum

aHaJI30M TMOTEHIIMHUX CIA0KMX MICIb Ta CTpaTerii 3a0e3redeHHs OE3MEKH B CHUCTEMax, IO 0a3ylOThCs Ha
TEXHOJIOT11 OJIOKYEHH, a TAKOK MOXJIMBOCTEN BUKOPUCTAHHS OJIOKYEHHY Yy PI3HUX Tally3siX.

PoGoTra oxoruitoe MIUPOKUM CHEKTp TE€M, NMOYMHAIOYM 3 aHAII3Y 3arajlbHUX KOHUEMNIIH Ta CTPYKTYp
OJIoKuUelH, 10 crnenu(IUHUX BPa3IMBOCTEH, TakuX 5K ataka 51%, 1mo mae 0coOiMBe 3HAYEHHS I MEPEK,
OCHOBaHUX Ha J10ka3y poboTu (Proof of Work). PoGota netanbpHO mociimkye 110 Ta iHII MOTEHIIHI aTaku, a
TaKOX HaJlae peanizaiiro anroputMy PoS mms ix 3amoOiranHs.

B po6oTi mpencTaBieHo IHTETpaIlif0 TEXHOJIOTTYHUX Ta OPTaHI3aIiifHUX METO/IIB IMiIBUILCHHS O€3TMeKn
ONOKYEeHH-MepexX 3 aJIrTOpUTMaMU MIUPPyBaHH HAMBUINOT KpUNITOTpadi4HOT CTIIKOCTI.

s pobGoTa mpeacTapisie BaXIMBUNA BHECOK y Taly31 JOCTIPKEHHS O€3MeKH OJI0KYCHHY, 1eHTUDIKYIOUN

MMOTEHITIIHI BPa3JIMBOCTI Ta HAJAI0YM KOHCTPYKTHBHI PEKOMEHAITIT 010 X BUPIIICHHS.

AHTIHCHKOTO:
The bachelor's degree work "Research on vulnerabilities and security of Blockchain technology” provides

a comprehensive analysis of potential weak spots and security strategies in systems based on blockchain
technology, as well as the possibilities of using blockchain in various fields.

The paper covers a wide range of topics, from an analysis of general concepts and structures of the
blockchain to specific vulnerabilities, such as a 51% attack, which is particularly important for networks based
on proof of work (PoW). The paper thoroughly investigates this and other potential attacks and provides an
implementation of the PoS algorithm to prevent them.

The paper presents the integration of technological and organizational methods of enhancing the security
of blockchain networks with encryption algorithms of the highest cryptographic resilience.

This work represents a significant contribution to the field of blockchain security research, identifying

potential vulnerabilities and providing constructive recommendations for their resolution.
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