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AHoTanis
YKPAIHCBKOIO: _

Jlana xBamiikaniina poboTa nmpucBsdeHa po3poOili cucTeMu 0e3MeKkn KOMITIOTEPHOT Mepexi
TepHOMNTBCHKOT 3araIbHOOCBITHBOT TIKOJIM Ne28 3 MeTOI0 3aXHCTYy 11 IHPOpPMAIITHIX pecypCiB Ta
3a0e3neueHHs HaiHOCTI BUKOPUCTaHHA Tpadiky KopucTyBauamMu. Posib KOMITIOTEPHUX MEPEX y CydacHUX
IIKOJIaX Ha/[3BUYAIHO Ba)KJIMBA, OCKUIBKH BOHU 3a0€3MEUYIOTh JOCTYII 0 IU(PPOBUX HABYAIBHUX PECYpPCiB,
CHPHUSIOTh KOMYHIKAI[ii MDK Y9aCHUKaMH HaBYAJIBHOTO MPOIIECY Ta yIpaBiiHHIO iHopmariietro. [Ipore, pazom
31 3pOCTaHHSIM BUKOPHCTAaHHS KOMI'FOTEPHUX MEPEK 30UTbIIYETHCS IMOBIPHICTD KiOepaTak, BUTOKY
KOoH(ineHIiitHO1 iH(opMalii Ta IHIIKX 3arpo3 Oe3meri.

VY pamkax npoekTy Oyze po3po0IIeHO i BIPOBAKEHO CUCTEMY 3aXHCTY, [0 BKIIOYaTUME
HaJIAIITYBaHHs OpaHaMayepa. bpanamayep € BaKJIMBUM €IEMEHTOM O€3MeKH Mepexi, OCKUILKU BIH KOHTPOJIIOE
Tpadik, 10 BXOAUTH 1 BUXOIUTH 3 MEPEXi, 1 BU3HAYAE, K1 3'€JHAHHS JOMYCKAIOTHCS 1 K1 OIIOKYIOTBCS.
Bukopucranss OpanaMayepa J03BOJHUTH MIKOJI HATAIITOBYBATH TPaBUIIa JOCTYITY 10 MEpPEXi, 0OMEeKyBaTH
NeBHI TUIH Tpadiky (Hampukiaa, 6JoKkyBaTH HeOe3euH1 BeO-caiiTh abo MeBH1 MOPTH), a TAKOXK BUSIBIIATH Ta
OnokyBaTH HebakaHUW abo mino3puinii MepekeBuid Tpadik. Takoxk 10AATKOBUMHM HalallITyBaHHIMHU OyJie
BukopuctanHst DNS cepBepy Ta HanamTyBanHss VPN 11151 meBHOT kaTeropii KopucTyBayiB.

[IpoekT TakoXx BKIIOYaTHME HaBYaHHS YYHIB Ta BUMTEIIB KOMIT IOTEPHOI TPaMOTHOCTI, Ta OCHOBaM
ki0epOe3neku.

B ninomy, po3poOka cuctemu 6e31eKku KOMIT'FOTEPHOT MEPEXk1 KON € BAKIUBUM KPOKOM Y
3a0e3MevYeHH] 3aXHINEHOT0 Ta 0€3MEYHOTO CePEIOBHINA JIJIsl HAaBYaHHS Ta 0OMIHY 1HpOpPMaITi€to.

AHTIIHCHKOTO:

This qualification work is dedicated to the development of a security system for the computer network of
Ternopil Secondary School No. 28 aimed at protecting its information resources and ensuring reliable usage of
traffic by users. The role of computer networks in modern schools is extremely important as they provide
access to digital educational resources, facilitate communication among participants of the educational process,
and information management. However, with the increasing use of computer networks, the likelihood of cyber
attacks, confidential information leaks, and other security threats also grows.

Within the project, a protection system will be developed and implemented, which will include firewall
configuration. A firewall is an essential network security component as it controls the incoming and outgoing
network traffic and determines which connections are allowed and which are blocked. The use of a firewall will
enable the school to configure access rules to the network, restrict certain types of traffic (e.g., blocking
dangerous websites or specific ports), as well as detect and block unwanted or suspicious network traffic.
Additional configurations will involve the use of a DNS server and setting up a VPN for a specific user
category.

The project will also include computer literacy training for students and teachers, as well as the
fundamentals of cybersecurity.

Overall, the development of the school's computer network security system is an important step in
providing a secure and safe environment for learning and information exchange.
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