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AHoTanis
YKPAIHCBKOIO:

VY naniit pobOTI po3MIsAIaeThesl po3poOKa Ta BIpoBakeHHs cuctemu SecureBankGuard
JUIs. BUSBIICHHS Ta 3amno0iraHHs kibeparak B OaHKIBCbkoMY cekTopi. IlpakTuyHa YacTuHa
OXOIUTIOE JIBA OCHOBHUX €JIEMEHTH CUCTEMHU: MEPEKEBUU IHTPaHET-CEPBIC Ta LEHTPaAII30BaHYy
CUCTEMY KepyBaHHs MOJISIMU Ta OE3MEKOIO.

MepeskeBuii IHTpaHET-cepBic 3a0e3Ieduye KOHTPOIIb TpadiKy Ta 3aXUCT Mepeki OaHKY Bl
30BHINIHIX 3arpo3. BiH BUKOPUCTOBYE MEPEIOB1 AITOPUTMHU aHaJI3y MEPEKEBOro Tpadiky s
BUSIBJIICHHS] HE3BUYAMHUX AaKTUBHOCTEM Ta aTak.

LlenTpanizoBaHa cucTeMa KepyBaHHs MOMISIMHU Ta Oe3nekoro 3abesmnedye 301p, aHaMI3 Ta
KOpEeJsLIl0 JaHuX WIoA0 Tnofid Oe3neku. BoHa BUKOpHUCTOBYE TEpeqoBl TEXHOJOTIT
PO3MI3HABAHHS aHOMAJIIN ISl BUSIBJICHHS M1JO3PUIMX aKTUBHOCTEN Ta aTak y peajibHOMY Yacl.

Po3pobka Ta BmpoBakeHHs cuctemMu SecureBankGuard momomararoTh OaHKIBCHKOMY
CEKTOpY MOKpalIuTH KibepOe3mneKy, 3aXMCTUTH Mepexky Ta JaHi KIIEHTIB BIiJ 3arpos, Ta
3a0€31eYnTH HAAIMHICTh Ta CTA0OUIbHICTh OAHKIBCHKOT CHCTEMH.

AHTIIHCHKOTO:

This work considers the development and implementation of the SecureBankGuard
system for detecting and preventing cyberattacks in the banking sector. The practical part
covers two main elements of the system: a network intranet service and a centralized event and
security management system.

The network intranet service provides traffic control and protection of the bank's network
from external threats. It uses advanced network traffic analysis algorithms to detect unusual
activities and attacks.

A centralized event and security management system provides security event data
collection, analysis and correlation. It uses advanced anomaly detection technologies to detect
suspicious activity and attacks in real time.

The development and implementation of the SecureBankGuard system helps the banking
sector improve cyber security, protect the network and customer data from threats, and ensure
the reliability and stability of the banking system.



