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AHoTanis
YKPalHCBKOIO:

Kpamidikamiiina po0oTa mHpuCBsIYeHa MeEpeBipli BUMOT 10 KpunrocucreMud RSA, miast cBimueHHs
JOIUIPHOCTI BUKOPUCTAHHS MU(pyBaHHS OJIOKaMH 3aCTOCOBAHO YaCTOTHUU aHANi3, a JJIsi BUMOT JIO TeHepallii
HAITIBIIPOCTUX YHCEN - KBaJpaTHYHE PEIIETO.

[IpoananizoBano amroputm RSA, chepu iioro Bukopuctanss. J[OKIagHO PO3MISHYTO OCOOIMBOCTI
YaCTOTHOTO KpUNTOaHaNi3y, (akTopu3alii (kBagparuaHoro pemera). [Jlocmimkeno araku Xacraaa ta Binepa.
Jjis mporpaMHoOi peatizaii 0 CIiKEHHS CTBOPEHO JI0JIaTOK Ha 0CHOBI MOBH C# i3 BUKOPUCTAHHSM 30BHIITHIX
610mioTex. HaBeneHo omnuc oCHOBHUX Horo knaciB Ta (ailiiB, siki GOpMyIOThCs Mmix 4ac Woro pobotu. s
peaunizaiiii arak o0pana mosa Python.

Bbynu oTpumani ekcriepUMeHTaNbHI PE3YJIbTaTH 1 JUIsl 3T€HEPOBAHOIO TEKCTY, 1 Ui TEKCTY, CTBOPEHOTO
peasbHOI0 0C00010.

JlocnimkeHo, 1o MpU MNOPYIIEHH]I CydacCHUX BUMOT Ta MOCTITHOMY aJanTyBaHHI i HUX, 3 SIBISETHCA
PHU3UK 3MEHILIEHHS HaJIHHOCTI criocoOy mupyBaHHS. .

AHTIIHCHKOTO:

Thesis deals with checking the requirements for the RSA cryptosystem, frequency analysis is used to
demonstrate the expediency of using block encryption, and the quadratic sieve is used for the requirements for
the generation of semiprime numbers.

The RSA algorithm and the areas of its use are analyzed. Features of frequency cryptanalysis,
factorization (quadratic lattice) are considered in detail. Hustad and Wiener attacks are investigated. For the
software implementation of the research, an application based on the C# language was created using external
libraries. A description of its main classes and files, which are formed during its operation, is given. The Python
language is chosen for the implementation of attacks.

Experimental results were obtained for both generated text and text created by a real person.

It has been studied that in violation of modern requirements and constant adaptation to them, there is a
risk of reducing the reliability of the encryption method.
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