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AHoTaunis
YKpalHCBKOXO: _

s kBanigikamiiiHa poboTa NPUCBIYEHUH JOCIIIKEHHIO 3aXHUIIEHOCTI BeO-caliTy TepHONUIbCHKOTO
HaI[IOHAJILHOTO TeXHIUHOTO yHiBepcuteTy iMeHi [Bana [Tymios (THTY). Meroro nociikeHHs € BUSIBICHHS
MOTEHLIHHUX BPa3IMBOCTEH Ta BUSHAUEHHS PIBHS 3aXUIIEHOCTI CAaliTy Bijl 3IOBMUCHHUX aTak. Y poOOTi OyayTh
BUKOPHUCTAaH1 METO/IM aHaNi3y Oe3neku BeO-10JaTKIB, BKIOYAI0UM TECTYBAHHS Ha IPOHUKHEHHS, ayJIUT KOy,
CKaHyBaHHsI OPTIB Ta aHali3 BpaznuBocTeil. KpiM Toro, OyayTh JOCTiKEH1 NOMYIIpHI BUAM aTakK, Taki K
SQL-iH'ek1ri1, MepeXoTUICHHS CeCiii, MbKCAaHTOBI CKPHUITTOBI aTaKH Ta iHIIL. Pe3yabTaTw TOCITIKeHHS
JIOTIOMOXYTh BUSIBUTH CJTa0K1 Miclisg B 3axuCTl BeO-caity THTY ta po3poOutn pekoMeHaIlii mo10 Horo
MO JANTBIIIOTO TIoKparieHHs. OJiKyeThcs, M0 AaHa KBajidikaliiina podoTa CpusITUME 3a0€3MMeUeHHI0 0e3MeKn
Be0-/10JaTKIB Ta 3aXUCTy KOH(DIIEHI[IITHOCT1 KOPUCTYBaUiB.

aHMITIHACHKOIO:

This diploma project is dedicated to the investigation of the security of the Ternopil National Technical
University (TNTU) website. The aim of the research is to identify potential vulnerabilities and determine the
level of protection against malicious attacks on the website. The work will employ methods of web application
security analysis, including penetration testing, code auditing, port scanning, and vulnerability analysis.
Additionally, popular types of attacks such as SQL injections, session hijacking, cross-site scripting attacks, and
others will be explored. The research findings will help uncover weaknesses in the defense of the TNTU website
and develop recommendations for its further improvement. It is expected that this work will contribute to ensuring
the security of web applications and protecting user confidentiality.
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