ABTOpPCBHKa T0BIIKA
(keanigixayiunoi pobomu baxanaspa)

Ha3zpa kBaJidikaniiinoi podoru dakanaBpa Awnaniz 102ie 3 euxopucmannam gaepsony FortiGate
HA36U 3aNUCYBAMNU HUIICHIM Pe2iCmPOM (K Y peuenni)

Logs analysis using FortiGate firewall

nepexnao aHeaicbKoo

Ha3sga (anrJu.):

ABTOp podoTH
[IpizBuie, iM’s1, o 6aTHKOBI (YKP.): Manangyk Makcum IropoBud

PO3KpUBATH iHilliaIu

____________________________________________________ Malanchuk Maksym Ihorovych

suKopucmogysamu nacnopmmuy mpauciimepayiro (KMY 2010)

[IpizBumie, iM’s (aHTIL.):

KepiBHuk
[Ipi3Buie, iM’4, o O6aTbkoBl (YKp.): Ko3zak Pyciian OpecroBuy
TOBHICTIO
[lpizBume, iM’st (@uro.). Kozak Ruslan Orestovych

Penenient
[IpizBuine, iM’s, 0 6aTBKOBI (YKP.): ....cvvcvveeeee.....CTamHuK Hartaltig BOrAaHIBHA. ..o
TOBHICTIO
[pizsuie, iv’st (anri): ..............Stadnyk Nataliya Bogdanivna............................................

Buene 3BaHHs, HAYKOBUU CTYIIHB, TOCaAA: TOKTOP TEXHIYHUX HayK, mpod. kadeapu KC

Kurovosi ciioBa:
yKpaiHCbKOIO: (haepBoJ1, Oe3meKa, iKc, JIoT, aHalli3, Bpa3JIuBICTh, KibepOesreka, 3axXucT, iHdopMaliiHi
TEXHOJIOT1I.
00 10 cnis
anrmiiiceroto: firewall, security, ids, log, analysis, vulnerability, cybersecurity, protection, information

technologies.
0o 10 cris



AHoTanis
YKPaiHCBKOIO:

Kganidikariitna po6oTa npucBsYeHa MiABUILEHHIO PIBHS KiOepOe3neKH MiImpUeEMCTB IIISTXOM aHaJli3y JIOT1B
3a gonoMoroto ¢aeppoiy FortiGate. O6’ ekt qOCTIKEHHS — IPOLIEC YIPABIIHHS KiOepOe3neKoro Ta MpoTUaii
30BHIIIHIM 3arpo3aM 3a Jornomororo ¢gaepsoiry. [IpeaMer goCTiHKEHHS — METOAM Ta METOIMKYU 3a0€3MEUCHHS
kibepOe3neku miAmprueMCTBA MIUISIXOM aHaJi3y JIOTIB 3a IOTIONOMOTo0 (haepBoiry. Y poOOTi po3rsiIaloThCS
MUTAHHS aHaJi3y Oe3MeKH cucTeM. PO3IIIsIHYyTO BUMOTH JI0 CHCTEMH 3aXHUCTy iH(opMmallii, a TakoX TeHIEHIII1
PO3BUTKY Ta MOKJIUBI PH3UKHU. 30KpeMa, 3IIHCHEHO aHai3 JIOTIB JUIsi OTPUMAHHS JaHHUX PO HEOOXITHICTh
BUKOpUCTaHHA (haepBoiry. B sikocTi iHpopmariitHoi 6a3u 1ochHipKeHHs Oy BUKOPHCTaHI myOutikaiii, HayKoBi
BHJIaHHS, HaBUAIbHI TociOHuKkH. i peanizanii 7anoi poOoTH OyJii BUKOPUCTAHI IPOTPAMHI IIPOAYKTH:
Firewall FortiGate, ELK Stack.

AHTIHCHKOIO:

The qualification work is dedicated to enhancing the level of cybersecurity for enterprises through log
analysis using the FortiGate firewall. The research object is the process of cybersecurity management and
countering external threats using a firewall. The research subject is the methods and techniques of ensuring
enterprise cybersecurity through log analysis using a firewall. The work discusses security analysis issues for
systems. The requirements for information security systems, as well as trends in development and possible
risks, are considered. In particular, log analysis is performed to obtain data on the necessity of using a firewall.
Publications, scientific articles, and educational manuals were used as the information base for the research.
The following software products were used for the implementation of this work: Firewall FortiGate, ELK
Stack.
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