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AHoTanisa
YKPAIHCBKOIO:

Mertoro po6oTu € po3poOKka CHCTEMH sl pO3MOAUICHOT0 30epiranns iHpopmalii B aHTH-(OPEH3HII], sIKa
TPYHTYETbCS Ha T€HEPYBaHHI YAaCTOK CEKPETHHX JIaHUX Ha OCHOBI MEPILIOTr0 MOPOTOBOr0 3HAYEHHS KUIbKOCTI
YaCTKOK, SIK1 JJO3BOJISIIOTh MIIBUILIUTH PIBEHb O€3MEKH MU 30epiranHi Ta Nepeaayd CEKpEeTHUX JaHHX.

OO0’ekT JOCHIDKEHHS — TIpolec po3mnojauieHoro 30epiranHs iHQopmalii B aHTU-GOPEH3UIl 3
BUKOPHUCTAHHSIM METOJIB TE€HEPYBaHHS 4YacTOK CEKPETHUX JaHUX JJs OTPUMAaHHS BIATOBIIHOTO pIBHS
HaAliHOCTI Ta Oe3mneku 30eperaHHs Ta Iepelaud CEKPEeTHUX JaHUX, a TaKoK IPOBENEHHS aHali3y Ta
MOPIBHSIHHS IHCTPYMEHTIB 1 KpUNTOrpadiyHUX METOJIB 3a JOMOMOIOI0 SKMX MOXIJIMBO MacKyBaTH IepenaHi
JaH1 JUIst IPOTUITT HU(PPOBUN KPUMIHATIICTUKH.

[IpenmeT nocmimkeHHsT — METOIU 30epiraHHs Ta aITOPUTMHU PO3MOALTY CEKPETHUX JaHUX HA HEOOXIAHY
KUTBKICTh YacTOK, IO 3a0e3nedye HEeoOXiMHWU pIBEHb CEKPETHOCTI Ta Oe3rmeku 30epiranHs, oOpoOKu Ta
nepefayl CeKpPeTHHX JaHMX Ha OCHOBI IMGPOBOT KPUMIHATICTUKKA 1 11 WiApo3AuTy — aHTI(OpEeH3iKi,
(dbopMyBaHHA 03HAK JUIs Kiacuikaiii piteHs B chepi HudpoBoi KpUMIHATICTUKH.

MeTtoau qOCTIIKEHHS — TEOPIs 3aXUCTY 1H(POPMAIIii, eKCTIEPTHOTO OI[IHFOBAHHS.

VY pesynbrari qociipKeHHs 0ylio MpoaHali30BaHO CyYaCHHUM CTaH 3arpo3 Ha iHdopMalliiiHi pecypcH,
BH3HA4YCHI OCHOBHI IHCTPYMEHTH Ta METOJIH, 110 BUKOPUCTOBYIOTHCS B MPOTHAIT IU(PPOBUI KPUMIHATICTHIII Ta
Oys10 3aIPOMOHOBAHO KOHIICTIIIIIO 3aXMCTY Ta MacKyBaHHS 1HQOpMAIIii 32 TOIMTOMOTOI0 CXEMH CIUILHOTO
BHUKOPHUCTAHHS CEKPETY, KpUMTOrpahiqHOTO METO/IY IiIBUIICHHS O€3MEeKH KPUTUIHO BXKIUBUX JIAHUX.

aHMIICHKOIO:

The purpose of the thesis is to develop a system for distributed storage of information in anti-forensics,
which is based on the generation of particles of classified data based on the first threshold value of the number
of particles that increase security during storage and transmission of classified data.

The object of research — the process of distributed storage of information in anti-forensics using
methods of generating particles of classified data to obtain the appropriate level of reliability and security of
storage and transmission of classified data, as well as analysis and comparison of tools and cryptographic
methods to mask transmitted data to counter digital forensics.

The subject of research — storage methods and algorithms for dividing classified data into the required
number of particles, which provides the required level of secrecy and security of storage, processing and
transmission of classified data on the basis of digital forensics and its unit — antiphorenics.

Research methods — information protection theory, expert evaluation.

The study analyzed the current state of threats to information resources, identified the main tools and
methods used in combating digital forensics and proposed the concept of protection and masking of information
using a scheme of sharing secrets, a cryptographic method of improving the security of critical data.
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