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AHoTanis
YKPalHCBKOIO:

Kpanigikamiitna poboTa mpucBsYeHa aHaMi3y Jor-gainie 3a monomoroto ELK st BusBieHHS
MOTEHIIHHUX 3arpo3 Oe3neku. PoboTa 0oXOIUIOe TEOpeTHYHI acmeKTH aHaiizy Jjor-gainiB ta cucrem ELK,
BKJTIOUAIOUU PO3IVIsL BUAIB JOr-(aiiiiB, ix 3HaueHHS B iH(popMamiliHiil Oe3meri, ocoOnmuBocTei 30epiraHus Ta
aHanizy nor-gaims. [lopiBHIOIOTECS BimMiHHOCTI joriB y Windows Ta Linux. [leTanpbHO po3DISIAIOTHCS
npuHOMOH 300py Ta aHamizy jor-gaiiniBe 3 BuxopuctanasMm ELK, Bxumouatoun Elasticsearch, Logstash Ta
Kibana.

B po06oTi mpoaHai3oBaHO CTaTUCTHKY Ta aTakd, Kiacu(ikoBaHi 3arpo3u Oe3neku iHpopmarii Ta po3rITHYTO
MPaKTUYHI MPHUKIAAA BUKOPUCTAHHS aHAJi3y Jor-(aiiiiB s BUSABJICHHS 3arpo3. BmpoBamkeHo cucteMy Juist
aHanizy sor-aimis 3 BukopucranasMm ELK, Bkmouaroun BcraHoBienHs Elasticsearch, Logstash i Kibana, a
TaKOK PO3pOOKY MIa0IOHIB Ta PLUIBTPIB IS aHATI3Y JOoT-(haniB.

AHTIIACHKOTO:

The qualification thesis is dedicated to the analysis of log files using ELK to identify potential security
threats. The work covers theoretical aspects of log file analysis and ELK systems, including the review of types
of log files, their significance in information security, and peculiarities of storage and analysis of log files. The
differences between logs in Windows and Linux are compared. The principles of collecting and analyzing log
files using ELK, including Elasticsearch, Logstash, and Kibana, are considered in detail.

The work analyzes statistics and attacks, classifies information security threats, and considers practical
examples of using log file analysis to detect threats. The system for analyzing log files using ELK is
implemented, including the installation of Elasticsearch, Logstash, and Kibana, as well as the development of
templates and filters for log file analysis.
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