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AHoTanis
YKPalHCBKOIO:

Y po6oTi Oy1i0 pO3TISHYTO Ta OMKCAHO OCHOBHI 3arpO3U MOXIIMBHX aTak Ha Active Directory, ockibku
Bukopuctanug Windows Server € TOCUTb IOMYJISIPHUM.

Byno po3risHyTO rojIoBHI MOKJIMBOCTI aTak Ha JOMEHHY CUCTEMY Ta OMKCAHO OCHOBHI NMPOLEYpH, SKi
J03BOJISITH 3aM00IITH XaKePChbKUM aTaKaM.

Y apyromy po3auti Oyio mpoaHalli30BaHO YpPas3JIMBICTh JOMEHY BiJ MpOrpaM-BUMAaradiB, sSiki HAHOCSATb
HAMOUIBIy KOy MiANMPUEMCTBAM, SIKi 3aJIeXKaTh BiJl KOPIIOPATUBHUX MEPEXKEBHUX CTPYKTYpP, OCOOIUBO
BaXJINBUMHU KOMIIOHEHTAMHU B YMOBAaX IaHJEMii Ta BIAHH.

Y Tperomy po3aur Oyiio MPOBEACHO JAOCTIKEHHS BPa3IUBOCTI OCHOBHUX clyx0 Active Directory mipu
YpaXeHHI pOorpaMaMi —BUMaradyamm.

BcraHOoBNIEHO , IO OCHOBHUMH aCHEKTaMH HAaHOLIBIIOrO MOCHJICHHS 3aXHCTY € CBO€YAaCHE OHOBJICHHS
yCiX CHCTEM KOPIOPAaTUBHOI MEpeXi Ta MiABUIICHHS KBaTi(ikamii mepcoHary mo/10 00i3HaHOCTI B IPOLIEAypax
3aro0iraHHs XakepChbKUM aTakam.

AHTIIHCHKOTO:

The work considered and described the main threats of possible attacks on Active Directory, since the
use of Windows Server is quite popular.

The main possibilities of attacks on the domain system were considered and the basic procedures that
will prevent hacker attacks were described.

The second chapter analyzed the vulnerability of the domain to ransomware, which causes the most
damage to businesses that depend on corporate network structures, especially important components in the
context of a pandemic and war.

In the third chapter, a study of the vulnerability of the main Active Directory services when affected by
ransomware programs was conducted.

It has been established that the main aspects of the greatest strengthening of protection are the timely
updating of all corporate network systems and the improvement of personnel's qualifications regarding
awareness of the procedures for preventing hacker attacks.

pobora GakanaBpa 3a creriansHicTio 125 — Kibepoesneka / B. A. Tecarok. — Tepuomins : THTY, 2023. —
75¢.



