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AHoTanis
YKPalHCBKOIO:

KBanidikamiiina poOOTH NpHUCBsUEHA PO3TOPTAHHIO CHUCTEMH MOHITOPHHTY Ta il Momudikamii s
noTped BUSBICHHS Ta 3aN00iraHHs MPOHUKHEHHSM.

OCHOBOIO CHCTEMH MOHITOpPHHTY oOpaHa cucrema Wazuh, ska 3maTHa 30upartu JaHi 3a JTOTIOMOTOIO
Wazuh Agent, 06po6msitu ix Ha cepBepi (Wazuh Server) ta BinoOpaxkatu y BeO-iHTepdeiici. [HCTpyMEeHT Takox
JI03BOJISIE HAJIAIITOBYBATH YMOBH CHPAIIOBAHHS CIIOBIIIEHb Ta aKTUBHHUX PEakKIiid Ha mojii, el (yHKIioHa
Oylio peari3oBaHO Ta MOIU(IKOBAHO ILISXOM IMIiTaIlli peasbHOI aTaku 3 ecKajallii MpuBiIeiB B cHCTEMi Ta
CTBOPEHHS YMOB MPOTH/Iil TAKUM 3arpO3aM.

Byno posropuyro nokaneHuit SMTP cepBep, aBTeHTH(}iIKOBaHMI Yepe3 momToBuii kKiaieHT Gmail s
HAJCHJIAHHS JIUCTIB-CIOBIIICHb MPO Mimo3pimi momii. [ cucTeMu aKTHBHOTO pearyBaHHs Ha 3arpo3u Oyio
PO3po0IIeHO BIACHE MPaBMIIO, 110 3a0e3neuye ¢dikcye 3MiHM KoHIrypariitaoro daiiny Wazuh Agent Ta nepenae
IO TIOJI0 JUIsl €KCTPEHOTO 3aBEpIICHHS POOOTH CIIy)KOM-areHTa 3 METOI0 CKHJIaHHS BHECEHUX 3MIiH 1, 5K
HaCJ1I0K, 3a0€3MeUeHHs LUTICHOCTI (haiy.

AHTIIHCHKOTO:

Thesis is focused on deployment of the monitoring system and its modification for the needs of
detection and prevention of intrusion.

The baseline tool of the monitoring system was chosen to be Wazuh, capable of collecting data using the
Wazuh Agent, processing it on the server (Wazuh Server) and displaying it in the web interface. The tool also
allows you to improve the conditions for triggering notifications and active responses to events. This
functionality was implemented and modified by simulating a real attack with escalation of privileges in the
system and creating conditions for countering such threats.

An on-premise SMTP server was deployed and authenticated through the Gmail mail client to reinforce
suspicious event notification emails. For the system of active response to threats, a special rule was developed
that ensures the capture of changes to the Wazuh Agent configuration file and transmits this event to the
emergency termination of the agent service in order to reset the changes made and, as a result, ensuring the
integrity of the file.

bibniorpadiunuii onuc:

THTY, 2023. - 66 c.



