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AHoTanis
YKPalHCBKOIO:

Meroro naHoi poOOTH € JAeTalnbHUN aHalli3, MOPIBHSAHHS Ta OI[IHKA KpUOTOTrpadiuHUX MPOTOKONIIB
3axucTy iHdopmailii B Mepexi [HTepHeT, 10 1acTh MOKJIUBICTh BUSBHUTH IX MEpPEBaru Ta HEMONIKH, a TAKOXK
MOTEHIIIHHI BPa3IMBOCTI.

OO0’ €exT HOCTiHKEHHS — KpunTorpagiuHi MPOTOKOIH 3aXUCTy iH(opMmarlii B Mepexi [HTepHeT.

[Ipeamer mOCHimKEHHS — aJTOPUTMH 3aXHCTy iH(opMmalii B kpunrorpadiuaux [HTepHET-IpoTOKOIAX,
BUSIBJICHHS Ta YCYHEHHS BPA3JIMBOCTEH MPOTOKOJIIB.

B kBamigikamiiiHiii po0OOTI MpOBEAEHO TOPIBHSAHHS KpUNTOTrpaiyHUX TPUMITHBIB, aHaII3
KpUNTOrpadpiYHUX aNrOPUTMIB, MOPIBHIHHS KpUNTOrpadiuHUX MPOTOKOJIB 3aXHCTy B Mepexi IHTepHeT Ta ix
BEpCiii, OIliHKa CTaHy Oe3neku BeOcepBepa, aHalli3 Ta YCYHCHHS BHSBJICHHX BpPa3JIMBOCTEH BeOcepBepa, IO
OB s13aH1 3 MITPUMKOIO HeOe3MeYHHX Bepciit kpunrorpadiuaux nporoxonis SSL/TLS.

Pe3ynsratomM poGOTH € BUSIBICHHS Ta YCYHEHHS Bpa3iMBOCTEW BeOcepBepa, MOB’SI3aHUX MIATPUMKOIO
Hebe3neuHux Bepciil kpunrorpadpiyHuX [HTepHET-POTOKOMIB.

g peanizauii janoi po6otu Oynu BUKOpUCTaHI Taki nporpamui npoaykru: VMware Workstation Pro,
Tenable Nessus Vulnerability Scanner, Draw.io.

AHTIIHCHKOTO:

The purpose of this work is a detailed analysis, comparison, and evaluation of cryptographic
information protection protocols in the Internet, which will allow identifying their advantages, disadvantages,
and potential vulnerabilities.

The object of research is cryptographic information protection protocols in the Internet.

The subject of research is information protection algorithms in cryptographic Internet protocols,
detection and elimination of protocol vulnerabilities.

In the qualification work, a comparison of cryptographic primitives is conducted, cryptographic
algorithms are analyzed, comparison of cryptographic protection protocols in the Internet and their versions is
performed, the security state of a web server is evaluated, and identified vulnerabilities related to the support of
insecure versions of SSL/TLS cryptographic protocols in the web server are analyzed and eliminated.

The result of the work is the detection and elimination of vulnerabilities in the web server related to the
support of insecure versions of cryptographic Internet protocols.

The following software products were used for the implementation of this work: VMware Workstation
Pro, Tenable Nessus Vulnerability Scanner, Draw.io.
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