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AHoTanisa
YKPAIHCBKOIO:

Kganidikamiiina poboTa nmpucBsyeHa po3poOIli CHCTEMH BHUIBIICHHS aHOMaii TTOBEAIHKA KOPHCTYBaviB
IUTsL BUSIBJIICHHS BPA3JIMBOCTEH, aTak Ta IHIIUX 3arpo3 Oe3neku KoMI FoTepHo1 cuctemMu. Po3poOiieHa cucrema
J0TIOMOKE 3a0e3MeYnTH Oe3MeKy KOMIT FOTEPHOT CUCTEMH Ta MIJBUIIUTH €(PEKTUBHICTD MPOLIECY BUSBICHHS
Bpa3JIMBOCTEN Ta pearyBaHHs Ha MOXJIMBI 3arpo3H.

VY nepmomMy posauti kBamidikaiiHoi poOoTH O0yino po3misHyTO (HYHKIlIi CHCTEM BUSBICHHS 1 3aM100IraHHS
BTOprHeHb a Takok SIEM, Bun )xypHaIIIB Ta METOJM aHATI3Y KYpPHAJIIB MO/IIi.

VY apyromy po3aini Oysio po3rissHyTO MTUTAHHS aBTOMATU3IIIT aHATI3y KYPHAJIIB TO/I1H, a TAKOXK BU3HAYCHO
KpUTEpii BUABJIEHHS aHOMATIH 13arpo3 O6e3mnexu.

VY TperproMy po3aiii 6ya0 po3poO6IeHO 1 MPOTECTOBAHO CUCTEMY aBTOMATUYHOTO aHAJI3Y JKYpPHATIB TTOIIH.
AHTITIMCHKOO:

The qualification work is devoted to the development of a system for detecting anomalies in user
behavior to detect vulnerabilities, attacks and other threats to the security of the computer system. The developed
system will help to ensure the security of the computer system and increase the efficiency of the process of
detecting vulnerabilities and responding to possible threats.

In first section of the qualification work, the functions of intrusion detection and prevention systems, as
well as SIEM, types of logs and methods of analyzing event logs were considered.

In the second section, the issue of automating the analysis of event logs was considered, as well as the
criteria for detecting anomalies and security threats were defined.

In the third section, a system for automatic analysis of event logs was developed and tested.
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