ABTOpPCBHKA 10BiAKA
(keanighixayitinoi pobomu baxanaspa)

Ha3ga kBagidikauiiinoi po6oru 6akanaBpa Ouyinka Oe3nexu sUKOPUCTIAHHS XMAPHUX MEXHOI02Il ma
PO3pobKa memodie 3axucmy 6i0 Kibepamax Ha XMapHi cepsicu

HA36U 3aNUCYBAMU HUIICHIM Pe2icmpoM (K Y pedenii)

Ha3zgpa (anru.): Security assessment of using cloud technologies and development of methods for
protection against cyber attacks on cloud services

nepexnao aneaiicbKoo

OcBiTHiill cTyniHb : QakajaBp

Hatasaxucry: 20 ugepBHA 2023 poKy . Micro: ... TepHominn
CropiHku: ... 58......
KinpkicTh cTOpiHOK poOOTH:

ABTOp podoTH
[IpizBuie, imM’s1, Mo 6aTbKOBI (YKP.): Masyp Bomogumup Muxaiinoud

PO3KpHUBATH iHiLiamn

____________________________________________________ Mazur Volodymyr Mykhailovych

suKopucmogyeamu nacnopmmuy mpanciimepayiio (KMY 2010)

[IpizBute, im’st (aHTIL.):

KepiBHuk
[IpizBue, iM’s, mo 6aTbKOBI (YKp.): Ko3sak Pyciian OpecToBuy
IOBHICTIO
[lpizBume, im’st (@urm.): Kozak Ruslan Orestovych

Penenzent
[IpizBuine, iM’s, mo 6aTbkoBi (Ykp.):  Opuz Muxaiino €srenosuy
IOBHICTIO
[pi3Bume, im’st (aura.): . FryzMykhailo Yevhenovych

Krouosi cioBa:
YKpaiHCHbKOIO: aBTEHTUYHICTh, KOH(IICHIIIHHICTD, JOCTYIHICTh, Oe3Meka, Kibep3arposa, XMapHi cepBicH,

OpaHamayep, BUSBICHHS, MOHITOPHHT.
00 10 crig



aHriiceKkoro: authenticity, confidentiality, availability, security, cyberthreat, web services, firewall, detection,
monitoring.

0o 10 cais

AHoTanis
YKpPAIHCBKOIO:

Kganidikariitna po6oTa nprcBsueHa BIPOBAHKEHHIO METO/IIB 3aXHUCTY BiJl KibepaTak Ha XMapHi cepBicH
AWS. MeTo1o TOCIiKEHHS € BUSBJICHHS, aHANI3 Ta po3poOKa epeKTUBHHUX 3aX0/1iB OC3MEKH, CIIPSIMOBAHUX HA
3a0e3neueHHs HaIiiHOTO 3aXUCTy iH(PACTPYKTypH XMapHUX CEPBICIB BiJ] IIUPOKOTO CIEKTPY Kibep3arpos. Y
pOOOTI pO3TIISHYTI OCHOBHI BUIU KibepaTak, iX XapaKTepUCTHKH Ta HACIIIKH, a TAKOXK IIEpEBaru Ta 0OME:KEeHHS
BUKOPUCTAaHHS XMapHHX cepBiciB AWS. 3anpornoHoBaHi METOIM 3aXUCTY OXOIUTIOIOTH BCTAHOBJICHHS CYy4acCHHUX
(baepBoIIiB, CUCTEM BUSBIIEHHS BTOPTHEHb Ta MOHITOPUHTY, IN(PYBaHHS JaHUX, OE€KaIy Ta BIAHOBIICHHS,
ayTeHTU(]IKaIII0 Ta aBTOPHU3AIlil0 KOPUCTYBadiB. Pe3ynpTaTi JOCHiKEHHS IEMOHCTPYIOTh €(DEKTUBHICTD
3aMpornoOHOBAaHMX 3aX0/(IB OE3MEKH, 1110 CIPUAIOTH NIIBUILEHHIO PIBHS 3aXUILEHOCTI XMapHO1 IHPPacTPyKTypH
AWS Bix kibeparak. PoOoTa € BaXJIMBUM BHECKOM Y pO3BUTOK c(hepu KibepOe3reku Ta Jornomarae miIBULLIUTH
HAJIMHICTh Ta O€3MeKy XMapHUX CEPBICIB JUISl MIAIPHUEMCTB Ta KOPUCTYBaUIB.

AHTJIHACHKOTO:

The qualifying paper focuses on the implementation of cybersecurity methods for protecting cloud
services on AWS. The objective of the research is to identify, analyze, and develop effective security measures
aimed at ensuring reliable protection of cloud infrastructure from a wide range of cyber threats. The paper
examines various types of cyber attacks, their characteristics, and consequences, as well as the advantages and
limitations of utilizing AWS cloud services. The proposed security methods include the implementation of state-
of-the-art firewalls, intrusion detection and monitoring systems, data encryption, backups and recovery
mechanisms, and user authentication and authorization. The research findings demonstrate the effectiveness of
the proposed security measures in enhancing the resilience of AWS cloud infrastructure against cyber attacks.
This work contributes significantly to the field of cybersecurity and helps improve the reliability and security of
cloud services for enterprises and users.
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