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TEXHIYHY JOMOMOTY Y JiKBiJamii HacHifKiB kaTacTpodu Ta 3anodirasa moaiOHUM CHTYyaLlisIM
y MailOyTHbOMY.

e mume kinpka npukianis, sk HATO ta €C 3ailicHioBann il 11si BpEryJltOBaHHS
BOEHHUX KOH(ITIKTIB Ta JIKBiJalii HAC/iKIB TEXHOTEHHUX KaTtacTpod. ¥ O6ararboxX BUIAAKaxX
ixHi fii Oynu yCHIMIHUMU Ta JOMOMOTIIM 3MEHIIHTH JIIOJICHKI BTPATH Ta 30€perTH MPUPOIHI
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Why does the adversary succeed in propagating its narratives and messages? The
technology is not new for sure. It has been used for years: we should know very well our
audiences, especially their vulnerabilities. It’s like to press the button and activate the
mechanism. The same approach is applied to target audiences. This technology is widely used
in marketing as well, meanwhile, the public and military spheres are still resistant to
implement it in their structures.

In case of thorough research of the audiences interests it’s easier to define their
vulnerable point. In any case any social group has some vulnerable segment and it could be
used for developing any desired topic. While analysing the period after russian federation
invasion of Ukraine, we have revealed that russia actively uses micro social media groups.
These groups are closed and bring together people in small communities (small villages,
towns, regions, residential quarters, school groups, large organizations’ groups etc). They
have common shared interests related to these groups; people know each other. Sometimes
members of these groups even do not realize that someone from other community can join
them because there is no need to follow information news of these communities. Usually
people trust each other in these groups, they know each other and there is no reason for non-
confidence or absence of trust to other people in the group. Thus, it’s very easy to disseminate
any information or a word of panic among its people. One more point: as a rule, local
authorities skip communicating in these groups and rely only on their official social media
pages. They think it’s enough to propagate their messages over there. But it’s a huge mistake
as people share views and information in micro groups, then they share gained knowledge
with their relatives, friends, colleagues, which are not members of these groups.

All these agents integrated into the micro groups before the full-scale invasion of
Ukraine and segmented them: vulnerable people, patriots, neutral audiences, etc. They started
to test people in these groups earlier, before the invasion, by disseminating some russian fakes
related to different topics which were interesting for communities or people in general. The
vulnerability of people is generally based on their needs, wants, or desires resulting from the
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conditions of their life and experiences such as money, social equality, justice, equal access to
different services.

So, these enemy’s agents during their trial period studied the vulnerabilities of
audiences. In February 2022 they just activated their actions by disseminating panic when
people were afraid and there was lack of information; groups members just tried to find some
information in these groups and it was easy to manipulate them: so-called red labels marking
missile targets, evacuation buses, false evacuation, power supply to different buildings and
facilities and different consumers and clients, panic with lighting in houses and public places,
etc. there are plenty of cases which they used to sow the panic and destabilize the society,
make it explode inside. Thus, it’s very important to take into account monitoring and
analyzing these groups.
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THE POTENTIAL OF PUBLIC DIPLOMACY IN THE CONTEXT OF HYBRID
WARFARE AND MILITARY CONFLICT IN UKRAINE

2022 pik, IKUH CTaB MOYAaTKOM Ha/I3BUYAMHO KOPCTOKOI pOCIiiChbKO1 BiiHHU, MPU3BIB 110
HE3BOPOTHUX 3MIH yc€ YKpaiHChKE CYCIUIbCTBO. 3HUIICHHS MICT, 1H(PpPaCTPyKTypH,
€HEepreTHKH, MPOMHCIOBOCTI, OJHOYACHO 3 JKaXJIMBUMH BOWBCTBAMU MUPHHUX KUTEIIB CTaJIN
Tpareaielo yKpaiHChKOTO Hapoay y macmTabax rymaniTapHoi karactpodu XXI cTomiTTs.
Breneni cankmii Ta (akTUyHa CBITOBAa 130JIAIiS KpaiHM-TEPOPUCTA CHOBUIBHWIIA Ta HE
3yMUHWIA HI TIPsIMi1 BINCHKOBI i1, HI TIOpUAHI METOAM BEICHHS BIHCHKOBOTO KOH(IIIKTY.

B ymoBax mpoTHUCTOSIHHA 3 arpeci€lo IUI0ro HapoAy BUSBISETHCS HE JOCTAaTHHO JIMIIE
MOJIITHYHOI BOJI1 OYLILHUKIB IPOBIAHUX KpaiH, HEOOX1AHE 1 pO3yMIHHS yciMa €BPONIEHCHKUMH
rpoMaissHAaMH HEBIIBOPOTHOCTI Kpaxy ycboro €Bporericbkoro Corwo3y B pe3yabTaTi mpsimMoi
3arpo3u, OKYIaIIHUX Ta CUIIOBUX il pociiichKoi (heneparrii.

3MeHIIeHHST 00CATIB €HEProHOCIiB, KOPCTKa €KOHOMIs MalluBa €BPONEHIIIMH B XO1
3umMu 2023 poKy, BEJIETECHCHKHI HAIUIMB YKpaiHCbKUX ObKeHIiB B kpaiHu €C, 110/eHHi
YKOPCTOKI BOMBCTBA METOJaMHU CEPEAHBOBIYUS YKPATHCHKMX BOTHIB Ta MKHUTEIIB OJHO3HAYHO
3MIHWJIM TIOJIITUYHY BOJIIO OUTBIIOCTI KpaiH J0 MpUIHMHEHHS CHiBIpaii 3 pociew. [Ipore
3rypTOBaHICTh JiAEpiB CBITYy Ta IX TpoMaj, KOHCOJiAalis CBITOBOI €KOHOMIKH TMPOTH
3aMoOJIsTHOTO JIMXa JIO3BOJIMJIM OPraHi3yBaTH 3aXUCT YKpaiHH, a (QaKTUYHO CXITHUX
€BPOINENHCHKUX KOPJOHIB, Ta HaJaTH HEBIAKIATHY IOTOMOTY YCIM TrpoMajsHaMm YKpaiHu.
BinMoBa Bim pocCiiicbKUX eHeproHociiB HadTH Ta rasy CIpPHYUHUTIA [EPEOPIEHTAIlI0
OUTBIIOCTI CIIOKUBAYIB Ha IHII1 PUHKY MajlBa, MPOTE CUTYallid MOJaNbIIoi KOH(POHTALIi Ta
MEPETBOPEHHS. pOCi€l0 Oynb-IKHX 30BHINIHIX KOWITIB Ha 30pOl0 BHMAara€ IMOBHOTO
IPUITMHEHHS YCiX ()IHAaHCOBUX MOTOKIB 0 BapBapiB. HacTymHMM KpoKOM € BiiMoOBa BiJ
POCICHKMX TEXHOJOTIN s/IepHOi €HEepPreTUKH Ta TMaluBa, SK HEHATIMHUX Ta HeOe3MeuyHUX
JDKEpes eHeprii, 0 MOPYIIYIOTh MpaBUila CTaJIOro PO3BUTKY €KOHOMIKHU Ta CYCHLIbCTBA.

Brnue  ykpaiHChbkMX ODKEHIIB Ha KpaiHu €Bponu BiAOyBcS HEOJHOPITHO Ta
HenpomnopuiiiHo. Haii6inbie ykpaiHChKI ODKEHII 3BEpHYIMCh 3a JIOTIOMOIOK JI0 KpaiH-
CyciiiB, KpaiH 13 3HAUYHOI KUIBKICTIO MOMNEpEeIHIX YKpaiHCBKUX TPYIOBUX MIrpaHTIB
(manpuknan, [lompmia, Itamis, Himeyunna, Yexis) Ta KpaiH 3 UYHUCENbHHUMH TpPOMaTaMU
3aKOpJOHHMX YyKpaiHUiB (Hanpukman, MomngoBa Ta Himeuunna) [1-3]. VYmpaBninHs
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