Honarox 1

dopma BioMocTeli Ipo aBTOpPiB Marepiady Ta omucosa iHdopmanis ast Bugans THTY

ABTOpPCHKA 10BiIKA
(keanigpixayiiinoi pobomu macicmpa)

Ha3ga kBauidikaniiinoi po6otu marictpa: «J{ocinimpkeHHs: BUMOT 70 (DI3HYHOTO Ta IPOTPAMHOTO 3aXHCTY

HA36U 3ANUCYEAMNU HUICHIM De2iCMPOM (SK ) peueHH)

Hasga (anr.): «Study of requirements for physical and software protection of information at critical
infrastructure objects under the conditions of threats and limitations»

nepekaao aHeaiicbKo

nanp.:151 Aemomamusayis ma Komn 10mepHo-iHme2po8amni mexHon02ii

Ex3amenauniiina komicisi: Ned7
nanp.: Exsamenayitina xomicis Nel

YceranoBa 3axucty:  TepHONUIbCHKUI HalllOHATbHUI TEXHIYHUIN yHIBepcuTeT iMeH1 IBana [lymros
nanp.: Teprnoninbcokuil HayioHanbHull mexuiynuil ynisepcumem imeni leana Ilynos

ABTOp podoTH
[Ipi3Bumie, iM’s1, o 6aTbkoBi (YKp.): . Ceponyancekuii Cepriii MukoaaioBuy

PO3Kpueamu iHiyiaau

[pisBumie, im’st (aurm.): _Serbychanskyi Serhii Mykolayovych
suKopucmosysamu nacnopmuy mpauciimepayiro (KMY 2010)
Micue HaBuaHHs (ycTaHOBa, GakynbreT, MicTo, kpaiHa): THTY im. . [Tymtos, @akynbreT
KOMII FOTepHOIH(OpMaIIiHUX cHCTeM 1 mporpaMmHoi imkeHepii, Kadenpa xidepoesneku, m. TepHomiib, YkpaiHa,

KepiBauk
[Ipi3Buie, im’s1, mo 6arbkoBi (ykp.): Ckapra-banayposa Inna CepriiBHa.

nosHicmio

sUKOpucmogysamu nacnopmuy mparciimepayiio (KMY 2010)

Micue nparii (ycraHosa, miipo3aii, micto, kpaina): THTVY im. L. [Tymtos, @akyneTeT KOMI IOTEPHOL
iHpopMaLiiiHuX cucTeM 1 mporpamHoi iHxeHepii, Kadenpa xibepoesneku, m. TepHomniib, Ykpaina

suKopucmosysamu nacnopmuy mpauciimepayiro (KMY 2010)
Micue nparti (ycraHoBa, mipo3ain, micro, kpaina): THTY im. L. ITymros, @axkyasreT KoMIT I0TEpHOL
iHpOopMaLiiiHuX cucTeM 1 mporpamHoi imxenepii, Kadenpa kidepbesnexu, M. Tepronins, Ykpaina



Kurouosi ciioBa

AHoTanis

yKpaiacbkoto: KBamidikariitHa poboTa nmpucBsYeHa JOCTIHKCHHIO METOIIB 3aXUCTY 00’ €KTY KPUTHIHOT
1HGPACTPYKTYPH €JIEKTPOMEPEXKI, 110 BUKOPUCTOBYE TexHOoorito Smart Grid. Y mepiiomy po3auii TpOBOIUTHCS
aHaii3 ocodnmuBocTeit Smart Grid: po3misiA CTPYKTYpH Ta OCHOBHUX KOMITOHEHTIB. TakoK MPOBOJAUTHCS aHAII3
ICHYIOUMX Bpa3iauBocTel. Po3misgaroThbest iCHyIOU1 pilieHHs 3aXucTy Mepexi Smart Grid. B npyromy poszauti
PO3IIS1al0ThCS BapiaHTH BUKOPUCTAHHS ICHYIOUMX PILIEHb /715 BAOCKOHAJICHHS 3aXUCTy Mepexi. Takox
B1I0YyBa€THCS IeTAIbHUN po3mia] aBTeHTUdikawii By3:1iB B Smart Grid. Takok IpoBOIUTHCS TOCIIIKEHHS
QITOPUTMIB aBTEHTU(]IKALIIT Ta PO3IIIAIAETHCS CEPEJOBUILE JUISl TPOBEACHHS €KCIIEPUMEHTAIBHUX JTOCTIKEHb.
VY TperboMy po3/uli CTBOPEHO MOJAEIH 3aXUCTY 3 BUKOPUCTAHHAM aBTEHTH(IKAI[Il B MEII Mepexi
BUKopucToBytoun anroputMu RSA ta Tree Merkle. [IpoBeneni ekciepuMeHTalIbH1 JOCTKEHHS, 1110
BH3HAYaIOTh yac aBTeHTH(IKamil B Smart Grid, BAKOPHCTOBYIOYH CTBOPEHI MOIeI 3axucTy. HaBeneHo
PE3yNbTaTH eKCIePUMEHTAIbHUX J0CHTIKEHb Ta cOpMOBaH1 BUCHOBKH, 1110JI0 BUKOPHUCTAaHHS aJlTOPUTMIB
aBTeHTU]IKAITII.

annmiiicekoro: _The qualification work is devoted to the research of methods of protection of the object of the
critical infrastructure of the power grid, which uses Smart Grid technology. In the first section, an analysis of
the features of the Smart Grid is carried out: a review of the structure and main components. An analysis of
existing vulnerabilities is also carried out. Existing Smart Grid network protection solutions are reviewed. The
second section considers options for using existing solutions to improve network protection. There is also a
detailed consideration of node authentication in the Smart Grid. Authentication algorithms are also being
researched and an environment for conducting experimental research is being considered. In the third section, a
protection model was created using authentication in a mesh network using RSA and Tree Merkle algorithms.
Experimental studies were carried out, which determine the time of authentication in Smart Grid, using the
created protection models. The results of experimental studies and conclusions regarding the use of
authentication algorithms are presented.



