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AHoTanisa

yKpaiHChKoI0:MeToro KBamidikamiifHo1 poOOTH € JOCTIKEHHS PU3HKIB IIPH BUKOPUCTAHHI
HelpoiHTepdeiciB y CydacHOMY CBiTi.
B mporieci nqocnimkeHHs BUKOPHCTAHO 3arajlbHOHAyKOBI METOIH Mi3HAHHS:
MOPIBHSAHHS, CHCTEMHUI aHai3, MOJeTOBaHHs. Takox Oyiu MpoBeeH1 eKCIIepUMEHTAIbHI BUMIPIOBaHHS Ta
3I1iICHEHO MaTeMaTUYHE OTIPAIFOBAHHS 3 METOI0 OTPUMAaHHS KUIbKICHOT OIIHKY CTaHy iH(OopMaIliifHOT Oe3meKu.
P03BUTOK MIKpOEIEKTPOHIKU Ta IHPOPMALIHUX TEXHOJIOT1H 3a0e3M1eYnB YMOBH JUIsl CTBOPEHHSI 1IHEp(eiiciB
Jutst 6e3mocepeHbOT B3a€MO/IIi MK HEPBOBOIO CUCTEMOIO JIFOAMHU Ta KOMIT IOTE€pHUMHU cucTeMamiu. [luranus
0e3MeKu 3aCTOCYBaHHs HelpoiHTepdeiiciB JoHenaBHa HE AOCIKYBAINCS Yepes3 iX Mally OUIUPEHICTh Ta
crienn(iky 3actocyBanHsa. Ha choTo/IHI, TOSIBa BITHOCHO HEJOPOTHX MOJIENEH KUTACHhKOTO BUPOOHHUIITBA Ta
BIJICYTHICTh CTaHAapTHU3ALll pOOJIATh aKTyaJIbHUMH NMUTaHHS O0e31eKu KOH(DiaeHI1iHOT 1H(popMallii, BUTIK SKOT
MO’K€ TPAaUTHUCS NPU BUKOPUCTaHHI HelpoinTepdeiicis. [Ipunnun aii HelipoinTepdeliciB MoB’ 3aHui 3
reHepyBaHHSAM CUTHAJIIB Y MO3KY. 3reHepOBaHi JaH1 B1100paxaroTh HaMip KOPUCTyBaya KEpyBaHHS 30BHIIIHIM
npucTpoeM. EnekTpoMarHiTHi XBUIIl, YTBOPEH1 €IEKTPUYHUMHU CUTHAJIAMU Y MO3KY, PEECTPYIOThCS
€JIEKTPOJIaMH 32 JIOTIOMOTOI0 PI3HOMAaHITHUX TEXHOJIOT1H, TaKUX sIK eleKkTpoeHIedanorpadis abo
¢byHKIII0HAIbHA MAarHITHO-pe30HaHCHA ToMorpadisi. HeonpaiboBaHi aHaIOTOB1 CUTHAIM MiIIAI0THCS aHAJIOTO-
1M(poBOMY MEPETBOPEHHIO, 1100 3a0e3MeunTy NoAabIry oOpoOKy qaHuX. O/HI€0 3 TOJOBHUX IUIEH 1[HOTO
eTaly € MaKCHMI3allisl BIIHOIIEHHS] CUTHAJI/IITYM, 11100 BUMIPSATH BUX1IHUN CUTHAJ B IKOMOTa TOYHIIII (opMmi.
O06po0ka 1udppoBUX TaHUX HEOOX1THA IS JEKOyBaHHS 3aIJIAaHOBAHO1 /i1 KopucTyBayda. [Ticis mporo pi3Hi
Moeni (Hanpukiaa, kiacudikatopu, IPeIuKTOPH, perpecopr) abo CUCTEMH Ha OCHOBI MPaBWJI BU3HAYAIOTh
3arIaHoBaHy niro. [IporpamMu MOXyTh HaJICUIAaTH HEOOOB A3KOBUI 3BOPOTHUI 3B 30K KOPUCTYBAYEBI, 00
TeHEepyBaTH CUTHAJIM MO3KY Ta, OT)Ke, HOBI iTepallii mukiay. Ha koskHOMY 3 eTamiB reHepyeThs iHhopMarlis, ska
Bi1oOpakae HAMBIMYaIbHI 0COOIMBOCTI KOPUCTYBava Ta € KoHDiaeHiiHO0. [IporpaMHi KOMITOHEHTH
HelpoiHTepdeiciB MOXKYTh MaTH BPa3IMBOCTI Ta 3a3HaBaTH aTak 3JIOBMHUCHHKIB.
B naniii po60Ti IpeacTaBiaeHo aHai3 0coOIMBOCTEN HelpoiHTepdelciB Ta BIAMOBIIHUX BPa3IMBOCTEH, SKi
MOXYTb CYTT€BO BIJIMHYTH Ha (DYHKIIIOHYBAaHHS LIUX CUCTEM.

anriicekoro: _The development of microelectronics and information technologies provided the conditions for
creating interfaces for direct interaction between the human nervous system and computer systems [1, 2].
Security issues of the use of neurointerfaces were not investigated until recently due to their low prevalence and
specificity of use. Today, the emergence of relatively inexpensive Chinese-made models and the lack of
standardization make the issue of the security of confidential information, which is leaked, relevant can happen
when using neurointerfaces. The principle of operation of neurointerfaces is related to the generation of signals
in the brain. The generated data reflects the user's intent to control the external device. Electromagnetic waves
generated by electrical signals in the brain are recorded by electrodes using a variety of technologies, such as
electroencephalography or functional magnetic resonance imaging. Raw analog signals undergo analog-to-
digital conversion to allow further data processing. One of the main goals of this step is to maximize the signal-
to-noise ratio in order to measure the output signal as accurately as possible. Digital data processing is
necessary to decode the user's intended action. Various models (eg, classifiers, predictors, regressors) or rule-
based systems then determine the intended action. Programs can send optional feedback to the user to generate
brain signals and thus new loop iterations. At each of the stages, information is generated that reflects the
individual characteristics of the user and is confidential. Software components of neurointerfaces can have
vulnerabilities and be subject to attackers' attacks.

This work presents an analysis of the features of neurointerfaces and the corresponding vulnerabilities that can
significantly affect the functioning of these systems.



