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AHoTanis
YKPalHCBKOIO:

B kBamidikaniifaiii poOOTi BUpIIIyeThCS poOIeMa BUSBICHHS aHOMAJII MepexeBoro Tpadiky 3
BukopuctanasiM C-LSTM HelipoHHOT Mepexi, sSika € KOMOIHAIIIEI0 3TOPTKOBOI Ta PEKYPEHTHOT HEHPOHHUX
Mepex. B poOoTi HaBeZIeHO OCHOBHI 3arpo3H, IO MOXKYTh BUHUKATH Ha KOKHOMY 3 piBHIB Mozeni OSI.
JleranpHO po3riIsiHYTO Kiacudikallito botnet Mmepex, 1o € OJJHOTO i3 MPUYUH aHOMaJIbHOTO Tpadiky. HaBemeHo
TUTIA aHOMAJIIK Ta 3/IIHCHEHO CUCTEMATHYHUHN OTJISA]] ICHYIOUMX METO/IIB BUSBJICHHS, TAKUX SIK: KJIacH(iKaIlis,
KJIacTepH3allis, CTATUCTHYHHH Ta Ha OCHOBI Teopil iH(opmarii.

IMIIIeMEeHTOBaHO ANTOPUTM BUSBICHHS aHOMaTid MepexeBoro Tpadiky 3 BUKOPHUCTAHSIM HEHPOHHOT
Mepexi C-LSTM, nmpencraBieHo OIHKY SIKOCTI i1 kiacudikaiii 3a MOKa3HUKaMU TOYHOCTI, MoBHOTH Ta F1-
O3HAKH.

AHTIIHCHKOTO:

The qualification work solves the problem of detecting network traffic anomalies using C-LSTM neural
network, which is a combination of convolutional and recurrent neural networks. The paper presents the main
threats that may arise at each level of the OSI model. The classification of botnet networks, which is one of the
causes of abnormal traffic, is considered in detail. The types of anomalies are given and a systematic review of
existing detection methods is performed. They are classification, clustering, statistical, and information theory.

An algorithm for the network traffic anomalies identification has been implemented by using the C-
LSTM neural network. An assessment of the quality of its classification in terms of accuracy, recall, and F1-
score has been presented.
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