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AHoTanisa
YKPaiHCBKOIO:

O0’ekTOM JOCHIDKEHHSI € Tporec 3a0e3leueHHs IITICHOCTI 1 aBTEHTUYHOCTI iHdopmamii B
iHpOopMaLiHUX CUCTeMaX 3a JONOMOTroro anroputmy remryBanass UMAC-32.

Mera poGotu mojsirae y po3poOdii yHiBepcambHOoro anroputmy remryBanHs UMAC-32, a takox B
aHaji3i MexaHi3MiB 3a0e3MeYeHHs AaBTEHTUYHOCTI 1 LUTICHOCTI iH(opMalii mpu BUKOPHUCTaHHI alITOPUTMIB
1(POBOTO MIAMKCY 1 TeITyBaHHSI, B OIIHII IX OCHOBHUX MMOBIPHO-YaCOBHUX XapaKTEPHUCTHUK.

[IpenmeTom JOCHTIKEHHS € METOIU KJIFOUOBOT'O TeIIyBaHHA JJIs 3a0€3MeUeHHS UTICHOCTI i
aBTEHTUYHOCTI iH(popMmarliii 3a monomororo anropurmy UMAC-32.

B pesynbrarti BUKOHaHHS poOOTH OTPUMaHi HACTYIIHI PE3yJIbTaTH:

[IpoBeneHo aHami3 CydaCHHX MEXaHI3MIB Ta MPOTOKOJIB 3a0e3MeueHHs LUIICHOCTI Ta aBTEHTHYHOCTI
JaHWX HAa OCHOBI BUKOPUCTAHHS MU(POBUX MIAMUCIB Ta aIbTEPHATUBHUX iM BapiaHTaM TeHI-KOIiB HAa OCHOBI
OE3KIIFOUOBUX Ta KIOYOBUX Tell-(QyHKITIH.

[TpoBeneHo anami3 MeToiB MOOYIOBH KIFOYOBUX Teml-(hyHknid (MAC-koaiB), SIKi Ipu piBHUX yMOBAax 3
MDC-konamMu 103075I0Th 1HTETPOBAHO BUPILIYBATH 3aBJAaHHS 3a0€3MEUeHHs LITICHOCTI Ta aBTEHTHYHOCTI
MIOB1IOMJICHb 0€3 10JJaTKOBOTO BUKOPUCTAHHS AJITOPUTMIB MU PYBAHHS.

Anroputm UMAC-32 Moxe OyTH BUKOPUCTaHHUH B 1HGOPMAIIHHUX CHCTEMax MacOBOTO MPU3HAUYCHHS,
AKi TOTpeOyloTh MBHIKOrO OOMiHY iH(opMariero Ta SKICHOrO piBHSA 3a0e3neueHHsl IUTICHOCTI Ta
ABTEHTUYHOCTI Tepeanoi iHdopmarrii.

AHIIIHCHKOO:

The object of research is the process of ensuring the integrity and authenticity of information in
information systems using the hashing algorithm UMAC-32.

The purpose of the work is to develop a universal hashing algorithm UMAC-32, as well as to analyze
the mechanisms for ensuring the authenticity and integrity of information using digital signature and hashing
algorithms, in assessing their main probabilistic and temporal characteristics.

The subject of the research is the methods of key hashing to ensure the integrity and authenticity of
information using the UMAC-32 algorithm.

As a result of performance of work the following results are received:

The analysis of modern mechanisms and protocols for ensuring the integrity and authenticity of data
based on the use of digital signatures and alternative variants of hash codes based on keyless and key hash
functions.

An analysis of methods for constructing key hash functions (MAC codes), which under equal conditions
with MDC codes allow to solve the problem of ensuring the integrity and authenticity of messages without the
additional use of encryption algorithms.

The UMAC-32 algorithm can be used in mass information systems that require rapid information
exchange and a high level of integrity and authenticity of transmitted information.
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