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AHoTanis
YKPalHCBKOIO:

OO0’ €exTOM JOCIIHKCHHS € TIPOIEC aHAJTI3y aTak Ha iH(OPMAIIiiHI CHCTEMH.

[Ipenmerom OCTKEHHS € MPOEKTYBAaHHS MPOTrpaMHOTO 3abe3nedenHs s BussieHass DDOS arak.

Mertoto pobotu € BusBiaenHs DDOS arak Ha OCHOBI NHpPOTpaMHOTO 3aCTOCYHKY SKHH 3abe3medye
CBO€YACHE TOBIIOMJICHHS 32 paXyHOK BUKOPUCTAHHS HEMPOHHOT MEPEXI.

PosrisiHyTo  MOXKIMBOCTI peainizarii kibep3arpos, ix kimacudikailis. BusBieHi MOKIUBOCTI Pi3HUX
METO/IIB aHaJi3y BUSBJICHHSA aHOMalliii a00 BIIXMJICHHS BiI HOpPMaJbHOI pOOOTH €leMEHTIB iH(pacTpyKTypu
iHpopMaLIiiHUX cucTeM. PO3IIISIHYT1 MOXJIMBOCTI HABYaHHS HEHPOHHHUX MEPEK I10J10 BUSABJICHHS KibepaTak Ha
ocHoBi DDOS-araxk.

Po3po6nenuii mpoeKT 3 BUKOPUCTAHHAM HEHPOHHOI MEpeXi J03BOJISE MOENHATH Kpalll MiIX0AU II0A0
BusiBieHHs: DDOS-araxk.

AHTIIHCHKOTO:

The object of research is the process of analyzing attacks on information systems.

The subject of the study is the design of software for detecting DDOS attacks.

The aim of the work is to identify DDOS attacks based on a software application that provides timely
messages through the use of a neural network.

The possibilities of implementing cyber threats, their classification are considered. The possibilities of
different methods of analysis for detecting anomalies or deviations from the normal operation of information
systems infrastructure elements are revealed. The possibilities of training neural networks to detect cyber-
attacks based on DDOS attacks are considered.

The developed project using a neural network allows you to combine the best approaches to detecting
DDOS attacks.
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