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AHoTanis
YKPAIHCBKOIO:
KBaunigikariiina poOoTa IpUCBIYCHA BUSBICHHIO Ta YCYHEHHIO He3apeecTpoBaHoro SQl-Tpadiky, sikuit
MOTEHIIHHO MOJKE 3aBJIaTH IIKOH MTPOAYKTUBHOCTI 0a3i JaHUX, HA MiJICTaBI METOly MAIIMHHOTO HABYAHHSI.
[IpoananizoBana mpenMeTHa 00JacTh, MOCTIHKEHO ICHYIOYi IHCTPYMEHTH, KOTPi MOXYTh BHU3HAYUTH
MOTEHIIHI 30UTKHU BiJl BUKOHAHHS He3apeecTpoBaHoro SQl -rpadiky ta foro 3abmokyBaru. JI0KIaIHO OMUCAHO
nporec (GOpMyBaHHS IaHUX JUIS 3MIHCHEHHS MAaIIMHHOTO HaByaHHA. JIOCHIDKEHO METOAW BUSBICHHS
aHOMaJTii. 3a pe3yabpTaTraMu 0CIipKeHHs Halle(ekTuBHIUM Bu3HaueHo meton Local Outlier Factor.
CrpoeKkToBaHO apXITEKTypy Ta MPOTPAMHO peaji30BaHO JI0JAaTOK, KOTpUHA TIpU MOHITOPUHTY B/l
31aTHUN  3a0JIOKYBaTH MOTCHILIHHO MIKUTMBUN He3apeecTpoBaHuii SOl -Tpadik i3 BHKOpUCTAHHIM
MIATOTOBJIEHOT MOJIeJIl MAIlIMHHOTO HaBYaHHSL.

AHTIIHCHKOTO:

Thesis deals with the detection and elimination of unregistered sql-traffic, which can potentially damage
the performance of the database, based on the method of machine learning.

The subject area is analyzed, the existing tools that can determine the potential losses from the execution
of unregistered sql -traffic and block it are investigated. The process of data formation for machine learning is
described in detail. Methods for detecting anomalies have been studied. According to the results of the study,
the Local Outlier Factor method was determined to be the most effective.

The architecture was designed and the application was implemented that is able to block potentially
harmful unregistered sql-traffic when monitoring the database using a prepared machine learning model.
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