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AHoTanis
YKPalHCBKOIO:

KBanidikamiiina po6oTa mprcBsiueHa TOCIIHKEHHIO MPOOIEMH IIKIITTHBOTO POTPAMHOTO 3a0€31eYeHHS
st MoOUTbHEX TipucTpoiB Android Ta Horo BUSIBICHHIO 3a JOTIOMOTOK0 MAIlIMHHOTO HaB4aHHs. [IpencTaBieHo
apxitekrypy Android, i BOyzoBaHy cucteMy Oe3leKu, MpoaHaai30BaHO HEOJIKM Ta MOTEHIHHI 3arpo3u, 110
BiIOOpaXalTh MEpPENyMOBH I TOJAIBIIOTO0 PO3yMIHHS MpeaMeTHol obOmacti. B poOoti 3xificHeHO
CUCTEeMATUYHHIA OTISJl ICHYIOYMX METOJIB BUSBJICHHS IIKI[UITMBOTO MPOTPAMHOTO 3a0e3ledeHHs, a came:
CTaTMYHOTO, JMHAMIYHOTO Ta T10PUHOTO.

Po3pobneno anroput™ Ui BHSIBICHHS IIKUUIMBOTO TpOrpamMHOro 3abesmedenHs uis Android
MOOUTbHHUX MPUCTPOIB 3 BUKOPUCTAHHSIM ICHYIOYHMX 0i0NMi0TEK MalIMHHOTO HaB4aHHs Python ta mpomapkoBaHux
Ha0OPIB BXITHUX JaHUX JJO3BOJIB Ta CUTHATYP 3 O3HAKAMU IIKiUIMBOTO MTPOTPAMHOTO 3a0e3MeUeHHSI.

[IpencraBneno nociimkenHs sxkocti podorn knacudikaropie RF, LR, KNN B 3amexHoCTi Big #oro
HaOOpy MapaMmeTpiB Ta BXiTHOTO HAOOPY AaHWX. BHU3HaYeHO BaKIIMBI MapaMeTpy B HAOOPI TaHUX, SKi 3HAYHUM
YUHOM BIUTMBAIOTH Ha SIKICTh Kacu(ikailii, Ta ONTUMAaJIbHI 3HAYEHHS MMapaMeTpiB KI1acu(ikaTopis.

aHIHACHKOIO:

The qualification thesis is devoted to the investigation of Android device malware and its identification
by machine learning. The Android architecture and its built-in security system are presented, vulnerabilities and
potential threats are analyzed, which reflect the prerequisites for further understanding of the subject area. The
paper presents systematically review the existing methods of detecting malicious software, namely: static,
dynamic, and hybrid.

An algorithm has been developed to detect malicious software on Android mobile devices using existing
Python machine learning libraries and a labeled input permission and signature dataset with signs of malware.

The dependence of the quality of classifiers RF, LR, KNN depending on its set of parameters and the
input data set is presented in the qualification thesis. Important parameters in the data set that significantly
affect the quality of classification and the optimal values of classifier parameters are identified.



