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AHoTanis
YKPAIHCBKOIO:

Kganidikamiiina poboTa mpucBsYeHa AOCTIIPKEHHIO CYyJaCHUX 3ac00iB ayUTy 3aXUIIEHOCT1 IPUCTPOIB
iHTEepHEeTY peueil. B poboTi mpoBeaeHuil MOPIBHUIBHUN aHAJTI3 ICHYIOUMX MTPOrpaMHUX 3aC001B, K1 JO3BOJISIIOTH
npoBOAUTH ayauT Oe3neku npuctpoiB 10T ta oOrpynToBano Bubip AWS 10T Device Defender mis npoBeneHHs
MepioANYHUX HAJAIITOBYBAHMX BIJIaJICHUX ayJuTIB TPUCTPOIB IHTEpHETY pedeil. Po3pobieHo mporpamy
ay[MTYy, HaJTAallITOBAHO POJIi Ta MOJITUKH JOCTYITY.

B po0Ooti Takox MpOBEAEHO AOCIIKEHHsS BIUIMBY PIBHS JieTani3alii Habopy BiIOMHX BpPa3IMBOCTEH,
I0JI0 SIKUX 3AIMCHIOEThCA TepeBipka. BcTaHoOBIEHO, MO HENOCTATHS JAETali3allisl MPUBOAUTH O HHU3BKOL
YYTIUBOCTI 3ac00y ayIMTy Ta MOXKE IIPUBECTH JI0 peanizailii pu3nkiB Oe3nexku. Ha ocHOBI aHalizy pe3yibTaTiB
ayauTy o0paHO HaiKpallll MPaKTUKU, IKUX CJIIJ] TOTPUMYBAaTHUCA MIPH KOH(QITYpYBaHHI CUCTEM IHTEPHETY peuei.

AHTITIHCHKOTO:

The qualification work is devoted to the study of modern means of the security auditing of the Internet
of Things devices. Available software for security audits of 10T devices is characterised and the choice of AWS
10T Device Defender for periodic customizable remote audits of 10T devices is justified. Audit programs are
developed, access roles and policies are set up.

The study examines the impact of the detailization level of the known vulnerabilities set which is used
for the audit specification. It is shown that insufficient detail leads to low sensitivity of the audit tool and can
lead to the realization of security risks. Based on the analysis of the audit results, the best practices to be
followed when configuring the Internet of Things are selected.
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