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AHoTanis
YKPAIHCBKOIO:

Kgamidikamiiina pobora mpucsueHa anami3 BpaznmmBocTeidl loT mpucTpoiB Ta cucreM a Takox
TOCTILKEHHSI Cy4acHUX CIOCOO0iB 1 3aco0iB st MiHIMi3ali 3arpo3 Oe3meli NMpUcTpoiB IHTEpHETY pedeid. B
poOOTI MpOBeICHUH MOPIBHSUIBHAN aHATI3 BIJOMUX BPa3IMBOCTEH, XapaKTEPHUX JJISI CUCTEM IHTEPHETY pedeid
Ta 00paHo 3aco0M TSI BiTaJICHOTO KOH(DIrypyBaHHS CHCTEMH Ta HAJIAIITYBAHHSI MTOTITUK OC3ITCKH.

AHaJi3 IpoBeIeHUX MPOLEAYp 3 KOH(PIrypyBaHHS J103BOJISIE CTBEPKYBATH, 1110 TSI IPUCTPOIO (YU HOTO
BIpTyaJIbHOTO 0O0pa3y) clliJi BUKOPUCTOBYBAaTH JETallbHI 1IEHTHU(IKATOPU NPUCTPOIB 1 MOB’S3yBaTH ix 13
310paHUMHM Ta arperoBaHUMH JaHuMH TpucTporo. lle 3abe3medye THYYKICTH 1 Kpally MOXJIHMBICTb
TOPU3OHTANBHOTO MacuTaOyBaHHsA. [linTBep/pkeHO, IO MPH HAJAIITYBaHHI JOCTYIY CIiJ JOTPUMYBAaTHCS
cTparerii HaMEeHIINUX MPUBLIEIB 00 103BOJIB.

AHTITIHCHKOTO:

The qualification thesis is devoted to the to the analysis of vulnerabilities of 10T devices and systems, as
well as the study of modern means to minimize security threats to the Internet of Things. The thesis studies
known vulnerabilities in the Internet of Things and selects tools for remote system configuration and security
policy settings.

The performed analysis of the configuration procedures suggests that the device (or its virtual image)
should be prescribed the detailed device IDs and associate it with the collected and aggregated device data. This
provides flexibility and better horizontal scaling for the system. It is confirmed that the strategy of the least
permissions privileges should be followed when setting up access rights.
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