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AHoTanisa
VKPAIHCHKOIO:.

Merta poOOTH TIOJIsITae y TOCTIKEHH] ClIoco0y MporpaMHO1 peanizallii ckanepa Bpa3IMBOCTI CalTy 10 XSS-
aTakK Ta peaiizaiis Takoro MpOTPaMHOTO MPOIYKTY, a TAKOX PO3pOOKa HOBOT METOJMKHM BCTAHOBJICHHS PIBHS
Bpa3JIMBOCTI CaUTYy.

Ataku MDKcaTOBUX CKpUNTIB (XSS) — 1e Tum i1’ €Ki, MiJ yac K01 MKIUIMBI CKPUIITH BIIPOBAKYIOTHCS
Ha Oe3meuHi ¥ HafiiH1 BeO-caiitu. Ataku XSS Bi1OyBarOThCs, KOJIM 3TOBMUCHUK BUKOPHUCTOBYE BEO-107aTOK
JUId  HAJICWIAHHS IIKUUIMBOTO KOAY, SK TMpaBwio, y ¢opMmi ckpunra Opay3epa IHIIOMY KiHIIEBOMY
kopuctyBaueBi. Henomniku, sKi JO3BOJISIOTH LIMM aTakaM JOCSTaTH YCIIXY, € JOCUTh MOMIUPEHUMH 1 BUHUKAIOTh
y Oyzp-sikoMy Miclii, e BeO-10JaTOK BUKOPUCTOBYE BXIiJIHI JaH1 KOpPUCTYBaya JJisi OTPUMaHHS pe3yJbTariB, HE
MEePEBIPSAIOYN Y1 HE KOAYIOUH iX.

B npouieci BukoHaHHs kBanidikaiiitHoi podotu Oymo:

JTOCITKEHO criocoOu mpoBeneHHs] XSS-atak pi3HUX THIIIB;

PO3p00IEHO METOTUKY 0OpaxyHKY BPa3IUBOCTI CAWTy 10 XSS-arak;

MIPOrpPaMHO peai3oBaHO CKaHEp CauTy.

AH2NIUCHKOIO.

The purpose of the work is to study the method of software implementation of the site vulnerability
scanner to XSS-attacks and the implementation of such a software product, as well as the development of new
methods for determining the level of site vulnerability.

Cross-site scripting attacks (XSS) are a type of injection in which malicious scripts are deployed on
secure and reliable websites. XSS attacks occur when an attacker uses a web application to send malicious
code, usually in the form of a browser script to another end user. The shortcomings that allow these attacks to
succeed are quite common and occur anywhere where a web application uses user input to produce results
without checking or encoding them.

In the process of performing the qualification work were:

methods of conducting XSS-attacks of different types are investigated:;

developed a method of calculating the vulnerability of the site to XSS-attacks;

software implemented site scanner.
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