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AHoTanisa
YKPaiHCBKOIO:

KBamidikariitna podora mpucBsdeHa J0CTIHKSHHIO TPUHIMIIIB 1HOYy1eBOT MapmipyTu3arii, MexaHi3MiB
cuCremu TOr, atak Ha aHOHIMHICTh KOPHCTyBa4a B CUCTeMI Ta CrIOCOOIB MpOTHIIT HUM Ta pO3pO0Ka pillicHb, SIKI
JIOMOMO’KYTh 3a00ITTH HAMOIIBII MOMYAAPHUMI3 [UX artak. MexaHi3M, m0BUKOPUCTOBYETHCS y AaHiii pOOOTI,
103BOJIsiE 3a0e3neunTr 30IIblIeHHsT aHOHIMHOCTI B CuCtemi Tor. TOMy 1e akTyaibHO Juisi KOpUCTYBadiB, sKi
BUKOPHUCTOBYIOTH CHCTeMy TOr, 11100 3a6e3meunTs 30iIbIeHHs aHOHIMHOCTI IIPOTH aTak TUIy aHaiizy Tpadiky i
qacy.

Jlana po60Ta MICTUTH OMUC HUOYIIEBOT MapIIpyTU3ailii Ta CuCteMu TOr, OTJIsiT ICHYFOUHX atak Ta Crocoou
npotuii HuM. Y X011 p000TH OTpUMaHO MPOrpaMHe PILICHHS JUIs J0/IaBaHHs 3aTPUMOK ITpH MOCHIIaHHI Ta
OPUAHATTI MAKeTIB, sIKe BIAPI3HIETHCSI BUKOPUCTAHHIM KpUIITOrpadiuHOro reneparopa rnceBI0BUMAIKOBHX
uuCes npu GOpMyBaHHI BEIMYHH 3aTPUMOK. Y MOAATbIIOMY, OTPUMAHUI PE3y/IbTaT Y BUMISII IIPOrpaMHOTO
pilieHHs MOKHA BUKOpUCTOBYBATH 3a0€3ICUCHHS ITiBUINEHHS aHOHIMHOCTI B Mepesxi TOr.

AHIJIIHACHKOIO:

The qualification thesis is devoted the work is to study the principles of onion routing, the mechanisms of
the Tor system, and attacks on the anonymity of the user in the system and mathods to counteract it, and
develop solutions that will help prevent the most popular of these attacks. The mechanism used in this work
allows to increasing the anonymity in the Tor system. There is why it is important for users who use the Tor
system to increase the anonymity against of attacks such as traffic analysis and time analysis.

This work contains a description of onion routing and Tor systems, an overview of existing attacks, and
methods to counteract it. In the course of work, a software solution obtained to add delays in the sending and
acceptance of packets, what differs in use cryptographic pseudorandom number generator in the formation of
delays values. In the future, the resulting result in the form of a software solution can be using to increase the
anonymity of the Tor network.



