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AHoTanis
YKPaiHCBKOIO:

KBamidikamiiina poOoTa mpUCBsUEHA KIOUOBOTO XEIIyBaHHS Uil 3a0€3NEeUeHHsS IUIICHOCTI Ta
aBTEHTUYHOCT1 iH(opmallli B IHTepHET-TUIATDKHUX CHCTeMaX. Y pe3yiab-TaTi B poOOTI MPOBEACHO aHai3
ICHYIOUMX MEXaHi3MiB 3a0e3MeYeHHs LUTICHOCTI Ta aBTEHTUYHOCTI iH(opmamii B I[HTepHET-miIaTiHUX
CUCTEeMax. MPOBE/ICHA OI[IHKA CTIH-KOCTI Cy4aCHHUX aJIrOPUTMIB KIIFOYOBOTO Ta 0€3 KIIOUOBOTO XEIIYBaHHS 3a
nonomMo-roto Metoauku tectyBaHHs NIST STS narioHanbHOro iHCTUTYTY CTaHIapTiB Ta Tex-Homoriii CLLIA.
[TpoBenenwnii anamniz noOynosu xemi-gpyHkiin MASH-1 Ta MASH-2 Ta BU3HaueHi iX 4acOBi XapaKTEPUCTUKH. 3
BUKOPHCTAHHSM TIOJIOKEHb TEOpil ENINTH-YHUX KPHUBHX PO3POOJICHI METOIM BIOCKOHAJICHHS aJTOPUTMIB
kirouoBoro xemryBaH-HI MASH-1 ta MASH-2. O6rpyHToBaHi peKOoMeHAalli, moa0 iX BUKOPUCTAHHS IS
3a0e3NeUeHHs IUTICHOCTI Ta ABTEHTHUYHOCTI TpaH3akuii B IHTepHeT-miarixHUX cucte-Max. CTBOpeHUi
MPOrpaMHUN MPOAYKT IMITALIHHOT MOZIEJTi KJIFOYUEBOTO aITOPUTMY XEIIyBaHHS 3 BUKOPUCTAHHSIM apu(METUKH B
IpyIi TOUYOK ETNTHYHOI KPHBOI.

aHMITIHCHKOIO:

The qualification thesis is devoted to modeling of hash key to ensure the integrity and authenticity of
information in the payment systems of Internet. The result of work is the analysis of existent mechanisms which
provides integrity and authentication of information in the payment systems of Internet. Conducted estimation
of firmness of modern algorithms key and without the key randomising by the method of testing NIST STS
national institute of standards and technologies of the USA. Conducted analysis of construction of hash
function MASH-1 and MASH-2 and certain them sentinel descriptions. With the use of positions of theory of
elliptic curves the developed methods The software product of simulation model of keyed hashing algorithm is
created with the use of arithmetic in the group of points of elliptic curve.



