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AHOTAIIS

Cucrema Bu3HaueHHS [HTEpHET-3arpo3 Ha OCHOBI aHAITI3Y KYpPHATIB MEPEIKEBUX
ciryxx0 // Myp3a IOpiii Bitaniiiopuu // TepHOMIbChKHN HAI[IOHATBHUN TEXHIYHUN
yHiBepcuteT iMeHi IBana Ilymros, gakynbTeT KoM IOTepHO-IHPOPMAIIHUX CUCTEM
Ta MPOrpaMHOi iHkeHepii, kadeapa kidepoesneku, rpyna Cbc—42 /| Tepuomins, 2021

/Il C.—51, puc. — 24, Tabn. — 2 , cmaiiaiB — 13, 6i6miorp. — 22.

Kmogosi  cmosa: IHTEPHET-3AT'PO3A, MEPEXEBA  CJIYXKBA,
JDKEPEJIO 3AT'PO3U, XXYPHAIJI IIOJII1, BEB-IHTEP®ENC, THO®OI'PADIKA,
KOPEJIALI ITIPCOHA

KBamidikariitna po0GoTa mnpucBsiueHa po3poOlil, peamizaiii 1 TECTYBaHHIO
KOMILUIEKCY MPOTrpaMHUX 3aco0iB 3 BeO-iHTEpecoM /1Jisi aBTOMATUYHOTO BU3HAUCHHS
IHTEpHET-3arp03 Ha OCHOBI aHaNi3y >KypHaIiB MepexkeBux ciyx0. B poborti
MPOBENCHUI MOPIBHSUIBHUI aHall3 ICHYIOUMX 3aC001B aHali3y KypHalIiB MEpPEKEBHUX
CIy>k0, Ha TIJCTaBl SKOTO BHUSBJICHO I1X HEIOMIKU. Po3po0iieHO Ta peani3oBaHO
MPOrpaMHUIl KOMILJIEKC, KOTPUH BHpIIIyE 3a7ady BHSBJICHHS 1HTEPHET-3arpo3 3a
JIOTIOMOTO0 OOpPOOKH KYpHAIIIB MEPEKEBUX CITYKO.

bynu 3ampomoHOBaHI MoOJeNb B3a€EMOJII Takoi CHCTEMH 1 3aco0u, sKi il
peanizyoTh. OpranizoBaHo cTeHa 31 300py nanux. [IpoBeneHo JOCHIIKEHHS
aKTUBHOCTI areHTIB 3arpo3 MJisi HOBUX €JIEMEHTIB Kibeprnpoctopy. Ha ocHoBi
CTAaTUCTUYHMX JIAHWX, OTPUMAHUX PO3POOJICHOI0 CUCTEMOIO, OyB MPOBEACHHUN aHATI3
3JIKHOCTI BeO-Ci1yk0. 3a oro pesysiabTaramMu 3p00JICHO BUCHOBOK, IO Aii, MOB'sI3aHI
3 peectpariiero enemeHTa kibeprpoctopy Ha DNS cepBepi, XOAHMM YHUHOM HE

BITMBAIOTh HA aKTUBHICTH areHTIB IHTEPHET-3arpo3.



ANNOTATION

Internet threats etection system based on network services records analysis //
Murza Yuriy // Ternopil Ivan Pul'uj National Technical University, Faculty of
Computer Information Systems and Software Engineering, Department of Cyber
Security // Ternopil, 2021 // P. - 51, Fig. - 24 , Table - 2, Slides - 13, References - 22.

Keywords: INTERNET THREAT, NETWORK SERVICE, NETWORK
SERVER, SERVICE, LOG-FILE, WEB INTERFACE, INFOGRAPHICS, PEARSON
CORRELATIONS

Thesis deals with the development, implementation and testing of a set of
software with a web interface for automatic detection of Internet threats based on the
analysis of network service logs. The comparative analysis of the existing means of
analysis of network service logs is carried out in the work, on the basis of which their
shortcomings are revealed. A software package has been developed and implemented
to solve the problem of detecting Internet threats by processing network service logs.

A model of interaction of such a system and the means that implement it were
proposed. A stand for data collection was organized. A study of the activity of threat
agents for new elements of cyberspace. Based on the statistics obtained by the
developed system, an analysis of the dependence of web services was performed.
According to its results, it is concluded that the actions associated with the registration
of an element of cyberspace on the DNS server, in no way affect the activity of

Internet threat agents.



HHEPEJIIK YMOBHMUX ITIO3HAYEHb, CUMBOJIIB, O/JUHUIb
CKOPOYEHD I TEPMIHIB

DoS — araka (Denial-of-service attack) - ataka Ha BigMOBYy B 00CITyroByBaHHi.

FTP (File Transfer Protocol) - mporokou nepenaBanHs dhaiis.

IANA (Internet Assigned Numbers Authority) - aamiicTpallis aapecHOTro
npoctopy IarepHer.

IP (Internet Protocol) - Mi>kMepeskeBHii TPOTOKOJL.

TCP (Transmission Control Protocol) - mpoTokon kepyBaHHS iepe1aBaHHSIM.

bJ1 — 6a3a maHux.

HCJI — HecankiioHOBaHUM JOCTYTI.

CBB (Intrusion Detection System - IDS) — cuctema BUSBICHHS BTOPTHEHb.

C3B (Intrusion Prevention System - IPS) — cuctema 3amo0iraHHst BTOPIHEHb.

OC — omepariifHa cucTema.

I13 — nporpamue 3abe3neueHHs .


https://uk.wikipedia.org/wiki/TCP
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BCTYII

YOponoBxK MHUHYIHMX JBaJAUATA POKIB OTpUMalia HAJI3BUYAMHHUA PO3BUTOK
robanpHa iH(pOpMaIliifHa Mepexa, BijoMa sk [HTepHeT. 3aranpHa KiJTbKICTh THX, XTO
YCIIITHO HEI KOPUCTYETHCS, CTAOLIBHO 3pOCTa€e YIPOJOBXK KOXKHOTO poky [14].
To4HO Tak caMo 13 3pOCTaHHAM KUIBKOCTI KOPUCTYBadiB 30UIBIIYETHCS 1 YUCEIbHICTh
MEPEKEBUX CITYKO, 110 3a0€3MeUyI0Th B3a€MO/I1I0 KOPUCTYBAUiB 3 MEPEKEIO.

[TapanensHO 13 TIOIIMPEHHSM «BCECBITHBOI IMABYTHHW» pociia 1 KUIBKICTh
YCUIAKUX 3arpo3 iHQopMarliiiHiii 6e3mer, CopsIMOBaHUX Ha KpaaikKy a0 MCyBaHHS
iH(popMallli mpo KOpPUCTYBadiB, OpraHizalli Ta I1HIII EJIEeMEHTH KiOeprpocTopy.
3BakaroyM Ha 1€ BHHUKJIA HEOOXIJIHICTh B CBOE€YACHOMY BHSBJICHHI 1 IMOJANIBIIIH
JKBIJALIT [IUX 3arpo3.

AKTyanbpHICTh KBaTiiKaiiHOI pOOOTH - ICHYIOU1 3aCO0M BHUPIIIEHHS MOI1I0HUX
3aBJaHb MalOTh CBOIO crenudiKy 1 MeBHI HeAoJiKd. lle mpu3Beno a0 mMOCTaHOBKH
3aBJIaHHS peajizalii epeKTUBHOTO MPOrPAMHOIO KOMILIEKCY, KUl IOBUHEH BUPIIIUTH
3aBJIaHHS BU3HAYEHHS IHTEPHET 3arpo3 Ta KU € M030aBICHUM HEAOJIKIB 1ICHYIOUUX
1HCTPYMEHTIB.

MeTtoto poOOTH € NPOBEIECHHS MOPIBHAHHS ICHYIOUHMX 3aC001B aHAITI3Y KypHAJIIB
MEpEeXKEeBUX CIY>KO, BHSBIEHHS OcCOOJMBOCTEH 1X (YHKIIIOHYBaHHS, pO3po0Ka,
peanizallisi 1 TECTyBaHHS BEO-CUCTEMU MJii aBTOMAaTHUYHOIO BU3HAYEHHSI IHTEPHET-
3arpo3 Ha OCHOBI aHaJ3y )KypHaJIiB MEPEKEBUX CITYXKO.

B nponeci BUKOHaHHS poOOTH MOTPIOHO BUPIIIMTH HACTYITHI 3aBJIAHHS:

— PO3TJSHYTH 1CHYIOU1 3aCO0U aHaji3y )KypHaliB BeO-CEpBICIB;

— TIpoaHaji3yBaTU OTPUMaHI pe3yIbTaTH;

— pospobutn 113, 3gaTHe A0 aBTOHOMHOro (YHKLIOHYBAaHHS, KOTpE Mae
3MATHICTh BUIBHOI KOH(QIrypamii, eQeKTUBHO BHUSBIsAE CHOpPOOy JOCTYyIy MO
aJMIHICTPaTUBHUX IHTEP(DENCIB Ta IHIIMM MITO3PUIMX TMOCHJIAHb, CIPOO OTPUMATH
noctyn 10 pecypciB FTP cepBepa meronom mepebopy mapu JOTiH-TApOJib, a TaKOXK,
cnpod DoS-arak. Takoxk KOMILJIEKC HporpamM MOBHHEH MaTH MOXJIMBICTH MOIIYKY
NOMWIOK MpPHU aJMIHICTPYBaHHI PECYpPCy, MAaTH MOXKJIMBICTb TPUBAJIOTO 30epiraHHs

JAaHUX MPO BU3HAYEHI 3arpo3W 1 MaTH 3py4YHE Bi3yaJbHE MPEICTABIICHHS pE3yJbTaTiB
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aHamizy;
— OpraHizyBaTu CTEH] 31 300py laHuX;
— JOCJIIINTH aKTUBHICTb areHTiB 3arpo3 JjIsl HOBUX €JIEMEHTIB KiOepIpoCTopy;

— TPOBECTH CTATUCTHYHUI aHAII3 MOIM.



1 AHAJIITUYHA YACTHHA

1.1 InTepHer

IHTepHET € BCECBITHBOK CHCTEMOK O00'€IHAHHX KOMITIOTEPHHX MeEpex.
Takox MOKYTH 3yCTpidaTHCA Taki Ha3BH AK: BcecBiTHA Mepe:xka, [1obambHa
Mepe:xa, 4H HaeiTh npocTo Mepexa. CHcTeMa [HTepHeT nmol0yaoeaHa Ha §azi cTeka
npotokoaie TCP/IP. Ha ocHOBI Mepeki [HTepHeT nmpamtoe 0e3/Iid CHCTEM Nepemadi
JaHHX, HAIIPHKIAI TakHX AK «BceckiTHA napyTHHa» ( World Wide Web, WWW).

3a octanHi 15 pOKiB IHTEPHET ayaUTOPis 301IbIIIIIACT B 8 pa3iB 1 HAa MOYATOK
2021 poky YHMCENbHICTh IHTEPHET KOPUCTYBauiB CKjiajia OJu3bKo 4.7 MUIbspu 0ci0
[14], mo cTaHOBHTH Makixke 60 BiJICOTKIB BiJI 3arajabHOI JIFOJICHKOT OMYJISIIT Ha HaIik
wraneti (muB. puc. 1.1). Takuit mokazHuk OyB OM HEHOCSIKHUI 0€3 pPO3UIMPEHHS
1H(pacTpyKTypH, 110 3a0e3edye B3aEMO3B 130K KOpUCTYBau - Mepexa. [lapanenbho 3
POCTOM KIUTBKOCTI KOpUCTyBadiB 1 iHpopMarlii, sika 30epiraeTbcs B MEpexi, 3pOCcTae i
KIJIBKICTh 1HTEepHET-3arpo3 [17], crnpsMoBaHMX Ha OJMH 3 KJIFOYOBUX EJICMEHTIB

MEpEexXi - MepeKEBI CITYKOU.

m

4. 66

Number afusers in billions

Active internet users Active mobile internet users  Active social media users Active mobile social media
usEers

Pucynok 1.1 — I'nmo6anbna 1mmudposa ayautopis B [HTepHeTi



biu3bko TpeTHHHM BCIX KOPUCTYBayiB 1HTEpHETY — Iie >kuteni Kuraro Ta Iaaii
(1o € abCOMOTHO MPUPOIHUM, OCKITBKM HACENEHHS LUX KpaiH CyMapHO CTaHOBUTH
Oumpire 2,7 minbsapaiB oci6). Ouikyerbes, mo g0 kiHmg 2021 poky B Kurai Oyne
BUKOpHUCTOBYBaTH [HTepHeT Ounbmie 1 Miapa ocid Ha Micsllb, IO € HAaHOUIBIIUM
MOKa3HUKOM Y CBITY. [Ipyre Miciie HamexuTh [Hai1 3 61m3bk0 800 MITH KOPUCTYBadiB B
Mmicsanb, Cnonyuyeni Illtatu 3aiimaioTh TpeTe Micue - Outbiie 300 muH. Bapto
BIIMITUTH, 110 TOpsiAKa 92 BiJICOTKIB KOPUCTYBaUiB 3aCTOCOBYIOTh MOO1IbHI IPUCTPOT
st Buxony B [atepner. [Ipornosyetsces, mo a0 2025 poky 3arajiibHe 4UCio oci0, sKi
aKTUBHO BHMKOPHCTOBYIOTH MOKJIMBOCTI Mepeki I[HTepHEeT, B CBITI CTaHOBUTUME
omu3bko 5,6 mupa [14].

o cTtocyerbes (iHAIBHUX KOPHUCTYBadiB, TO JJs HUX [HTEepHET - 1€ €nuHa
BIpTyaJIbHa Mepexka, 0 KOTpOl MiJ’€HaHl BCl KOMIT'IOTEpU, aOCOIIOTHO HE3aJIEKHO
BiJI iX 3’€/lHaHb B pealii. B TexHIYHOMY BUKOHaHHI [HTEpPHET € MHOKUHOIO MUJTbHOHIB
HE3aJIeKHUX MEpEX Ta MUIBSAPJAIB MallluH, 0a3010 Uil KOTPUX € OJUH IPOTOKOI
koMyHikarii - TCP/IP. TepMiH mpOTOKOA B KOHTEKCTI CepeloBUIIA [HTepHET 03Havae
«MOBa@», KOTPY BHUKOPHUCTOBYIOTh Pi3HI €JIEKTPOHHI MPUCTPOi 3 METOI0 OOMIHY
NEBHUMH JTaHUMHM MpHU iX poOOTI B Mepexi. BracTuBo anst Toro, mob pi3Hi NPUCTPOi
MepeXi 3MOTJIM MEBHUM YMHOM B3a€EMOJIIATH, BCl BOHU MOTPEOYIOTh «CIJIKYBaHHS
OJTHOIO 1 TOI 3K CaMOI0 «MOBOIO», 1HAaKIIe KaKydyd 3acCTOCOBYBATH OJIHAKOBUH
IPOTOKOI.

[lincymMoBytouM HaBeJeHE BHILE, MPOTOKOI — 1€ BPEryJibOBaHI HOPMHU
nepefaBaHHsl MEeBHUX JAaHUX MDK €JIeMEHTaMU KOMITIOTepHOi Mepexi. B cyuacHmx
Mepexax 3 Habopy mporokoniB TCP/IP Ha TpaHCOpTHOMY piBHI HaWOUIBII YaCTO
3acTOCOBYIOThCs Tipotokoaun TCP 1 UDP. BignmoBimHo 10 HOMEpiB TOPTIB
BiIOYBa€ThCA 17CHTH(]IKAIA 32 UMH MPOTOKOJAMHU JBOX KIHIIEBUX TOYOK (XOCTIB)
M Yac akTHUBHOro 3'eqHaHHs. Homepm mopTiB, KOTpi BHKOPHCTOBYIOTHCS 13
cnerudiuHolo MeToto, Buaunie 1 perictpye |ANA, omHak Ha mnpakTHINl YacTo
3yCTPI4aIOThCS BUMAJIKK 1X HEO(ILIHHOTO 3aCTOCYBAaHHS.

[HTEepHET BUKOPUCTOBYE aapecud THUX KOMIT'IOTEpIiB, SIKI M €IHAHI JO HBOTO,
KOTp1 HA3WBAIOTHCS YHIBEPCAIbHUMU 1IeHTU(]IKaTOpamMu. 3aBAsSKU LIbOMY JBa Oy/b-

SAKUX KOMIT' FOTEPH MOXKYTh B3a€EMOJIIATH MK co0or. B cepemoBuIll Takox
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peaxizoBaHO MPHUHIUI, 33 SKAM KOPUCTYBAIlbKHH iHTEpEHC € He3aIe)KHUM Bia
bi3uanoi Mepexi. Ile mae 3Mory cTBep/KyBaTH, IO HasBHI O€3i4 BapiaHTIB
BCTAHOBJICHHS 3’€JHAHb Ta TMEPENaBaHHSA SKUXOCh JAHMX, KOTPI OJHAKOBI JJIS YyCix

MOTOYHUX TEXHOJIOT'1H, SIK1 3aCTOCOBYIOTBCSI B MEPEXKI.

1.2 Mepe:keBi ciy:kou

CnoBo «server» 3 TEXHIYHOI aHTJINACHKOI 3a3BUYall MEpPEKIIaa€ThCs  SIK
«cmyx0a», «cepBicy abo «mociayra». JlocuTh 4acTo BCl 1l BapiaHTH 3aCTOCOBYIOTHCS
AK cHMHOHIMHU. IIpoTe, 3a3BU4ail, BapTO PO3PI3HATU MOHATTS «CIyk)0a» OKpeMo, Ta
«cepBicy 1 «mocayray. BnactuBo "ciyx6a" BU3Hauae MepeKeBUA KOMIIOHEHT, KOTPUN
NpU3HAUYCHUH AU pearizallii BU3HAU€HOT MHOXHHH TOCIYT, KU BIacHE HAJIAa€ThCS
1i€ero ciyx0010. [3 HaBeAEeHOTO BUIIE, CEPBIC - 1€ THTEPPEIC MOCIYT MiX CIOKHUBaUYEeM
(kopucTyBaueM) 1 mocravajabHUKOM (camoro ciayx0010). PoGoTa mMepexeBux Cityx0
peani3yeTbesi IPOrpaMHUMU 3ac00aMu, IPUYOMY, BCl MEPEXKEBI CIYKOU BIJINOBIIAIOTh
KJIIEHT-CEPBEPHIN apXITEKTYypi.

Habip 13 nBox moayniB MepexeBoi OC «KII€EHT-cepBep» NpHU3HAYEHUH aJis
HaJaHHS JOCTYIy KOpUCTyBadaM J0 BHUIIJIEHOTO THUIy pecypciB, N0 (ailiiB sk
npukiag. TyT Mo)XKHa CTBEpIXKyBaTH, LIO0 KOPUCTYBAad HAAUICHUH MOXKIIMBICTIO
BUKOpUCTaHHA (aityioBoi ciryx0u. Ak npasmino mepexeBa OC 3a0e3nedye miaATPUMKY
PI3HHX BHJIIB MEPEKEBHUX CIYKO, 30KpemMa (DailyioBy, IpPYyKy, €IEKTPOHHOI IOIITH,
B1JIJIaJIGHOTO JIOCTYMY 1 T.1I.

CyvacHuil IHTepHeT B JaHUM 4Yac Hajliuye KidbKa AECATKIB PI3HOMAHITHHX
MEPEXEBUX CIIYXO, a TAKOXK PI3HUX MPOTOKOJIIB ISl TIEpelaBaHHs JaHUX (JHMB. PHC.
1.2).

B miif poOoTi po3rasiHeMo MiHIMaIbHUN HAO1p MEPEKEBUX CITYkKO, HEOOXITHUN
JUIsL OpraHizaiii craHgapTHOro (YHKIIOHANy IHTepHET-cepBepa. B nmanuii HaOip
BXOJISITH CITY>KOH, 110 MpaIoroTh B pamkax npotokosisB HTTP, HTTPS, FTP.

Takox OyJne po3rIsIHyTO TEXHOJOTIYHUMN Oap'ep, MpU3HAYCHUM JIJIS1 3am00ITaHHs
HECaHKIIIOHOBAHOTO 200 HEOAKaHOTO MOBIAOMIIEHHS M1 KOMITIOTEPHUMH MEpexaMu

- halipBo.
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Caym6m Inreprery

I
I I I I

Caymxba Caymx6a Komymixauiiui Caymba neperasuy
rijyranenoro nepelanannn caymbn rineprexcTonux
aocrymy alixin JoKymenTin
I |
Caymxba Cuayxba obminy Caymbn
nepexaBaANHN HOBHMHAMM isTepakTHBHOrO
SJOKTPOHIHX TA TOMATHYHMX culakysanus
JHCTIB obrosopens

Pucynok 1.2 — Cnyx6u [utepuery

1.3 I3 mepexeBuUx ciay:k0. JKypHanioBaHHs

binbliicTe BCiX IHTEPHET pecypciB 0a3zyeThCs Ha cepBepax IiJ KEepyBaHHSAM
UNIX-ttoxioaux OC, 1mo 0O0yMOBJIEHO BHCOKHM CTYIIEHEM O€3IeKH 1 THYYKICTIO
HaJalTyBaHb JaHoi cuctemu. BeO-cepBep Apache 3acTocoByeThcsi sik BeO-Cityx0Oa
[18]. Bimmosiaao 1o [15] BiH 3aiimae nepie miciie B pedtunry Be6 (HT TP)-cepsepis.
s  daitmoBoi  cmyx0Ou  BukopuctoByBaBcsi FTP-cepsep pure-FTPd, mo €
crangaptHuM enemenToM OC FreeBSD, Takox sik 1 daiipBoi ipFW.

KypuantoBanHsa poOOTH - TPOIEC XPOHOJOTIUHOTO 3aMKUCYBAaHHS JAHUX IPO
IEBHI MMOMil, sIKi BiZOyBarOThCS 3 BHU3HAYCHHUM 00'€kTOM (4M B MEKax SKOrOCh
MPOIIECY) y CHeIiadbHUN KypHaI y BUIJIAAL Jor-aitna. Po3risHyTi B gaHid poOOTI
MepeXeBi Cy»OU MOBHICTIO MIATPUMYIOTH KypHau moii [11,12].

BapTo 3ayBaxuTtw, 1o Be06-cepsep Apache Bee kinbka xypHaiis [16].

1. XKypnan goctyny. 3anucye KOKEH 3aluT, BIANPABIECHUN Ha BeO-cepBepi.
JlaHi B ssIKOMY TIPEJCTABJICHI Y BUTJISAL PSAKA HACTYITHOI CTPYKTYPH:

IP - - [Jlara, wac] «Meton http 3ammrty, agpeca pecypcy, a0 sKoro iijue
3BEPTAHHSI BEPCisl METOIIB »KOJIU CTAaHY» - »» 1H(hOpMAaIlis IPo KITI€HTA.

[Tpuknan:

66.249.78.225 [01 / Apr / 2014: 00: 00: 31 + 0800] "GET / images / rsmain /
nanopow ders / nonstick coating 2.jpg HTTP / 1.1 "304 -" - "" Googlebot

12



2. @aiin kypHal TOMUJIOK. 30epirae iHQopMallil0 TMNpPo BKIKOYECHHS,
BIIKITIOYEHHS CITY’KOU, PI3HUX TOMEPEIKEHHAX 1 MOMUIKH, MOB'S3aHUX 3 POOOTOIO
cepBepa.

Crpykrypa (aiiny Mae BUTIIA:

[[daTa] [piBeHs moMuiku| [Ampeca, 3 SKOi MPUHAIIOB 3aMUT, KOTPUH BUKIUKAB
MTOMMJIKY |

Omnwuc noMunku + pedepep npu HOro HasIBHOCTI.

[Tpuknan:

[Sat Apr 19 15:17:42 2014] [error] [client 195.122.252.29] File does not exist:

/ Usr / local / www / icm / engine

FTP-cepsep pure-FTPd Bene eaunuii daiin 10CTyIy 1 MOMHIOK ISl 3BEpTaHHS
10 (aitnis no nporokony FTP, axkuii Mae HaCTYITHUIN BUTJISA;

Jlata, yac iM's cepBepa Has3Ba ciayxOu (? @IP aapecy kimieHTa) [Tun 3ammucy]
Omnuc.

[Tpuxnan:

Jun 13 9:11:37 apple pure-fipd: (?@182.118.60.41) [INFO] Logout.

daiipsout IpFW xypHaiioe BCi 3BepHEHHS 10 IHTepdeicy Mepeki KOMIT 1oTepa i
3aMucy€e B HACTYITHOMY BUTJISII:

Jara, dHac iMm'd cepeepa Hazpa cIoy:xkOH: Craryc 3'eqHAHHA IIpOTOKOI
nigrmrodeHAd IP agpeca KiaieHTa: mopT IP agpeca IpH3HAYESHHA: IIOPT in via iHTepdehc

3BepHEHHA
[Tpuxnan:

Aug 20 6:00:09 apple kernel: ipfw: Accept TCP 119.10.8.133:50538
217.79.50.208:22 1n via bgel

3BiacH BapTO 3pOOUTH BHCHOBOK, LII0 MEPEXKEB1 CIY>KOM TeHEPYIOUH >KypHAIH,
JAI0Th MOXJIMBICTh HE TUIBKM HAJIArOJKyBaTH KOH(DIrypaiito ciayx0, a i 00'eKTUBHO

OLIIHIOBATH CTaH cuctemu [9].

1.4 CBB

€ amapaTHUM 4Yd POTPaMHHUM 3aCOOOM, OCHOBHA 3aj1a4a SIKOTO - 3HAaXOKEHHS
13



cripo6 HCJI 1o eneMeHTIB 4K BCi€l TOBHICTIO KOMITIOTEPHOT Mepexi a00 CUCTEMHU YH
3MIICHEHHS] HECAHKITIOHOBAHOTO KePyBaHHSI HUMH 3 BUKOPHCTAHHIM [HTepHETY.

CBB € nnga koMI'IOTEpHUX CHCTEM iX J0AaTKOBUM pIBHEM 3axucTy. Taki
CHUCTEMHU 3aCTOCOBYIOTHCSI JUIsl BHUSIBICHHS BH3HAYCHUX THUIIIB aKTUBHOCTI, KOTpa
WMOBIPHO YMHUTHUME HETAaTHMBHUI BIUIMB Ha Oe€3MeKy. 30KpeMa TaKOK aKTUBHICTIO
MOXYTh OyTH PI3HOTO POy MEPEKEB1 aTaKy 11010 BPa3JIMBUX CEPBICIB, TAKOXK aTaKH,
METOI0 BHKOHAHHA SIKMX € TMIJBUIICHHS TMPUBLICIB, YW 3IIACHEHHS CIpod
HEaBTOPU30BAHOTO JIOCTyNy JO HeoOXigHux daimis. Bapto BigmiTuTH 1 il
mikigBoro I13, B T.4. 1 KoMI'TOTEpHUX BIpYCiB.

B CIIA y xiami 1990-x pokiB Oyma 3poOieHa crpoba CTpyKTypH3allii
ckiagoBux yactud CBB. [0 cxemy Oyno HazBano 3aranpHoro CBB. 3rimHo 3 Hero

ckimany apxitektypu CBB Bu3Ha4at0Th Taki KOMIIOHEHTH (PUCYHOK 1.3):

Output: Reactions to

I events I
(Countermeasure
Box
(C)
: Output: High-level .. - -~ ! QOutput: Storage of .
/' interpreted events ! events
£ I

______________ -r———————““___'ﬁ:‘ | .S[o:'HgEBDIII'

(D)

| ..-tnnlysis Box |
T

| :
- -7

"~ Output: Raw or low- -~
' level events

| Event Box

(E)

e . s s

| Raw Event Source

Pucynox 1.3 — Tunosa apxitexktypa CBB
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- miacuctema cencopiB (E-boxes), ciyrye miis 30upanHs mofii, mo 3B’s3aH1 3
0€3MeKOI0 CHCTEMHU, KOTpa MiAIa€ThCS 3aXHCTY;

- migcucrtema aHamizy (A-boxes), MeTOO poOOTH SKOI € BHU3HAUCHHS aTak Ta
aKTUBHOCTEW, KOTpPl BHUKIWKAIOTH MIiJ03pY, HA OCHOBI THUX JlaHUX, SKI HaJae€
TiJICUCTEMA CEHCOPIB;

- cxoBuie abo jgor (D-boxes), B KOTpOMY BUKOHYETHCS HAKOMMYEHHSI MEBHUX
MOJIIM Ta pe3yNbTaTIB iX aHaNi3yBaHHS.

Ha ocHoBi HaBejieHOTO BHIIE B poOOTi [6] Oysa 3amporoHoBaHa yJI0CKOHAJIeHa
apxitektypa CBB (auB. puc. 1.4), mo ckmamy sKOI OKpIM BXXE IepepaxOBaHUX

CKIIAA0BUX YaCTHH BXOAATH KOHCOJIb KCPYBAHHA, a4 TAKOX MOAYJIb pCaryBaHH.

KoHconb ynpaBniHrm CUCTEMUN BUABIIEHHA BTOPrHEHb

f f

Komariau kepysasa Komaman kepysasHa
. e !
yn
= 1 H =
=T bT ﬂlgcucreMa aHanisy =x
gz Cxosuule ar Sz
© o © o
< E " = 3
o -2 aH l 9o
= = =
\T’_/ 8 [aHi npo suABNEHH
BuxiaHi aani sadal aTaku
CeHcopHa niagcucrema Moaynb pearyBaHHAa
r 4
BuxiaHi aami MpoTHAIA BTOPrHEHHIO
4 (M 1 ¥

1 chopmaLinHa cmTemal

Pucynoxk 1.4 — YV nockonanena apxitrekrypa CBB

OcHOBHE 3aBJaHHSI KOHCOJI1 YIPaBIIiHHS, KOTpa Ja€ MOXJIUBICTh 3/11HMCHIOBATH
koH(pirypyBanas CBB, — 37ilicHIOBaTH TIOCTIMHE CIIOCTEPEKEHHS 3a CTAHOM MEPEXKI
yn [IC Ta CBB, mnepermsmatu T1i moxii HCJI, xoTpi ycmimHO OyjM BH3HAYEHI
MIJCUCTEMOIO aHali3y. BiacHe OCHOBHUM 3aBlIaHHSIM MOJYJIsl pearyBaHHSA, KOTpUU

BOY/IOBaHWI B CHUCTEMax aKTHUBHOI MPOTHIi, — KOPEKTHE BUKOHAHHS THUX KOMAaH]I,
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kotpi mpotuAitorh HCJ| B Mepexy abo cuctemy.

Buxopuctanus CBB Mae Ha MeTi BUpIIIIEHHS TaKHUX 3ajay:

- BHABHTH BTOPTHEeHHA ab0 MepeiKeBi aTakH;

- 3a0e3[MeYHTH HATEKHHH KOHTPOJIb IKOCTI aIMIHICTPYBAaHHA, OCOOIHEO ¥
BEMHKHX 1 CKTaJHHX MeperKax;

- CIIPOTHOZYBATH MOKITHBI MaHOVTHI aTakdH 1 BHABHTH BPazdHBOCTI IIA
3armo0iralHg iX MOJATBIITOT0 PO3BHTKY:

- OTPHMATH KOPHCHY 1HGOPMAII IpP0 MPOHHKHEHHA, I711 BIAHOBIEHHA 1
HaJTAMTYBaHHA KOHQIryparmii MepexKi;

- BH3HAYHTH PO3TAIyBaHHA IKepella aTakH M0 BiTHOIIEHHO J0 TOKATEHOL

Mepexi (30BHIMHI a00 BHYTPINIHI ATAKH).

3a npunuunoM ¢pyHkuionyBanus CBB pinarbcs Ha n'sth kiacis [10]:

— MepexxeBa CBB BijcTexye BTOprHEHHs, 31MCHIOIOYH MEPEBIPKY Tpadika
Mepexi, 1 MPOBOAUTH HATJISL 32 MHOKUHOIO XOCTiB. Taka CBB 3aBnsku i1’ e 1HaHHIO
10 xal0y abo cBi4a, KOTPU HAJIAIITOBAHUM HA BiJJI3€pKaJICHHs IOPTIB, YA MEPEKEBUN
TAP nipuctpiii, oTpuMye MOKIIMBICTB TOCTYITY 0 TpadiKy MEpexi;

— 0asyetbes Ha mpoTokom CBB - € cucremoro (a00 areHToM), KOTpa 3/1aTHa
BIJICTEKYBaTH Ta MPOBOAMTH aHANI3 TMPOTOKONIB KOMYHIKalli CIUIBHO 3
kopuctyBauamu. Taka CBB s BeG-cepBepa, sik mpaBwio, Harisigae 3a HTTP i1
HTTPS nporokomamu. Skmio 3actrocoByerbest HTTPS, Tomi cucrema Mmae 3HaXOUTHCS
Ha Takomy iHTepdeiici, 3 MeToro 3aiiicHeHHs neperysiaiB HTTPS makeriB mepen ix
mudpyBaHHS Ta MOCUIIAHHSAM Y MEPEXKY;

— 0a3yeThcsi Ha mpukiIagHuXx npotokonax CBB. Takox € cucremoro (uu
areHTOM), KOTpa MOBOAMThH HArJIS 1 aHali3 JaHMX, MMepPeIaBaHHs SKUX 3TIHCHIOETHCS
MIPU 3aCTOCYBaHHI CHEIIai30BaHUX JJIi BU3HAUYEHUX MPOTrpaM MPOTOKOJIIB. 30Kpema,
Ha BeO-cepBepi 31 BctaHoBieHoro SQL bBJ[ Taka cucrema Oyne 31iMCHIOBaTH
BijicTexxeHHs1 BMicTy TuX SQL 3amuTiB, KOTpi OyayTh mepemaBaTHCS Ha CepBep AJis
MOJIAJTBIIIOTO X BUKOPUCTAHHS,

— By310Ba CBB. € posramoBanoio Ha xocTi, 3a0e3neuye BiJC/iIKOBYBaHHS
MPOHUKHEHHS, 3 MPOBEACHHSIM aHANII3yBaHHS BUKIWKIB CUCTEMH, TApOIbHUX (haiiiiB

pI3HUX JOAAaTKIB, CTaHy XOCTa, a TakoX Moaudikamiii QaimB (BUKOHABYMX,
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cucremuux BJI 1 T.11.) Ta iHIIe;

— riopunaa CBB € moegnanHsIM monepeiHix ABOX 1 OUTbINE MIAXOMIB 0 1X
ctBopeHHs. KoMmOiHarliss maHMX BiJi areHTIB Ha XOCTax Ta MepexkeBoi 1Hdopmarii
3aCTOCOBYETHCS 111 CTBOPSHHS HAUTIOBHIIIIOTO YSABICHHS MO0 OE3MEKH MEPEKi.

Buxonsun 3 ganoi knacugikaiii, By3noBa CBB mpaiitoe Ha BUSBICHHS IHTEPHET
3arpo3s, skl OyJid IPOIrHOPOBAaHI 1HITUMH MEXaHi3MaMH O€3MEKH 1 TOCATIN MEPEKEeBOT
ciry:x0u. MepexeBa ciy>k0a, B CBOIO Yepry, 3allMcye Jii areHTa 3arpo3 B )KypHaJl.

OTxe, OJTHUM 3 BapiaHTIB BUSIBJICHHS BTOPTHEHb € aHalli3 dKYpPHAJIiB MEPEKEBUX
ciny:x0. ToMy cTana akTyalbHOIO 3aJada MpPO PO3TISL ICHYIOUMX MPOTPAMHUX
IHCTPYMEHTIB JJISl IPOBEJICHHS SIKICHOTO aHaJli3y 30€peKEHUX KypHAIIB pe3yibTaTiB

po6otu CBB, 110 1 6yne 3po6iaeHo B 1m.2.1.

1.5C3B

€ nporpaMHo/amapatHUM 3acoO00M Jisi 3a0€3MeUeHHs] Oe3MEeKU KOMIT'IOTEPHOT
MepexXi, KOTpUI MOBUHEH BUSBUTH (PaKT BTOPTHEHHS 10 Hel 4y ii MOpyIIeHHs Ta
3MIMCHIOE 3aXUCT BIJI HUX B aBTOMaTU4yHOMY pexumi. C3B MoxHa BBaxaTu
posmpenHsM CBB, ockiibkuM 3ajladya CTEXEHHS 3a aTakaMH € TaKol K CaMoIo.
[Ipote, ocHOBHA BIIMIHHICTH Y iX (yHKIIIOHYBaHHI - C3B Mae CTeXUTH 32 aKTUBHICTIO
B peajl 1 IKoMora HIBU/IIE BUKOHYBATH T1 [1i, KOTPl MOBHHHI 3amO0IrTH aTakaM Ha
eneMeHTH (uB. puc. 1.5).

Y C3B OynyTe mnpoBeAeHI BH3HAU€HI AKTHMBHOCTI Ha MOPYILIEHHS, KOTpi
JTIO3BOJIATH MOTO IPUMUHUTH, B T.U.:

— OJIOKYBaHHS 3'€THAHHS B MEPEXKi;

— HaJNalTyBaHHA (aipBoIy;

— 3a0JI0OKOBYBaHHSI OCOOMCTUX OOJIIKOBUX 3aIMCIB THX KOPUCTYBauiB, 3 KOTPHUX
MIPUXOJINTh AKTUBHICTD, SIKa € TMTOTEHIIIMHO HeOE3MeYHOIO;

— BIJHOBJICHHS JIOT1B ITICJIS iX 3HUIICHHS,

— 3aIyCK Ta BUJAJICHHS PI3HUX MPOLECIB 1 T.J.

C3B BONONIIOTH TOTY)KHUM  CIIEKTPOM  aKTUBHOCTEH Ta  JIO3BOJISIOTH

rapanTyBaTu BU3HAQUYCHUN 3aXHUCT. AJIe BOHH € TUIBKH €JIEMEHTOM SKICHOTO 3axXUCTy
17



Mepexi. C3B He B 3M031 3711CHIOBATH HACTYITHE:
— —3anmo0irTy KOmioBaHHIO (ailiriB Ha 30BHINTHI HOCIT TaHUX;
— — MIHSTH PiBHI JIOCTYyNy KOPUCTYBaYiB;

— —3a0e3neyyBaTu KOHTPOJIb 3a OHOBJIEHHAM [13.

Intrusion Detection System Intrusion Prevention System

“Internet o stemeies

o e

Atacker Sy~

Firewall Frown

Switch ' ——= 1 Switch

Management Station

Corporate Network Corporate Network

Pucynox 1.5 — BigminnocTi y noseninii CBB ta C3B

3 yacoMm OyayTh pO3pOOJISATH CBIXKI BUAM aTak A BusHaueHoro Buny [13. CBB
ta C3B MOXyTh B3HaTH NPO HUX 1 COpPOOYBATH iX BUSBHUTH TUIBKU MICIS OTPUMAHHSA
HOBOi bJ[ Bxke BimomMux BUAIB aTak. TakuM YHMHOM €(EKTHUBHICTh IUX CHUCTEM
nepebyBae y TpsMii 3aJeXHOCTI Bif peryisipHoro oHoBieHHs bJl. Takox Bapto
peryisipHo MojiepHi3oByBaTu 13, OCKIIBKM Taki OHOBJICHHS MICTUTUMYTh Ti 3MIHH,
KOTp1 3a0e3MeuyBaTUMyTh 3aXUCT BiJ BH3HAUYE€HOTO BHJYy aTak. BiactuBo i THX
CBB, koTpi BUKOPUCTOBYIOTh BU3HAYCHHS CUTHATYpP, € BU3HAYCHUN YACOBHUU TEpioj
BiJl BUSIBIICHHSIM KOHKPETHOTO BHUJY aTaku 10 oHOBiIeHHsA bJ] curHatyp, mo BmacHe i
JaCTh 3MOTY BUSIBUTH TaKy ataky. TyT BapTo BIAMITUTH, IO caMe B 1€ 4ac cUCTeMa

HC Ma€ 3MOI'd BUSIBUTH LIO aTaKy, 10 € IIPOraJlnHOrO.
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KpiMm TOro «imymHa» Mepexa CIPHUUMHSE 3HAYHUN BIUIMB HAa 3MEHILEHHS
epexktuBHOCTI siIKk CBB, Tak 1 C3B, ockinbku Oyne BEIWKE YHUCIO MOMMIKOBHX
CTIpAIIOBaHb.

Takoxx makeTu, BMICT SIKUX € 3alIM(POBAHUM, HE MIAJSATAIOTH OMPALIOBAHHIO
ounpirictio CBB. TakuMm ynHOM 3ammpoBaHi MakeTH MOXXHA BUKOPHCTOBYBATH IS

aTaKH1, KOTpa HC 3MOKC 6YTI/I BHUABJICHOIO.

19



2 TIPOEKTHO-ITPAKTUYHA YACTHUHA

2.1 IHcTpyMeHTH aHAJI3Y

Jlor-gaitn (4u, MO 1HIIOMY, JIOT) € OCHOBHUM JKEpesoM iH(opMallii mpo
MOBEMIIHKY Ti€ro ocoOu, korpa BiaBimye Web-caiit. Byab-sike 3BepTaHHS 10 cailTy
3a()iKCOBYETBCSI CEPBEPOM 1 B JIOT-(haiimi 3A1HCHIOETBCS 3aITUC PO HBOTO. 3a TAaKUMHU
3amrcaMy MO)XHa B3HATH BENUYE3HY KUIBKICTh JTAaHUX MpO BiABIAyBadiB. Biactuso
Jor-Qaiin caMoro cepBepa € TeKCTOBUM (aiiyiom, B IKOMYy B crieliaJbHOMYy (opmarti
30epekeH1 BCl JaHl Ipo 3BEpTaHHS A0 BU3HadeHoro caiity. Jlorm cepsepiB Apache
MmaroTh ¢opmar .Clf. Tyr koxHa cTpiuka € 3alMCOM OKpPEMOTro 3amHTy, KOTPH
CKJIAQJAEThCSl 3 KUIBKOX IOJIB, SIKI po3AuIeH] mpoOinamu. Jlorm € HabopoM cupHx
JAHUX, KOTp1 MOTPEOYIOTh OmpalfoBaHHs. ATpUOYTH SKOCTI Takoi 0OpOOKH BIIacHE i
BU3HAYAE SIKICTh MPOBEJCHHS CTATUCTUYHUX PO3PAXYHKIB.

Ockuibku Log daitnu € BenukuM 00’€MOM TEKCTy, iX aHalli3 0e3 3alydeHHs
OyAb-IKUX MpPOrpaMHUX 3aco0iB € JyXKe pecypCOBUTPAaTHUM 3axoioM. Tomy
3aCTOCOBYIOThCS ~CIHEIlaibHI 1HCTPYMEHTH [IJisi TPOBEAECHHS SKICHOTO aHajizy
KYpHAIIIB, 10 JO3BOJISIOTH TPUCKOPUTH MPOIIEC aHATI3Y.

[IpoBenemMo MopiBHSAHHSA HACTYITHUX IHCTPYMEHTIB aHaJI3Yy:

— Analog 6.0 ( http://www.analog.cx/);

— Apache Log Analyzer 1.0 ( http://on-line-teaching.com/);

— Sawmill Enterprise 8.6.2 (http://www.sawmill.net/);

— WebSpy Vantage Ultimate 2.2.0.84 (http://www.webspy.com/):

— WebLog Expert Lite 8.1 (http://www.weblogexpert.com/);

— OSSEC ( http:// ossec.github.io/);

— Prelude Siem (http://www.prelude-siem.com/).

BuOip nanux iHCTpyMEHTIB 0OYMOBJIEHUN THUM, 110 BOHH MOBHICTIO JO3BOJISIIOTH
3poOuTH aHaji3 KypHaTiB. B Xoal TeCTOBOro BUKOPUCTaHHS 1HCTpyMEHTIB [7] Oyna

OTpYMMaHa HACTyIHA MOPiBHsUIbHA Ta0wIs 1.1.
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Ta6mui 1.1 - [TopiBHSHHS ICHYIOUHMX IHCTPYMEHTIB aHaJI3y

Hazga Pipere | OC | Tem Artono | Bassa | Bomdi | Imrep | TED 1HTRp
AQCTYITY [BCTP | MENCTE | 9eHEA | TypY | defic | deficy
VIMEHTY SArpos | BAHHA

Analog Open Cross | Amam |+ — + + Console +

6.0 source | plat | saTop himl sEiT
form

Apache | Open Win | Amam |- — — + Windows

Log zource | dows | saTop +xls

Analyzer

1.0

Sawmill | Share | Cross| Amam |+ - - + WEB

Enterprize | ware plat | satop

8.6.2 form

WebSpy | Share | Win | Agam |+ - - + WEB

Vantage | ware dows | satop

Ultimate

220384

WebLog | Share | Win | Amam |- — - + WEB

Expert ware dows | satop

Lite 8.1

OS3EC | Open Crozs|CBE |+ + + - WEB -

source | plat EOHpIry

form PYBaHHA

Prelude | Open Cross | CBB |+ + + - Big c1o

Stem source | plat POHHIX
form NpOYETIE

3 TabnuIll BUIHO, 110 IHCTPYMEHTH, KOTP1 BOJIOIIOTH TpadiunumM iHTEpdEiicom,

HE MalOTh MOXIJIMBOCTI JAETEKTYBaHHS 1HTEpPHET-3arpo3. Y TOM 4Yac K IMOBHOIIHHI
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CBB He B010/11F0Th BJIaCHUM 1HTEpdecoMm.
3Ba)karouu Ha BIACYTHICTh YHIBEPCAJIBHOTO 1HCTPYMEHTY aHAMI3y 3 3pYYHHM

rpadiyHuM 1HTEpdEeHcoM 3a1a4a 1Mo HOro CTBOPEHHIO € aKTYaJbHOIO.

2.2 IlocTaHOBKA 32/1a4i HA MPOEKTYBAHHS

Buxonsuun 3 pe3ynapTaTiB MPOBEJCHOTO MOPIBHSIBHOTO AaHAi3y I1CHYIOUHX
iHCTpyMeHTIB (auB. 1. 2.1), OyJlO BHUpIMIEHO PO3POOUTH CHUCTEMY BH3HAUYCHHS
IHTEPHET-3arpo3, 0 BKJIIOYAE B ce0€ HACTYIMHUHN (QyHKITIOHA:

— aBTOHOMHE (pyHKIIOHYBaHHs [13;

—  MOXJIMBICTh KOH(PITYypYBaHHS;

— BHUABIEHHS COpoO JOCTymy [0 HEICHYIUHMX TOCHJIaHb, HAIPUKIA]]
aJIMIHICTPaTUBHUX 1HTEP(]EHCIB;

— BUSBIEHHS crnpoO oTpumaru aoctyn o pecypciB FTP cepepa metomom
nepedopy napu Jlorin-Ilapons;

— BusBIeHHs crpoO DoS-arak. Bennka KiTbKICTh 3alUTIB 3a KOPOTKHUM Yac 3
OJIHI€T ajipecy;

— TIOIIYK MOMUJIOK IIPH aJIMIHICTPYBaHHI PECYpCy;

—  MOXJIMBICTh TPUBAJIOT0 30€piraHHs JaHUX MPO BUSBIIEHI 3arpo3;

—  BI3yaJibHE NPEJCTaBIECHHS 00pOOJICHUX JaHUX.

2.3 Moaeuab B3aEMOIIl

Jliis peanizariii poOoTu OyJia B3STa HACTYITHA MOJICIb B3aeMo/Iii (pucyHoK 2.1).

[Ipunyctumo, 1mo B HAIIOMY CEPBEPHOMY MAapKy € KiJIbKa IHTEPHET CEpBICIB
Serverl, ..., Server3, 10 SIKUX yepe3 IHTEPHET 3BEPTAIOTHCS KOPUCTYBaUl, CEpeJl TKUX
€ areHTH 3arpo3 (MOMiueHi YepBOHUM KOJHOpPOM). [Ipu 3BepHEHHI 710 CEepRBICIB esKi 3
areHTiB OJIOKYIOThCS 3ac00aMH CHUCTEM MPOTHilI BTOPTHEHb, MPH I[HOMY JCSIKAM 3
arcHTIB BJIA€ThCS OOIWTH CHUCTEMHM O€3MEeKH Ta 3BEPHYTHUCS 0 MEPEKHUX CIIYKO
CepBiCiB. Y CBOIO 4Yepry, CEpBICH 3alpOTOKOIIOIOTH AKTUBHICTH areHTa 3arpo3 B

*KypHai. Yepe3 Bu3HaueHMd KopucTyBauem iHTepBan yacy II3, sike BiAmoBimae 3a
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aHaji3 XypHajiB, 30epe NaHi 31 BCiX cepBiciB 1 mpoBejae iX a”ami3. [Ipu BusBIEHHI
dakTy IHTEpPHET-3arpo3u CHCTEMa MPOMApKye KIi€HTa SIK MOTEHIINHY HeOe3meKy 1
nepeaacTb JaHl g nojanblioro 30epiranHsd. [lpu 3BepHEHHI KOpHUCTyBada 0

iHTepdeiicy cucTeMu BiH OTPUMAE PO3TOPHYTY 1H(OpMaIIiio PO 3arposy.

1338
Se
——
e o O S
B0 ARA 224 2aa w CLL COL £EL £k i Server i
bbb.bbb. bbb bbb
Bl
(3328}
......
= .
s
> >
BG Ane 5o e
Firewadl <l S
SSEDETR I'Casanwea QNa: By

o934 993 933 dod

i
et rTapDakD:
Sarposa gna Berver I sig xniceTa
- CaC Lo ot e
cec.cee cee cee =

ddd ddd ded dod FFF 556 F1.6F

- Server

AgwisioTpaTop

Pucynok 2.1 — Moaenb ¢yHKITIOHYBaHHSI CHCTEMHU

Jlana Monenb B3fATa 3a OCHOBY NpH MNPOEKTYBaHHI CHCTEMH BU3HAYEHHS

IHTEpHET-3arp03 Ha OCHOBI aHaAII3y KYpPHAIIIB MEPEKEBUX CITYKO.

2.4 Aaroput™M BUpillleHHsI 3a1a4i

Jlnis 300py 1 oOpoOKM JaHMX BHUKOPHCTOBYBABCS HACTYIHHUU CIEHapiid: yepes
3a/IaHU KOPUCTYBAaYeM B YTUJIITI IJIAHYBAJIBHUKY «CrOn» 1IHTEPBAJ Yacy 3aMyCKae€ThCs
mporpama Juisi aHamizy gaHux. BoHa, B CBOIO uepry, 3a jomnomMororo nporokona FTP

30upae maHi 3 cepBepiB, 3a3HaueHUX B KoHiryparii. Ilicist dyoro BinOyBaeThbCs
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BHOIpKa HEOOX1THOTO JJIA aHalli3y 4acOBOr0 1HTEpPBay B JKypHaJlax 3a JIOTIOMOI'OIO
CTaHJAPTHOI yTUJIITH «Zrep» 1 BUKOHYE 0OpOOKY 32 HACTYITHUM aJTOPUTMOM (PUCYHOK
2.2).

OTtpumanuii 1y 00poOKku (pparMeHT KypHally IepeTBOPIOETHCSA B MACUB PSIIKIB,
KU MI3HIIIE TPYIMYEThCA 3a O3HAKOWO 1p aapecu kiieHTa. [Ipum HacTymHOMY Kpoiii
OTPHMMAaHI paHillle TPYyNu MEPEeBIPAIOTHCS Ha BIAMOBIAHICTH HapameTpaM 3aJaHuX

IHTEpHET-3arpo3.

Pucynok 2.2 — AIropuT™ onpamtoBaHHs TaHUX

B mexax mganoi kBanmiikaiiifHOi poOOTH pO3TISAAIOTECS TaKl IHTEPHET-3arpo3u
[2,8]:

— BUSIBJICHHsSI Crpo0 JOCTynmy A0 aJAMIHICTpaTUBHUX 1HTep(deiiciB BeO-
cepBicy. JlaHuil THUI 1HTEpHET-3arpO3U XapaKTEPU3YETHCS BU3HAUEHOIO KUIBbKICTIO
3alMCIB B KypHaJIl MOMHJIOK 32 KOPOTKHH TMPOMIKOK 4Yacy IMPO 3alHUTH BiJl OJHOTO
KJIIEHTa JI0 pecypciB, SIKI MaloTh B Ha3Bl mpedikcu «adm *», «edi *», «panel *». B
SAKOCTI THMYacOBOTO IHTEpBaly BHOpAaHO 3HAYEHHS B OAHY TOAMHY, a KUIbKICHE

00MeKEeHHS 3aIMTIB BCTAHOBJIIOE KOPUCTYBau B KOHQIryparlii;
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— BusBJIeHHS cnpoOd DOS-arak. KibKICHUN TMOKa3HUK BCTaHOBIIOETHCS
KopuctyBauem [13];

— BusBieHHs crpo0 orpumatu HCJI no pecypciB FTP-cepicy metomom
nepebopy mapu Jlorin-Ilapons. ¥V xyprHami coyx6u monan 10 mocmijib TOMIIIOK
ayTeHTHIKaIlii;

— MOIIYK IMOMMJIOK TIPH aJMIHICTPYBaHHI pecypcy, 6aratopas3oBi 3alicH B
KypHaJIi TOMHUJIOK BeO-CEpBICY MPO CIPOOM MOCTYIy OO0 HEICHYIOUHX PECYPCiB BiA
OJIHIET a/IpeCcH, YaCOBHM 1HTEpBaJ OJIHA TOJIMHA, KiIbKICHUH OibIie 10 3BepHEHb.

VY pasi BIAMOBIIHOCTI TPyNnu OyAb-IKOMY 3 MEpPEepaxOBaHUX THUIIB 3arpo3 JaHi
npo Hei nepenarotbes B B/ s 30epiranss, 3 3alOBHEHHSAM TaKHX IOJIB: Ip aApecu
KJII€EHTA, TUI BUKIMKAHOI 3arpO3H, KUIBKICTh MEPEBUIIEHb 3aJaHUX MapaMmeTpiB, iM'sa
cepBepa, Ha skomy Oylia BHsIBIIEHA 3arpo3a, jJara, 4ac, TPUBAIICTh 3adikcoBaHOI
3arpo3u, KUIbKICTh 3alMTIB, OTPUMAHUX BiJ KII€HTA, MEPIIMNA PSIOK KypHATy 3
dbparmenTa, MapkoBaHoTo sik 3arpo3a [1]. B mictunrax 2.1 ta 2.2 noka3ani ¢pparMeHTu

KOy JJis Bu3HaueHHs1 DoS-araku Ta BiacHe camoi (yHKIIii dos.

Jlictunr 2.1 — @parMeHT Koay BUsBIEHHS cipob DOS aTaku

i1f (5 == 1)} // aranis dos

{ 1if (ftp get ($ conn id, 5 local access, 5 access [§ 1],
FTP_EINRRY)} I OTpMMYyEeMOo =23 gonomMoron FTP DpoToKOIY

[/ dain mypuany pmocrTyny eBeb-cepeepa

{ echo "OrpuMano damn". 5 access [5 1]. "\ n";

5 Zap = $ day. '/'. $ Month. '/'. 5 Yar. '":'. 3 Hour;

shell exec ( 'cat'. $ local access. '| grep "'. % zap. '">
tempa.log'); // dimcTpyeMo maxl =EypHanly OO0 OSHaKaxX OaTH 1 4acy
unlink ( "access.log');

shell exec ('cat tempa.log|grep -v "127.0.0.1">'. 5 local access);
S/ DimpTpyeMo EYPHAND E1D JMOKaAJBEHMXE SalMTiE

unlink ( "tempa.log'):

dos (% name [5 1], 5 local access, % doskol [§ 1], 5 dostims [§ 1],
$ sgl nameDB, 5 sgl server, $ sgl user, 5 sgl pass);

// =manyckaemo aHamnis oTpMMaHoTo dparMeHTa Ha OpeIMeT =arpos

h

else

{ e2cho "He Bpamcca”™.$ access [ 1]."\n":

S/nommnxa npm cxauysasHl danny )

h
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Jlictunr 2.2 — ®parment dyukiii dos () BusiBiernHss DOS Ataku

for (5 k = 1; § k <count (% ipacces [5 i1); ++ § k)

// uxnm nmo MacMBY Ipymon

{

§ String = substr (5 ipacces [$ 1] [% k], 1,15);

// oTpmMyeMo = pAOka OaHl npo JaTy

$ String temp = $ string;

S Kol = 0;

5L =%k+ 1;

5 String m = substr (5 ipacces [5 1] [§ k], 16,2);

// oTpMMyeMo = pAOKa OaHl OBpEMEeHHOTO

while (strcmp (% string, % string temp) == 0)

// noxu maTM omHakoBl

{

if (isset (% ipacces [5 1] [$ 11)) {% regest = § ipacces [& 1] [%§
1-117 1}

5 String temp = substr (@ $ ipacces [5 11 [$ 11, 1,15);

$ String temp m = substr (@ $ ipacces [$ 1] [$ 1], 1l&,2):

$ Z =% string temp m- $ string m; // TpuEanicrs axTHMEHOCTI

2.5 3aco0m peanizamii

Jlnst peanizaiii BUPINICHHSI TOCTaBJIEHUX 3aBlaHb Oyna BukopucraHa OC
Ubuntu Server 15.04, ska BigHocuthess A0 OC cimedictBa Linux. [i BuGip
OOyMOBJICHHI THUM, IO HAWOIIbIIE YHCIO CEPBEPIB MPAIIOIOTH TiJ] YIPABIIHHIM

onepariiHux cucremMu Linux (pucyHok 2.3).

| Windows
UA 9 % | | | 36 %
_ Solaris
5% 1] 12%
Linux
32%| | | 44 %
Free BSD
53% [ Tl T .COM

Pucynox 2.3 — CtaTucTuyHi 1aHi moa0 Bukopuctanus cepsepaux OC

Sk BeO-cimy0u 3acTocoByeThCst BeO cepBep Apache 2.4, 3a nannmu [18] 34,1%
26



BCiX BeO-CJIy0 BUKOPUCTOBYIOTh JaHUN cepBep (PUCYHOK 2.4).

N

B cloudflare Server
O LiteSpeed

B Microsoft-11S

H node.js

B Google Servers

30 T

25 T

20 1

is /

10

o
1Apr20 1May  1Jun 1Jul 1Ay 1Sep  10ct 1MNov  1Dec  1Jan'21 1Feb  1Mar 1 Apr
Usage of web servers, 3 Apr 2021, W3Techs.com

Pucynok 2.4 — Peittunr BeO cepBepiB

Pemta mepexeBux cnyxOu € cranmaptaumu ckiagoumu OC, FTP-cepsep
«PureFTPdy, a Takox daiipBon «ipFW.

Jlns  BuUpilIeHHS  3aBJaHHS [PO  aBTOMaTH3allli  Mpolecy  aHami3y
BUKOPUCTOBYETHCS YTUJIITA TUIAHYBAJILHUK «Cron.

Jlnist 30epiraHHs TaHUX MpO KOH(DIrypaiito 1 BUSBJIEHI 3arpo3u 3aCTOCOBYETHCS

BbJI MySQL, sika BukopuctoByeThest Ha 58% BCix BeO-cepBICiB (PUCYHOK 2.5).

MongoDB COU%FDB
12% 0%

PostgreSQL
10%

MySQL

ManaDB 8%

20%

Pucynok 2.5 — Yactku pizaux b/l B inTepHETI
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[Ipu peanizarii aaropuTMIB aHajizy BHUKOpPHUCTaHa MOBH mnporpamyBaHHs PHP

5.0 ra SQL. [{ns opranizauii intepdeiica Bukopucrani Mo HTM, JavaScript 1 CSS.

2.6 I'padiunmii inTepdeiic 1usa cucremMu

2.6.1 Kondirypauis

Buxonsuu 3 3aBgaHHA MpO HEOOXITHICTH PO3LIMPEHOTO HanamTyBaHHA B b/l
Oyna opraHizoBaHa TaOJIMUIS 3 HACTYITHUMHU IOJISIMU:

— «IP» - ip agpeca cepBepa, U1t AKOTO HEOOX1AHO IPOBECTH aHAII3;

— «Namey - iM'd, IKUM OyyTh MapKyBaTHCs 3arpO3H JIJIsl [bOTO CEPBEPA;

— «log» - moriH A1 MAKIIOUESHHS 10 CepBepa;

— «Pas» - maponb s TOCTYIy 70 CEepBEpa;

—  «folder» - qupexTopis, B sAKii 30epiraTUMyThCS KypHAIIH;

— «accessy - IM's )KypHaly JIOCTYITy BeO-CITyKOu;

—  «error» - IM's )KypHaJly IOMHJIOK BEO-CITy)O0u;

—  «ftp» - im's xypuany FTP-cepsepa;

—  «Sys» - IM's KypHaIy (aiipBoJy;

— «adm_num» - KUIbKICHE OOMEXEHHs 3alUTIB, MPU MEPEBUILEHHI SKOTO
KJIIIEHT MapKY€EThCS SIK 3arpo3a i aIMIHICTPATUBHUX 1HTEPQEHCIB,

— «Dos_dure» - yacoBuil iHTepBaJ, Ha sIKOMY Oyne BinOyBaTUCS BUSIBICHHS
DOS araku;

— «dos_num» - KUIBKICTb 3alMTIB, MPU NEPEBUUIEHHI SKOrO aKTUBHICTh
KJIleHTa MapKkyeTbes ik DOS-aTaka.

Jlis BHeceHHsI B TaOnMI0 KoH(iryparii 3MiH OyB peayli3oBaHMN HACTYIHUMN

BeO-iHTepdetic (prucyHok 2.6).
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List server

Pucynox 2.6 — Inurepderic koHpirypyBaHHs CUCTEMU

[aTepdeiic no3Boisie nomaBaTH 1 BUIAISATH CEpBepa Js aHamidy, a TaKOX
HaAJAIITOBYBAaTH MapaMeTpu Il 1HTepHeT-3arpo3. Jlanuit iHTepdelic MOBHICTIO aa€

3MOTy KOH(ITYpYyBaTH CUCTEMY JUIsl 11 (PYHKL1IOHYBaHHS.

2.6.2 InTepdeiic craTucTUKHU Bed CIyKO

Jlns BimoOpa)kKeHHS CTaTUCTUKM 3arpo3 s BeO-cinyk0 1 FTP-cepepa Oys
peanizoBaHUi HACTYHUI BeO-1HTEpdeiic.

VY BepxHili 4YacTWHI 1HTepQeicy MNpeacTaBiIeHl KpyroBi aiarpamu, KOTpi
BiJIOOpaXKat0Th CTATUCTUKY 3a TUMYACOBUMH O3HaKaMu (pPiK, MiCAllb, IeHb, TOIUHY) 1
3a [P ampecamu arenTiB-3arpo3 (puCyHOK 2.7), a Tako)XX CTOBMYAcTa Jiarpama 3a

TUTIAMH 3arpo3.
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Select date configuration

Yeas Monm Day Hou
Sokct A Sebecl A4 m»- A

Select Atack configuration

Type
Sedect Al

[ e

e pEma————=—1
FrE

CTHER

Pucynox 2.7 — Inutepdetic craTuctuku Be6-ciyx0, yactuna 1

Koxen enement iHtepdeiicy mo3Bosisie (UIbTpyBaTH JdaHi MOJ0 OOpaHUX
eneMeHTiB. 30kpema, mpu BuOOpi B miarpami «Month» cekmii, ska BimoOpaxkae
KUIBKICTh 3a «ceprieHb (8)» 1 B miarpami «Day» cekiii «12» 1 «13», iHTepdeiic
BiJIOOpa3UTh CTATUCTUKY MpO 3arpo3u 3adikcoBani B mepion 3 12-13 cepmHs sk

MOKa3aHO Ha PUCYHKY 2.8.

Select date configuration

Yoor Month Day Hour P
Select At Select 8 fesel Select 13, 12 reset Select A2 Select A2

R X

Select Atack configuration

Type
Select A2

e ===}
e
FiP
oner

Pucynox 2.8 — Ilpuxman dinerpartii intepdericy
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VY napyriii yactuHi iHTepdelicy po3TallloBaHa CTOBMYAaTa TicTorpama, KoTpa
BimoOpakae 3arajibHy KUIBKICTh 3arpo3 3a oOpaHMil Mepiof 4Yacy 3 MOXKJIUBICTIO
MaciTabyBaHHs 0OOpaHOro MepioAy A0 MacIITaldy JEKUIbKOX TOJuH (pUCYHOK 2.9), sika

TaKOX € eJIEMEHTOM (DUTbTpaItii.

Full DATE
scroll to zoom

1 1 WJH e, s

201 Fabnarny March Aaril My

Pucynok 2.9 — IaTepdeiic craTucTHKU BEO-CITy)0, yacThHA 2

VY wwxHIA yactuHi (muB. puc. 2.10) iHTepdeiic BimoOpaxkae dparment b/l 3a

BUOpaHUl EpPio/I.

Base show

0511722

Pucynok 2.10 — Intepdeiic ctaTuctuku BeO-ciyx0, yacTuHa 3.

Otxe, nanuil iHTepdelc M03BOJIIE OTPUMATH PO3TOPHYTY 1H(GOpPMALIIO TPO

aKTUBHICTH ar€HTIB-3arpo3 3 MOXKJIUBICTIO (P1IBTpaIlli MOIIH.
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2.6.3 InTepdeiic 00podKkm )KypHATY MepekeBoro giabTpa

CratucTtuka, oTpuMaHa mpu o0poOrl kypHal (aipBoiy, BUHECEHA B OKPEMY
yacTUHY 1HTepdeiicy, sKka moka3zaHa Ha pucyHKy 2.11. Y BepxHiil 4acTHHI KOPUCTYBau
Ma€e 3MOTy 3IIMCHUTH BUOIp YacOBOTO IHTEpBaly, 3a SKUW Oyae IpeacTaBlieHa
CTAaTUCTUKA, a TAKOX KIUTBKICHI MOKAa3HUKH TMOMIM TakKi SK KIUTBKICTh MEPEBUIICHHS
oOMexeHb a00 KUIBKICTh 3aIUTIB A0 1HTEpdeicy.

Ha touxoBiii giarpami intepdeiic BinoOpaxkae CTaTUCTUKY 32 OOpaHUil 4YaCOBUM
nepiosl 3 BiIOOPaKEHHAM KUIBKOCTI TNEPEBUIICHb a00 3amuTiB (B 3aJIEKHOCTI Bij
BUOOpY KopucTyBaua) no mpotokony TCP, UDP i cymapue umcno. CtoBmuacrti
JiarpaMu, B CBOIO 4epry, BimoOpa)aloTh CTATUCTUKY IO CAMHUX aKTHBHUX KII€HTaX i
XOCTax 3BEpHEHHs (OUIBIN JeTalibHA 1H(OpMAIliS MPO CTOBMIN BiTOOPaAX)AETHCS TPU

HaBEJICHHI Ha CTOBIEIh JiarpaMu).

AA0I1B ¢ | INF-0515 v || Attamgd »
S

Data Chan

allemg

Clisna Chare Addras Chart

alemp
Al

Pucynok 2.11 — Intepdeiic ctatuctuku ¢aiippoity, yactuHa 1

VY npyriii 4dactuHi iHTepdeiicy (pucyHok 2.12) mpencTaBieHa CTOBIYATa
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Jiarpama, KoTpa BijoOpakae CTaTUCTUKY PO aKTUBHICTh areHTIB 3arpo3 Ha MopTax
MepexxeBoro iHTepdeiicy (Ha miarpami mpeactaBieHi 20 HaWOUIBII HaBaHTAKEHHUX
MOPTiB), TAKOXK B Iii YaCTHHI PO3TAIIOBAaHWI BUIAJAI0OUMN CIUCOK 3 aapecamu 30

HaOLIBII AKTUBHUX KJIIEHTIB.

LU=

Pucynok 2.12 — Intepdeiic ctatuctuku (aiipBoiy, 4acTuHa 2

BubpaBmm omHoOro kii€HTa 31 CHHCKY, KOpPUCTyBad Moxke mociaru "whois"
3aIuT, 1)1 OJISpXKAHHS MOTPIOHUX MaHMX MPo KitieHTa (pucyHok 2.13).

Tyt BapTO BigMiTuTH, 1110 WhOIS € IpOTOKOI0M MPUKIATHOIO PiBHS, 0a3050 15
KoTporo € Ha mpotokon TCP. OcHoBHE 3acTOCYyBaHHS - OJEp>KaHHS PEECTPAIITHUX

JTAHUX TIPO MOTOYHUX BJIACHUKIB JIOMEHHUX 1MeH, iX |IP-aapec Ta aBTOHOMHUX CUCTEM.

Pucynok 2.13 — Bianosiab cuctemu Ha "whois" 3anut
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Taxox B miil yacTuHi iHTepdeiicy nependaueHuil CTaTUCTUYHUIN aHali3 MO1H,

po sIKuil Oyjie po3Ka3zaHoO B HACTYITHOMY PO3ILII.
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3 ITIPAKTUYHE JOCJILIKEHHS ATEHTIB 3AT'PO3
3.1 CraTucTHYHHNA aHAJTI3

CratucTuuHui aHami3 B aHii poOOTI 3aCHOBAaHUHN Ha PO3paxyHKY KoedilieHTa
Kopessaii [3] Mk BUOIpKaMu JaHUX MPO aKTUBHICTH areHTIB Ha MOPTaX MEPEKEBOTrO
inTepdeiicy. [anuit kpok 3poOiseHuil A7 MOMIMBOCTI BHU3HAYEHHS B3a€MO3B'S3KY
noAid, 1o BiIOYBAaIOTHCA 3 PISHUMU MEPESKEBUMH CIY)KOaMH, OCKIJIBKH KOXKHIM
TIPUBJIACHEHUH CBill IEBHUI HOMEP TOPTY.

Po3paxyHok KopensiiiiHuX 3alie:KHOCTEeN 3/iiicHIoBaBcs 3a ¢popmydoro [lipcona:

My, — MM,
5.S,

R, =

» —1 n J - =

x -_ZR llk ] 'l. _:Ekzl:ﬁ'k ’ M.‘"J‘ -

B 5 2 2 _ 1 v 2 2.

52 _:E,Fl,xk -M:; S; =~Zk=1Yi — My

Jc

Sk Xk Ta Yx OepyTbcd CTAaTUCTHYHI BUOIPKH, sIKI (OPMYIOTbCS Ha MIACTaBl
THUMYAcOBOTO TIEepiojly 1 KUIBKICHOTO TIapaMeTpa, BKa3aHUX KOPUCTyBadeM B
iHTepdeiici ( auB. puc. 2.12) myist oOpaHuX HOMEPIB TOPTIB.

[Ipu mpoBeneHHI CTAaTUCTUYHOIO aHali3y [l BUOIPOK 3 ABOX MOPTiB (22 Ta 25),
KOTp1 BIAMOBIAAIOTH 3a MepexkeBl ciyxou SSH (Bimnanene ympasiinus OC) 1 SMTP
(BiAmoBiAae 3a €JNEKTPOHHY IMOIITY) BIANOBIAHO, OYB OTpPUMaHUN pe3yJbTarT,

HaBeJCHHI Ha pUCYHKY 3.1.
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Pucynok 3.1 — CtaTuctuunuil anasi3 noJiid Ha noprax 22 ta 25

Ha pucyHky momiTHO, IO 3B'S30K M aKTHUBHICTIO areHTIB 3arpo3 Ha IUX
NopTax CIA0KUM 1 KOePILIEHT KOPEIIALil A1 HUX cTaHOBUTH 0,497.
Jlauuii pe3ynpTaT MiATBEPAKYETbCA aHANI30M, OTPUMAHUM HAa OCHOBI THUX XK€

BuOipok ([loaarok A) mpu BukopuctanHi 3aco0iB MS Exel (quB. puc 3.2).

Aama 2 25 200000
18.04.2021 5907 56123 180000
19.04.2021 6910 71099 180000
20.04.2021 6783 75644 140000

10 .
21.04.2021 10393 92773 120000 "o
22.04.2021 12442  87agp 100000 N " . . " %
80000 Tots 0 @ . . o’ ' ee
23.04.2021 10692 77714 o v, o La¥e s VT,
wEw o wrw B0000 . " " i
40000 .

11.06.2021 7522 32562 20000 .

12.06.2021 3485 89161 o m'*’m""‘*+"'“““""'.+*"'ﬁmﬂﬂ P et

13.06.2021 7860 31644 15042021 25042021 04052021 14052021 24052021 05062021 130632021 23062021
14.06.2021 7629 81514

15.06.2021 3048 35102

a2 85
Kopenayis r1:!.49?(33

Pucynox 3.2 — Bepudikariist pe3yabTaTiB aHAII3y
Posrnsiuemo pesynbratél aHamizy (puc. 3.3) akTMBHOCTI Ha aBOX mopTax (80 i

443), mo BigHOCATHCA A0 BeO-cayk6m HTTP (mporokon mepemadi TimepTeKCTy) 1

HTTPS (mpotokon nepeaadi rinepTekcTy 3 MiATPUMKOIO MU(PyBaHHs) BIAMOBIIHO.
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Pucynok 3.3 — Cratuctuunuii anani3 noii Ha noprax 80 ta 443.

AHanizytouu 11eil rpadik BUAHO, 110 3B'I30K MK aKTUBHICTIO areHTIB 3arpo3 Ha
UX MOPTaxX Iy’Ke BUCOKUH 1 KOEILIEHT KOPEISLIl A1 HUX cTaHOBUTH 0,9578.
Takox OyB NpOBENEHUN CTATUCTUYHUM aHai3 s HaWOLIbII MOLIKMPEHUX

MEpeXeBHX CIyKO (Tabmuis 3.1).

Ta6mug 3.1 — Kopensamiiauii anazi3 1aHux

HTTP |HTTPS | Telnet | HTTPa | SIP | RDP | SSH | mSQL | Rad- | My
min | SQL
HTTP 1 0.957 | 02 | 0016 |-0.104| 0202 | -0,072| -0.114 | -0.06 | -0.017
HTTPS | 0957 1 | 0189 | -0.036 |0086| 0,208 | -0,03 | 0,115 | -0.06 | 0,054

Telnet -0.2 | -0.189 1 -0.17 | 0,179 | -0,191 | 0.067 | 0367 | 0.027 |-0.163
HTTPa | 0.016 | -0.036 | -0.17 1 0,134 | -0,031 | 0607 | -0.351 | 0.295 | 0468
SIP -0.104 | -0.086 | 0.179 0.134 1 0.464 0.27 | 0386 0.4 0.174
EDP 0202 | 0208 | -0.191 | -0.031 | 0.464 1 0.279 | -0.036 | 0241 | 0.153

SSH -0,072 | -0.03 | 0,067 0.607 027 | 0279 1 0.286 | 0,191 | 0.618
mSQL | -0.114 | -0.115 | 0367 | -0351 | 0.386 | -0.036 | 0.286 1 0,014 | -0.204
Radmin | -0,06 | -0,06 | 0027 0,295 0.4 0241 | 0,191 | 0.014 1 -0.06
MySQL | -0.017 | 0.054 | 0,163 | 0468 | 0,174 | 0,153 | 0,618 | -0.204 | -0.06 1

Ax BuaHO 3 TabMIll B OUIHIIOCTI BUIAIKIB MK aKTUBHICTIO areHTIB 3arpo3 Ha
PI3HHX MEpPEKEBHX CIy)KOax B3a€MO3B'SI30K HE CIIOCTEPITa€eThCsl, aje € OAMHUYHI

BUMAJIKK cJ1a0Koi (KoedimieHT kopeswii oubie 0,4) 1 cuiabHOT (KOeiIeHT KOpEsIil
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oinbie 0,8) 3a1eKHOCTI.
TakuM 4YHWHOM, CTATUCTUYHHK aHaNI3 JIO3BOJISIE 3HAXOJIWTH 3aJIE)KHOCTI
aKTUBHOCTI areHTIB 3arpo3 MK MEPEKEBUMHU CIy:KO0aMU, KOTPI MIANAIOThCA aTakam,

110 JT03BOJISIE POBOJAWTH OLIBI TIOBHHUM aHAIII3 aKTUBHOCTI areHTIB 3arpo3.

3.2 Opramni3anisi creHy 3 HOBUM eJleMeHTOM Ki0OepnpocTopy

JIist gocimipkeHHs aKTUBHOCTI areHTIB 3arpo3 OyB CTBOPEHH MOEIbHHIMA
MepexxeBuil crern no tumy darknet [8], Ha KoMy po3MilieHi mporpamHi 3acodu 1o
300py iH(popmarlii Ta AeAKi MOMYJSPHI CEPBICH I OUTBII JETANHHOTO BHUBYCHHS
BXITHHUX 3aIINTIB.

Jnst crermy Oyno BuaineHo 253 IHTEPHET aapecH, KOTpl 0 IHOTo Oymm
HEJOCTYIHI B Mepexi [HTepHeT, TaKuM YWHOM 3BEPHEHHS 1O JaHOI IiIMHOXHUHU
aJipec MO>KJIMBO JIMILIE B PE3yJIbTAaTi MOMUJIOK KOHQIrypaiii ado HEJIEeriTUMHUX JIii,
HAIPUKJIA], 3 METOIO IIEPBUHHOI PO3BIJIKH MIJITXOM CKaHyBaHHS.

Ha pucynky 3.4 HaBeneHoO clieHapiit GyHKIIOHYBAHHS CTCHITY.
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Pucynok 3.4 — Crenapiit po6oTu cTeHy 31 300py JaHUX
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Ak OC crenny Buctynwia OC FreeBSD 3 ycTaHOBI€HMMH HaCTYITHUMU
MepexxeBuMHU ciayxkOamu: BeO cepBepom Apache», FTP —cepBepo «Pure-FTPd» 1
HajamrToBaHuM (aiipsonom IPFW. [ns 360py iHdopMmalii mpo aii areHTiB 3arpo3

OyJI0 HaJIaIITOBAHO >KypHaJ.

3.3 Pe3yabTatun

Yepe3 neskuil yac 3 MOMEHTY 3allyCKy CTEHAy OyB NpOBEIEHHUI aHai3
KypHaJIIB OTPUMAHHUX 31 CTEH]TY, B XO/I1 IKOTO Oy OTpUMaH1 pe3yabTaTH.
Ha puc. 3.5 mpexacraBneHa croBmyacta jgiarpama, o BigoOpakae aKkTHUBHICTh

areHTIB 3arpo3 3a nepioj] GyHKIIOHYBAaHHS CTEH]TY.

]11_1l-|11 ilsslnnn Ty -

Pucynox 3.5 — Cratuctuka 3a nepioj; yHKIIOHYBaHHS CTEHTY

Tak 3 MaJIfOHKa YITKO BHJHO, IO aKTHUBHICTH BXIJHUX 3'€JHAHbL BUHHUKAE
MPaKTUYHO BiApasy MICIs MOSIBU B KIOEPIPOCTOPi, a TAKOXK HE € MOCTIHHOIO 1 Ma€ SIK
iKY, TaK MPOBAJIM B 3HAYCHHSX.

Pucynox 3.6 BimoOpaxkae HEpIBHOMIPHHI PO3MO/II aKTUBHOCTI areHTIB 3arpo3

MDK BUAUICHUMHU CTEH]Y 1p aJpecamu.
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Pucynox 3.6 — Po3noiis1 HaBaHTa)KE€HHS 110 MYy BUAUICHUX apec

Ha puc. 3.7 npencraBneni 10 HalOLIbII OMUTYBAaHUX MEPEKEBUX CIYKO Ha

CTEHII.

7000000 B277003

6000000 5498836

5000000

4000000

3000000

2000000

4000000 830351 522919 316179 201856 106948 B6898 73977 71103

| (|
HTTP

0 - - — — — —

HTTPS HITPal Telnet SIP 55H ROP RAdmin MySOL Microsoft
SaL

Pucynok 3.7 — City>x0u, KOTp1 HalOUIbLI CXUJIBHI JI0 3arpo3

3 UpOro PUCYHKY BHUIHO, L0 HAHOUIBLIOI TMOMYJSPHICTIO Yy areHTIB 3arpo3
KOPHUCTYIOTBCS BeO-CITyKOH, TpU3HAUEHI /TS OpTaHi3allii BeO CaiTiB.
Ha ocHoBi 3p00JieHOT0 aHali3y MOXHa 3pOOMTH BUCHOBKHM TIPO HEOOXITHICTH

3aBYACHOTO 3aXHCTY €JIEMEHTIB KiOepIpocTopy.
3.4 3mina xondirypauii crenay

Hanani B koHpirypaiiito crenaa Oyjau BHECEHI 3MIHU ISl BUBYEHHSI MOMIIMBOT

3aJIe)KHOCTI MIXK aKTHUBHICTIO areHTIB 3arpo3 1 peecTpaliiHUM 3alucoM Ha cepBepl
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DNS. Ha puc. 3.8 npencrapiieHa 3MiHeHa MoJieTb (DYHKIIIOHYBAaHHS CTCHITY.
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Pucynok 3.8 — Crienapiit ¢pynkiionyBanus ctenay 3 DNS cepsepom

Tak, MHOXMHA aapec Oyna po3fijeHa Ha JBl MIAMHOXXHHH: TapHI 1 HEMmapHi.
Henapna mHoxuHa aznpec orpumana Ha DNS cepBepi npsmuii 1 3BOpOTHIil 3amuc, B
TOM Yac K MapHi 3AIUIIAIUCS 0€3 3MiH.

[Ticnsa 20 gHiB GyHKIIOHYBAaHHS HOBOI KOH}Irypallii 0ysio mpoBeaeHo 00poOKy

JAHWUX 1 OTPUMaHa HACTYITHHUI Pe3ysbTaT IuB. puc. 3.9).
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Pucynox 3.9 — Po3noist akTHBHOCTI areHTiB 3arpo3 Mix aapecamu 3 i 6e3 DNS

peecTpairii
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Ha nmanomy rpadiky nmoka3aHa akTUBHICTb ar€HTIB 3arpo3 JJIsl MHOKHUH ajipec 3 1
0e3 3anmucy Ha DNS cepsepi. Buxoasuu 3 ganoro rpagdika MokHa 3p0OUTH BHCHOBOK,
1o 1ii, MOB'sI3aH1 3 peecTpalliero eaeMenTa kioeprnpoctopy Ha DNS cepBepi Hisk He

BIUIMBAIOTh HA aKTUBHICTh areHTIB IHTEPHET-3arpos3.
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4 BE3IIEKA XKUTTEAIAJIBHOCTI, OCHOBH OXOPOHM ITPAILIIL

4.1 Cruxiiini Juxa Ta ix kjaacudikamis

CruxiitHi aii cua mpupoau, MOKH 10 HE MOBHOIO MIPOIO MiABIAAHI JIOJUHI Ta
IIOPIYHO 3aBJAIOTh JCpPKaBl 1 HACEJICHHIO BelWue3HuX 30uTKIB. CTUXIMHI JUXa - I8
Taki SBUIIA TPUPOAH, M0 BHUKIUKAIOTH EKCTPEMalbHI CHUTYyaIlii, MOPYIIyIOTh
HOPMAJIbHY JKUTTEIISUTBHICTh HAcelIeHHs, poOoTy Oe3niyul 00'ekTiB. CTUXIMHI JIUxa €
Tpareniero s Oyab-siKoi aepskaBu.Uepe3 CTuXiifHi Juxa cTpaxaac eKOHOMIKa KpaiHH,
00 Tpu 1LOMY PYWHYIOTHCS BUPOOHMYI MIJNPUEMCTBA, 3HUILYIOTHCS MaTepiajabHI
IIHHOCTI1, TUHYTh JIFOJIH.

CruxiiiHi nuxa - HeOe3NeuHl NPUPOAHI1 SBUIIA, SK MPABUJIO PANTOBOrO
MOXO/PKEHHS, XO4ya 1HOJ1 1 MPOTHO30BaHI 3a JIOMOMOTOK METEOpOrorii, aje Ha
{HTEHCHBHICTh SKUX JIOAM BIUIMBATH HEe MOXKYTh. IX MOHA KiacudikyBaTH: 3a
HIBUIKICTIO TEPEMIIIEHHS - 3€MJIETPYCH, 3CYBH, I[yHaml, CHITOMAAH, OXeleal -
IIBU/JIK1; ITIABUIIIEHHS PIBHS BOJM B piKaxX 4yepe3 IHTCHCUBHI OMmaJu ab0 TaHEHHS CHITY,
abony (MOBIHI), 3BUIBHEHHS BHYTPIIIHBOI €HEprii 3emill, BUBEPXKEHHS BYJKAHIB -
MOBUIBbHI. YacTO BHUHHMKAIOTh TMOTYXKHI, BUCOKOIIBHJKICHI TOTOKH TOBITPS 4epe3
MIBUJKANA TIepernaj 3Ha4eHb aTMOc(epHOTO THCKY (yparaHu, cMepul, ITUKIOHH).
CruxiiiHi JHMXa pPEYOBMHHOTO XapakTepy MOXYTh 1HILIIOBATHA BUHUKHEHHS
PI3HOMaHITHHX TIOJIIB, SIKI HETATUBHO BIUIUBAIOTH HA 37J0POB'S, CAMOIIOYYTTS JIFOAWHH.
[19].

CTuxiiiHl SBHWIIA YacTO BHHHUKAIOTH B KOMILJICKCI, IO 3HAYHO IIOCHIIIOE iX
HeraTUBHUM BITMB. HeOe3neuHi mpupoaHi sSBUIA BUZHAYAIOTHCS TPhOMa OCHOBHUMU
rpynamMu MpoLeciB - €HJIOT€HHI, €K30T'€HHI Ta TApOMETe0pOIOTIYHI.

CruxiiiHi auxa, aKi XapakTepHi s YKpaiHu, 3a CTPYKTYPOIO MOXKHA MO ITUTH
Ha TMPOCTi, M0 BKJIIOYAIOTh OJHUH €JIEMEHT - HANpPUKIaJ, CHJIBHHUI BiTE€p, 3CYyB a00
3eMJIeTpYyC Ta ckiaAHi. BoHU cKiIagaroThCs 3 JIEKIIBKOX MPOIECIB OJHIET Tpymu abo
KUTbKOX Tpym. HaiiOinbmii 30UMTKH cnpuyuuHA0Th noBeHl - 40%, Ha apyroMmy MicIi -
nukionu (20%), Ha TpeThoMy - mocyxu Ta 3emiieTpycu (15%). Jleski cTuxiitHi auxa

(moxexi, o0Banu, 3CyBH 1 HaBITh 3€MJIETPYCHU) MOXXYTh BUHHMKATH B pe3yJbTaTl A1
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caMuXx JII0/Iel, TOOTO MarOTh aHTPONOTEeHHE MOXOPKEHHS, ajleé HACHIJIKH 1X 3aBXKIU €
TisMA  cUJT  TipupoAd. JIJIs KOXKHOTO CTUXIHHOTO JMXa XapakTepHa HasBHICTh
BJIACTUBUX HOMY Bpa)KalOUMX UYMWHHHUKIB, IO HECHPHUSTIMBO BIUIMBAIOTH HAa CTaH
310pOB'st, )kUTTs Jroauau [20].

[TprunHaMu CTUXIHHUX JTUX MOXKYTh OyTH:

— IIBUAKE NEPEMIIICHHS pEUYOBUHU (3EMIIETPYCY, 3CYBH);

— BUBUIBHEHHS BHYTPHU3EMHOI €Heprii (ByJIKaHIYHA ISTIbHICTh, 36MIIETPYCH);

— TIJBUIICHHS PiBHS BOJ P14OK, CTaBKiB 1 MOPiB (ITOBEHI, IIyHaM1);

—  BIUTMB HaJA3BUYAIHO CHIIBHOTO BITPY (yparaHu, TOpHAI0, IUKIOHHU).

BaxnuBo cBoewacHO TIpoBEeCTH poOOOTH, CHOPsIMOBAaHI Ha JIOKaJi3alliio
MPUPOIHOTO JIMXa, 00 3MEHIIUTH 30HU PYHHYBaHb, 3BECTH JO MIHIMyMY KUIbKICTh
3aruOIMX Ta MOCTPaKIATHX.

B Vkpaini HaluacTiine CHocTepiraloTbCcs Takl HaJI3BUYAMHI  CHUTYyallii
IPUPOJTHOTO XapaKTePy:

— HeOe3neyHl reosioriuHl siBUIia (3CyBH, OOBaju, OCHIIKH, MPOCAIKH 3EMHOT

MIOBEPXHI);
— HeOe3MeYHl METEeOpOJIOTIUHI SBHINA (37MBU, yparaHu, CUJIbHI CHITOIaj,
CUJILHUM Tpajl, OKeJe/b);

— HeOe3neyHi T1ApoJIoTiuHi sBUIa (TOBEHI, TABOIKH);

— TPHUPOJHI MOMKEXKI1 JIICOBUX Ta TOP( SIHUX MACHUBIB,;

— MacoBi 1H(DeKIIT Ta XBopoOu JI0/1eH, TBAPUH, POCIIVH.

B octaHHI pokH KIJTBKICTh CTUXIMHUX JIUX B YKpaiHi Ta B CBITI B LIUIOMY 3HaYHO
30ubmmnacs. Halwactime B YKpaiHi BHHMKaIOTh Takl NMPUPOJHI KaTtacTpopu SsIK
3eMJIETPYyCH, MTOBEeHI, mocyxu (Ha [liBaH1 Ykpainu), JcOoBi MOXKeXKi B JITHIO TIOPY POKY,
CHITOBI 3aM€TH, 3CYBU MTOBEPXHI.

€ cepiio3HI MiICTaBU BBAXKATH, 1[0 MACIITAOHICTh BIUIMBY JIMXa W KaTacTpod Ha
colliaJibH1, EKOHOMIYHI, MTOJITUYHI Ta IHIIUX MPOLIECIB CY4aCHOTO HAILIOTO CYCHiJIbCTBA
Ta iX JpaMaTu3M B)K€ MEPEBUIIMIN TaKUil PiBEHb, SKUI TO3BOJISIB CTABUTHUCS 10 HUX
SK JI0 JJOKAIBHUX 3001B Y po3MipeHOMY (DYHKITIOHYBaHHI JEP>KaBHUX Ta TPOMAJICHKHIX

cTpyktyp [19].

OT1xe, iepes] JTIOUHOI0 Ta TPoMaJIChKiCcTIO B X XI B. BUMAJIbOBYETHCSI HOBA METa
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- rnobanpHa Oe3neka. Jlociartd boro MOXHa, B MEpIIy Yepry, 3a JIOMOMOTOI0 3MIHU
CBITOTJISIAY JIIOAMHH, a TaKOX IOKpALICHHS CUCTEMH NPOQIIaKTUYHHX 3aXOMdIB Yy
O00poTHO1 31 CTUXIHHUMM JIUXaMH, a CcaMe: BJOCKOHAJCHHS PATYBaJIbHUX CIIYXKO Ta
PATYBAIBHOI TEXHIKH, IPOBEICHHS MOTIEPEIKYBATBHUX 3ax0/I1B Ta
PONaraHIuCcTChKOi poOOTH 3 TPOMaIiHAMU IIOAO MPABHJI MOBEAIHKH Ta JiH Mija 4ac
cTuxiiHux yux. Ile momomorke B MaOyTHbOMY 3MEHIIMTH KIJBKICTh 3aru0jux Ta
MOCTPaXJIAINX Bl MPUPOJHUX KaTacTpod, a TaKOXK 3MEHIIUTH MaTepiaidbHI 30UTKH,
110 Oyiu 3aBAaH1 CTUXIAHUM JIMXOM.

[IpuponHi nMxa 3 4acoM HIKYAH HE 3HUKHYTh. by1yTh BUHHKATH 3eMJIETPYCH B
reO0JIOTIYHO aKTUBHHUX pailloHax, OyAyTh BHHHMKAaTH MOBEHI, a IITOPMOBI MNPUILJIUBU
CTaHyTh, pa3 y pa3 3aTOIUIATH MOPCHKI y30epexoks, He 00iiaeThes 1 moxkexk. JlroauHa
Oe3cuiia 3amoOIrTH MPUPOJAHUM TIpoliecaM, aje€ TUIbKM B HAIUX CHUJIaX 3MEHILIUTH

KUIBKICTB KEPTB 1 MaTeplajJbHUX BTPAT.

4.2 ConianibHe 3HAYCHHS OXOPOHM Ipamui

CoulanpHe 3HaYEHHS OXOPOHHU Ipall MOJIATaE B COPHUSHHI POCTY €(EeKTHUBHOCTI
CYCIUJIBHOTO BHPOOHMIITBA IUIAXOM O€3MEpEepPBHOIO BIOCKOHAICHHS 1 MOJIMIICHHS
YMOB TMpaili, MiJBUINEHHA iX O€3MeKHu, 3HIKEHHS BUPOOHWUYOrO TpaBMATHU3MY 1
npod3axBoproBanb [21].

CorlanpHe  3HAYEHHS  OXOPOHM  Tpaill  MPOSBISIETBCS B 3POCTaHHI
NPOAYKTUBHOCTI Tpaili, 30epeKeHHI TPYIOBUX pecypciB 1 30UIBLIEHHI CYKYIHOIO
HaIlIOHAJIBHOTO TIPOJIYKTY.

Oxopona mpari ToJiAirae B COPUSHHI POCTy €(EKTUBHOCTI BUPOOHHIITBA, SKE
JOCSITAETHCST  LUIIXOM O€3MepepBHOIO BJIOCKOHAJIEHHS 1 TMOJIMIIEHHS yMOB Mpalli,
MBUIIEHHS iX 0€3MEKU, 3HIKCHHS] BAPOOHUYOTO TpaBMAaTU3MY 1 MPo(3aXBOPIOBAHb.

3pocTaHHsl MPOAYKTHBHOCTI Tparli BiOyBa€ThCS B pe3ybTaTi 301IBIICHHS
doHIy poOOUOTO Yacy 3aBIASKH CKOPOYCHHIO BHYTPIINTHBO-3MIHHHUX MPOCTOIB MIJISTXOM
JiKBiJaIii MIKpOTpaBM a00 3HMKEHHS iX KIJBKOCTI, a TaKOX 3aBASKH 3aro0iraHHIO
NepeyacHOro CTOMJIEHHS IUIAXOM palioHami3amli 1 MOKpalleHHs YMOB THpaili Ta

BBEJICHHIO ONTHMAJIbHUX PEXUMIB IMpamnl 1 BIANOYMHKY Ta IHIIMX 3aXOJIB, Kl



CIPUSIOTH T1BUIICHHIO €(PEKTUBHOCTI BUKOPUCTAHHS POOOUYOTO Yacy.

BaxnuBuM nuTaHHSAM € 3pOCTaHHS MPOIYKTHBHOCTI Mpalli, SIKa BiIOYBa€ThCS B
pe3yabTari  30uUIbIIeHHS ~ (GOHAY  poOOYOro  Yacy  3aBIASKH  CKOPOUYCHHIO
BHYTPIIIHBO3MIHHUX MPOCTOIB HUIAXOM JIKBiJallli MIKpOoTpaBM ab0 3HMKEHHS iX
KUIBKOCTI, a TaKOXX 3aBASKH 3amMo0iraHHIO TEPeI4acHOTO CTOMJICHHS MIISIXOM
parioHai3anii 1 MoKpamieHHs: YMOB IIpalll Ta BBEJCHHIO ONTUMAJIBHUX PEXXHUMIB Ipalll
1 BIAMOYMHKY Ta IHIIMX 3aXOJiB, SIKI CHPHIIOTH MIABUIICHHIO €(QEKTUBHOCTI
BUKOPHCTaHHS poOo4oro yacy [21].

Oco0nmBOi yBarm 3aciayroBye Te, IMI0 30€peXeHHS TPYAOBUX PECYpCiB 1
MIJBUIICHHS  NpoQeciiHOi  aKTUBHOCTI  NPAIlO0YUX  BIAOYBA€ThCS  3aBISKHU
MOKPAIICHHIO CTaHy 3J0POB’S 1 TIOJIOBXKEHHIO CEPE/IHbOI TPUBAIOCTI KUTTS MUITXOM
MOKpAIIeHHs] YMOB Ipall, OO0 CYNPOBOKYETbCS BUCOKOI TPYJOBOK AKTHBHICTIO 1
MIJBUIIEHHSM BHUPOOHMYOro craxy. l[liaBumnyerbcs mnpodeciiHuii piBEHb TaKOXK
3aBISIKM 3pOCTaHHIO KBamidikamii 1 MaiictepHocTi. BiamoBimHo 1 30UIbIIEHHS
CYKYIIHOTO  HAI[IOHAJIbHOTO  MPOJAYKTY  BIAOYBA€TbCS  3aBASKA  MOKPAIICHHIO
BHUIICTIEPEIIYeHUX TOKA3HHUKIB Ta X CKJIAJA0BHX KOMIIOHEHTIB [22].

30epekeHHST TPYJAOBUX PECYpCiB 1 MiABUIIEHHA MpodeciiiHoi aKTUBHOCTI
MPAIIOIOYUX BIOYBAETHCS 3aBISKU TMOKPAIIEHHIO CTaHy 3J0pPOB'S 1 MOJOBKEHHIO
CEepeHbOI  TPUBAJIOCTI  JKUTTA UUISIXOM  TIOKpAlIeHHsS YMOB  Tpai, 110
CYNPOBOJIKYETHCS BHUCOKOIO TPYJOBOIO AKTHUBHICTIO 1 MIJABUIIEHHSAM BUPOOHUYOTO
ctaxy. [ligBuiryerbcst mpodeciitHuil piBeHb TaKOXK 3aBSKH 3pOCTaHHIO KBamQikaii 1
MaiCTEpHOCTI.

30UTbLIEHHSI CYKYIHOI'O HAI[lOHAJIBHOTO TMPOAYKTY BIIOYBAETHCS 3aBISKU
MOKPAIICHHIO BUIIENIEPENIIYEHNX TOKA3HUKIB Ta IX CKJIAJIOBUX KOMIOHEHTIB. Kpim
TOTO, COLIaJIbHE 3HAYEHHSI OXOPOHU Ipalll MPOSIBISIETHCS B 3pOCTaHHI MPOYKTUBHOCTI
mparli, 30epe’KeHHI TPYJOBUX PECypCiB.

3a MaHUMH JOCIHIKEHb, KOMIUJIEKC 3aXOMAIB 3 TMOINIICHHS YMOB Mpalll MOXe
3a0€3MeUnTi TPUPICT NPOAYKTHBHOCTI mpami Ha 15-20%. Tak, wHopmamizaiis
OCBITJICHHSI POOOYMX MICIlh 301IbIIY€E MPOIYKTUBHICTE Tiparli Ha 6-13% Ta ckopouye
Opak Ha 25%. ParmionanpHa oprasizaifiss po604oro Micis MiJABUILY€E MPOIYKTUBHICTh

npaii Ha 21%, panionansae GapOyBaHHS poOOUYMX MpHUMIleHb — Ha 25% [22].



36ubiIeHHsT €(EKTUBHOTO (HOHIY pOOOYOro yHacy MOXke OyTH JIOCATHYTO 3a
pPaxyHOK CKOPOUYEHHS TUMYAcOBOI HEMpale3aTHOCTI MpaliBHUKIB BHACHIIOK XBOPOO

Ta BUPOOHUYOTO TPABMATU3MY.
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BUCHOBKHA

B xoni BuKOHaHHS poOOTH OyJ0 MPOBEACHO IMOPIBHSHHSA ICHYIOUHX 3ac00iB
aHaJi3y XypHaIIB MEPEKEBUX CIIy:KO0. 3a pe3ynbraTaMu MOPIBHSIHHS OyB 3poOIeHHI
BHCHOBOK, IO ICHYIOUl 1IHCTPYMEHTH HE BOJIOJIIOTh HaJeKHUM (yHKIioHaToM. Tomy
Oyna po3pobiieHa cucTeMa BU3HAYEHHSI I1HTEPHET-3arpo3, IO BOJIOAIE 3PYYHUM
KOPHUCTYBallbKUM 1HTEephEHCOM 1 yCyBa€ HEIOJNIKH ICHYIOUMX MOIIOHHX 3aco0iB.
Takoxx OynM 3ampoIOHOBaHI MOJEIb B3a€MOJIi TakOi CHCTEMH 1 3aco0u, fAKi ii
peani3yroTh.

OpranizoBaHo cTeHJ 31 300py naHux. [IpoBeneHO HOCIHIIKEHHS aKTUBHOCTI
areHTiB 3arpo3 JJid HOBHUX e€JeMEeHTIB KioeprpocTopy. Ha OCHOBI cratucTUUHUX
JAaHUX, OTPUMAHUX PO3pOOJICHOIO CUCTEMOIO, OYB MPOBEACHUN aHaII3 3aJeKHOCTI
BeO-cimyk0. 3a #Woro pe3ynbraTaMyd 3pOOJICHO BHCHOBOK, IO [1i, IOB'sS3aHi 3
peecTpaiiero enemeHTa Kidepnpoctopy Ha DNS cepBepi, >XKOJHUM YHHOM HE
BILUIMBAIOTh HA aKTUBHICTh ar€HTIB IHTEPHET-3arpo3.

[TobynoBana cucreMa € €(QEKTUBHUM 1HCTPYMEHTOM aHalli3y >KypHAaIIiB
IHTEpHET-CIYKO 1 JO3BOJISIE BHU3HAYATH 3aJIEKHOCTI Ta BUABISATH IMOTEHLIAIBHO

HeOe3neyHi kibep3arposu.
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