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AHoTAanisa
YKPaiHCBKOIO:

Kpamigikariiitna poboTra mNpuCBIYEHA aHai3y METOAIB OJIOYHOTO CHUMETPUYHOro MmudpyBaHHS B
aBTOMAaTH30BaHMX OAHKIBCHKMX CHCTEMax 1 IiJBUIICHHS KpUOTOTpadiuHOi CTIHKOCTI aNrOpUTMIB OJIOYHOTO
CUMETPUYHOTO MEePETBOPEHHS 1H(OPMAIIil Ha MATPYHTI TMHAMIYHO KEPOBAHUX KpUNTOrpadiyHUX MPUMITHBIB

Po3pobneno nuHamMiuHO KepoBaHUX OJOKIB HENMIHIMHMX 3aMiH, JOCHIKEHHS iX KpUOTOrpadiuHux
BJIACTUBOCTEH BUKOHAHI 3 BUKOPHCTAHHSIM MAaTEeMaTHYHOTO anapary OyleBUX QyHKIIii, METOIIB KOPEISIiHHOTO
1 criekTpanbHOro aHamizy. Po3poOiieHo anroputMy OJIOYHOTO CHMETPUYHOTO KPHUITOrpadiyHOrO NepeTBOPEHHS
iHdopmarii 3 AMHAMIYHO KEPOBAHUMH NMPUMITHBAMH 1 JOCIIDKEHHS KpUOTOrpadgivHOoi CTIHKOCTI MpOBEIeHI 3
BUKOPHCTAHHSIM METOJIB Teopii 3axucty iHdopmarii. JocmipKeHo KPUIITOCTIHKICTh alropuTMy HPOBEACHO 3
BHKOPUCTAHHSAM TE€OPii IMOBIPHOCTI Ta MAaTeMaTUYHOT CTATUCTHKH, TEOPIi 3aXUCTy iHPOpMaIIii.

AHTIIHCHKOO:

The qualification thesis is devoted to analysis of methods of the block symmetric enciphering in
computer-aided bank systems and an increase of cryptographic firmness of algorithms of sectional symmetric
transformation of information on the basis of the dynamically guided cryptographic primitives.

Development of the dynamically guided blocks of nonlinear replacements, research of their
cryptographic properties executed with the use of mathematical vehicle of boolean functions, methods of cross-
correlation and spectral analysis is conducted. Development of algorithm of block symmetric cryptographic
transformation of information with the dynamically guided primitives and research of cryptographic firmness is
conducted with the use of the methods of the theory of information security. Criptofirmness of algorithm is
researched with the use of probability theory and mathematical statistics, the theory of information security.



