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MeTtoauyHi BKa31BKM PO3TJISTHYTO 1 CXBAJICHO Ha 3acilaHHl Kadeapu KOMIT OTEPHO-
iHTerpoBaHUX TexXHOJOT1# (mpoTokoa Nel Bixg 27.08.2019 p.)

CxBaJieHO Ta PEeKOMEHJO0BaHO JO JApyKy Buenoro Pamoro dakynbreTy mpUKIaIHUX
iH(pOpMaIlIITHUX TEXHOJIOT1H Ta enekTpoimkeHepii (mporokon Nel Bix 28.08.2019 p.)
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3HaHb 3 TUCLUILTIHU.
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JIABOPATOPHA POBOTA Ne6

OOMiH JaHUMH MikK NPUCTPOSIMH PI3HUX IiAMepex

Meta po6oTn: O3HaHOMUTHUCH 13 B3aEMOJIIEI0 MEPEKEBUX IPUCTPOIB 13 PI3HUX
MIIMEPEeX Il 0OMiHY pecypcaMu.

|
//“°“:;;'F’T\

Server-FT -
myServer
ﬂl]]] — .l‘“‘-:»’i-ﬂ' 2960-24TT ™y,
! ' Switch0
Hub-PT 1841
/ Hub myRouter
Server-FT
[j web Server
—
i
PC-PT
myFC

Tomozoris Mmepexi

B nawniii mabopaTopHiit poOOTI ONMUCYETHCS MPOIEC HATAIMITYBAHHS MPUCTPOIB y PI3HUX
miaMeperxax 3 METO0 1X B3aeMOo/Iii MK c00010. BaxTMBO BUKOPUCTOBYBATH IMPABUITbHI
IP-agpecu mpucTpoiB 1 MapIIpyTHU3aTOPIB, SK1 3’ €IHYIOTH MIMEPEKI.

Kpok 1: IlepeBipka mo:xkauBocTi mia’exnanass myPC 10 myServer tTa myRouter

1. 3 komangHoro psaka MyPC signpaste ping 192.168.1.45 na myServer ta
ping 192.168.1.33 wa myRouter. Yu BusBmincs cupobu Biampasku echo-
3aIUTIB YCIIIIHUMU?

2. B PacketTracer, 3a momoMoror Muii (HaBiBIIM BKa3iBHUK Ha MOTPIOHMM
IPUCTPiit), Oo3HaOMTech 3 iH(OpMAIi€El0 MPO MepekeBy KOHIrypariro
koxxHOro npuctpor (myPC, myServer Ta myRouter).

3. 3amumite IP-anpecy 1 Macky miaMepeski KOXKHOTO MPUCTPOIO B TAOIHUIIO

. . Macka IP-anpeca
Hpucrpiun InTepdeiic IP-agpeca mimvepesi mimvepesi
myPC FastEthernet
myServer | FastEthernet

myRouter | FastEthernet0/0

4. BuszHauTe, 3HaXOJATHCSI MPUCTPOI B OJIHIM 4K PI3HUX MiAMEpEKaX.



Kpoxk 2:

1.

Kpoxk 3:

HanamryBanHs Mepe:xi s roctymy 10 myServer

B 3akmaami Config (HanamryBanwusi) myPC npusHaute HeoOximny IP-
aapecy nmnss MyPC, Tak mo0 BiH 3HaXOAuBCS B OAHIA MiAMEpPEki 3

inTepdericom FastEthernet0/0 mapmpytuszaropa myRouter Tta cepBepom
myServer.

IlepeBipka mix’exHaHHS

[Ticns 3amiau IP-agpecu ma myPC pianpaButu ping 192.168.1.45 Ha

myServer i ping 192.168.1.33 na myRouter. (BianpaBka echo-3amuty
NOBUHHA OYTH YCHIIIHOIO).



JIABOPATOPHA POBOTA Ne7

Ieperasna ingpopmanii B PDU, mo npoxoasaTe Mix KJIi€HTOM Ta cepBepoM

Merta podotu: [lepernsg Tpadiky, 110 HAAXOAUTH BiJI KJIIE€HTA 10 CEPBEPY MPH 3aIUTI
710 BEO-CITyK0.

Server-FT

Server-FT cizcolearn.web.com

| ]
DNS Server Wy 4
29350T-24 2950T-24
[: RemoteSwitch Internet WebSwitch
'—f.J
PC-PT
External Client Server-PT

test.web.com

Tomozoris Mmepexi

Kpok 1: Ileperasa Tpadiky mixk KIi€eHTOM i BeO-cepBepoM

1. VBiliAiTh y peXuM MOJICIIIOBaHHS, KIAIHYBIIXA BKIAAKy Simulation y npaBomy
HIDKHBOMY KyTi. BoHa 3HaxomuThest mopyd 3 Bkiajakoro Realtime i mo3nadena
CHMBOJIOM TanlMepa.

2. Ilepesipte Tpadik, ctBopuBmu ckiaguuit PDU B pexxumi MoaenOBaHHS:

2.1.Harucuite kuonky Edit Filters i moctaBre npamnopiii guimre y mossx TCP ta
HTTP.

2.2.HatucHith kHOonKy Add Complex PDU ([loxatu ckinagauii PDU), knamHyBImm
BIIKPUTUH  KOHBEPT, SIKAA 3HAXOJUTHCS HAJl TO3HAYKOID  PEKUMY
MO/ICITFOBaHHS.

2.3.Knmannite Ha IIK External Client, 3poOuBmm #oro #oro BiIlpaBHUKOM
TIaKETIB.

3. Brkaxite HasamryBanas Complex PDU, sminuBmu y Bikai Create Complex PDU

(CtBopenns cknagnoro PDU) HacTymHI HamamTyBaHHS:

3.1.Po3xin PDU Settings > Select Application: Bcranosite HTTP.

3.2.KnamniTh Ha cepsepi ciscolearn.web.com i fioro IP-aapeca 3sBuThCS B MOII
Destination IP address (IP agpec otpumyBaua).

3.3.V posznimi Source Port (ITopt mkepena) seenits 1000.

3.4.Y poznini Simulation Settings (HasamTyBaHHs MOJeJIOBaHHSI) BUOEPITH
Periodic Interval (Ilepionuunmii inTepBan) i BBenith 120 cekyH.



3.5.CtBopite PDU, xiannysmu Ha kHommi Create PDU y Bikui Create Complex
PDU.

[pocnigkyiite 3a Tpadikom, HaTtucHyBIm KHOmKy Auto Capture/Play
(ABTO3axXBaT/BiITBOPEHHSI) Ha TaHEIl MOJCIIOBaHHSI. Mo)XKHa NPUIIBUAIIUTH
MOKa3 MEpeMIlIeHHs] MAaKeTIB 3a JOMOMOrol NOoB3yHKa BiATBOpeHHs. [lokas
nepemimieHHs Tpadiky Oyne TpUBaTH axk 0 MOBHOTO 3alIOBHEHHs Oydepy, mpo 110
Oyze MOBiIOMIJICHO 3a OMOMOror crumBatodoro BikHa Buffer Full. 3ynunutn
noka3 nepemimieHnsa naketiB PDU MoHa TakoX KiIanHyBIIM Ha KHomii Auto
Capture/Play.

Kpoxk 2: Ilepersasia 3arosioBKiB aKeTiB, 10 MEePeMilIalOTHCH 110 MepeKi

[lepeBipTe 3aroJ0BKU MAKETIB, SIKUMH OOMIHIOIOTHCS KIIIEHT 1 CEPBEP.

1.

Binkpuiite manenb MOAEIIOBAaHHS Ta JBIYl KJIALHITH Ha OYb-IKOMY PSIIKY Y BIKHI
Event List (Cnucox mogiit). ¥ po0ouiit 0o0macti BioOpa3sHThCS KOHBEPT, IO
BIJINOBI/IA€ IILOMY PSJIKY.

KrnanHiTe Ha 3Ha4OK y BUIJISAI KOHBEpTa B poOoUiid 00sacTi, m00 NeperiasHyTH
1H(pOpMAIIIIO TTPO MAKET 1 3ar0JI0BOK.

VY Bikui OSI Model BigoOpaxkaeThcst, Ha sikomy piBHI OSI Mozeini 06poOIIETHCS
JTaHUU ITaKeT.

3BepHITH yBary, I0 piBEHb MOXE€ OyTH BHUIIUM a00 HIKYHUM, 3aJEKHO BIJ

IPUCTPOIO, KUK 00poOIisie nanuii makeT. Komyrarop BimoOpakae MmakeT TUIBKU J0
PiBHS 2, MapIIpyTH3aTOp (XMapa) — 10 3, a KOMIT 1I0Tep ado cepBep BiioOpakae makeT

710 piBHA 4.
4. TlpouwnTaiite onwmc makery y Bikai OSI Model.
5. Bubepite Brmagky Inbound PDU Details a6o Outbound PDU Details ta

HeperyITHbTE AaH1 MO BiAMPABICHOMY IaKETI.
3BepHiTh yBary Ha MAC-aapeca B kanpi, [P-anpeca B makeri 1 HOMEpH MOPTIB

BiJITPaBHUKA Ta OTPUMYBaya B CETMEHTI.

6.

KrnanHite iHIII1 PSAKKA COIUCKY TIOJIIH 1 IEPETIITHBTE X OIHC.

Iurannsa s IMOBTOPCHHAL.

1. 3anmmmite MAC-anpecy, [P-agpecy BinnpaBHuKa BeO-3aMUTYy.

2. 3anmmrite MAC-aapecy, [P-anpecy anpecara Be6-3anuTy.

3. SIxi TPOTOKONM TPHUKIATHOTO, TPAHCIIOPTHOTO Ta MEPEKEBOrO PIBHIB
BUKOPHUCTOBYIOTHCS Y BIAMPABICHUX BeO-3anuTax?

4. Slky anpecy noprta TpPaHCIIOPTHOTO PiBHS BUKOPUCTAHO BIMIPABHUKOM y BEO-
3anuTi?



JIABOPATOPHA POBOTA Ne8

HanamryBanus ciay:xxou DNS.

Meta po6oru: HaBuutuch HanmamtoByBaTH ciiy:k0y DNS B onepartiiiHiii cuctemi

Windows 10.

IHopsinox BUKOHAHHSA POOOTH.

Kpoxk 1: Briarw4denns cayx0u DNS B onepauiiiniii cuctemi Windows 10:

1.1.
InTep

HET».

Binkpuiite «Ilanenp ynpaBiaiHHS» 1y Hii BUOepiTh NyHKT «Mepexa i

%
2

8]

——

Manenk KepysaHHA

> v 4 » [MaHens kepysaHHA >

HacTpotoBaHHA NapaMeTpis KoMn'toTepa

Cwucrema i Gesneka
Mepesipwtn cTan kemn'toTepa
36epertk pesepeHi konil daiinie 3a
Aonomorcro banky daiinie

PezepeHe KOMIKOBAHHA T3 BIAHOBNEHHA
(Windows 7)

Mepexa A IHTepHeT
MepernanyTi cTan Mepesi Ta 3a843HHA
YcTaTKyBaHHA Ta 3BYK
MepernaxyTh NPUHTEPK T2 NPUCTROI
Joaatn npucTpiii

HacTpooeania 3aransHux NapameTpie
nepratueHux MK

Mporpamm

Buganutu nporpany

Iy

v O

MepernanyTn sa:

Q6nikoBi 3aNMcK KOPUCTYBaUiB

0 2ty Tun obnikosore sanncy
OdopMneHHs Ta MepcoHanisais

FOAMHHWK Ta perioH
3MiHUTH fopMaT gatn, yacy abo
BigcBpaeHHa yncen

Nerxkwia goctyn

Jlo3B0ANTI CHCTEMI 3aNPONOHYEATH
HacTpoRKN

OnTumisysatk sizyansHe sigobpaierna

Molwyk Ha naHeni kepysaHiA 2

Kareropia ~

0O >

1.2.

Jlani BuGepiTh MyHKT «lleperasHyTu cTaH Mepexi Ta 3aBIaHHS».

o
5% Uentp mepesesmx

« v R

MaHens KepyBaHHA

3MIHNTH 4OA3TKCEI

Aue. Takom

Windows

CRiNBHOTO AOCTyNy

NIAKAKIYERE | ENIABHOMD A0CTYNY

<« Mepexa it [uT... » LlenTp mepeskesnx nigkntoYeHs | cninsHoro goctyny
MeperaaHyTVW OCHOBHI BIAOMOCTI NPo Mepexy Ta HAacTpoITH NiAKAIOUYEHHA

MepernanyTh aKTMEHI Mepei
3mMinMTI HACTpOlKK adanTepa

napaMeTpu Mepena

3araneHo40CTyNHA MEpEKa

3MIHUTH NapaMETPN MEpEXKI

v O

Tun goctyny:

MigknrodeHHs:

‘ﬁ- HacTpoimi HoBE NigknroHeHHA abo Mepey
=

YETaHOBUTH LUMPOKOCMYTOBE, KOMYTOBAHE MAKNIOYEHHA Y1 nigkntodenda VPN aBo Hactpoiti

MAPLLPYTHIATOR YK TOUKY 40CTYTY.

=

JiarHocTysaTi Ta BUNPABUTK HENGNAAKK MEpEX 360 OTPUMATH BIAOMOCTI NPO BUNPAENEHHS

HEMONZLKN,

BEpanamayep ana 3axucHnka

Bnactueocti Bpayzepa

Mpwerpoi 14-38'Asky

BHI'IFEEHTH HENOA3AKH

Mowyk Ha naneni kepysanua O

IHTepHET
U Ethernet

- O X




1.3. B pospum «llepernsiHyt akTHUBHI Mepexi» BHOEpITh MiJKIIOYEHHS,
3aBJSIKU IKOMY 31MCHIOEThCS TOCTYI A0 IHTEepHETY (Te, U0 CTOITh MICIs
«ITigkmrouenns», Ethernet), 1 HATUCHITH Ha HBOTO.

1.4. Biakpuetrbcsa HoBe BikHO «CtaH Ethernety», B sikomy BioOpa)katoThcs BCi
HaJAIITyBaHHS 0OPaHOTO MiJKIIOYEHHS.

U Cran Ethernet X
JaraneHi
MigknoYeHHA
HocasHicTs IPv4: IHTEepHeT
NocmxHicTe [Pvb: Hemae aocTyny Ao Mepexi
CTaH Hodis: YBIMKHYTO
TpMB2NICTE: 00:33:14
LBMaKicTE: 100,10 MBiT fic
AKTUBHICTb
HanicnaHo L‘_‘_. OTpHMEHD
BaiTis: 1376 197 16 401 458
GBnaL—rMBDL—ri E;'BMMH:H';TM [liarHocTika
SAKPUTH

Crijt HATUCHYTH KHOTIKY «BI1acTUBOCTI».

1.5. Cepen KOMITIOHEHTIB, SIKi BUKOPHCTOBYIOTHCS IIIKIIOYCHHSIM, MOTPIOHO
obpatu «IIporokon Iareprery Bepcii 4 (TCP/IPv4)» abo «IIporokon
[arepuery Bepcii 6 (TCP/IPv6)» 1 knamHyTu no kHomill «BaacTuBoCTI»
JUISL BIJIIIOB1THOTO TIPOTOKOJY.



'T‘i' Ethernet - BRacTueocT *

Mepexa  CrinsHiit gocTyn

Mgk nwyeHHA yepes:

? Realtek PCle FE Family Controller

KomnoHeH™M, aki BVKOPMCTOBRIOTECH LIAM MiAKNOUYEHHAM:

&8 Client for Microsoft Netwarks -
3 File and Printer Sharing for Microsaft Metwarks

3005 Packet Scheduler

[l (poTokon IHTepHeTy Bepcii 4 (TCP/IPvd)
[ s Microsoft Network Adapter Multiplexor Protocal

. Microsoft LLDP Protocol Driver

4 MpoTokon HTepreTy Bepci 6 (TCP/IPVE)

< >

L4

IHeTanoeam. .. Binpanama BnacmeocTi
Ormc

MMpoToKon KepyBaHHA NEpeaBaHHAM MpaToKon IHTepHETY
(TCPA1P). CTtaHnapTHWid NpoTokon riofansHu: MEpEeX, AKWA
zabesnedye 36 AS0K M DISHOMEHITHAMI CrIOYYEHUMIA
MEDEXAMM.

DK Cracysam

1.6. AxtuByiTe myHKT «BukopuctoByBaTH Taki agapecu DNS-cepsepiB» i
HabepiTh B TEKCTOBOMY ITOJTi a/ipeca Ballloro cepBepa i J0JaTKOBHH, SKIIO
nepiinii BusBuThcs HeaktuBHUM (8.8.8.8 — myOGmiunuiit DNS-cepsep
Google).

MpoTokon Inteprety sepcii 4 (TCP/IPwd) — enacTueocTi X

3araneH  AneTepHaTWEHa KoHdirypauia

MapameTpr NpoTokony IP MOy TE NPMZHAHATHCA SETOMATHYHO, SKILO
Ballla Mepexa Mg TPUMMYE TaKy MOXMBICTb. B iHwomy pasi cnia
oTpMMaTH NapareTpu IP B aaMiHICTPaTOpa Mepexi.

@ O1pumaTtk [P-agpecy asTOMaETHYHO

O BukopucTosysaTh Taky IP-aapecy:

i

O OTpumaTh agpecy DNS-cepeepa asToMaTHYHD
(®) BuopucTosyBaTH Taki angpec DNS-cepeepis:

OcHoBHMIA DMNS-cepeep: 192 . 168 . 105 . 13

nls
-
-
ol e

ANBTEpHETHBHMIA DNS-cepeep:

|:| Mig 4ac BMxoay NIATEEPAXYESTH

_ OASTKOBD. ..
HECTPOMKIA Aon

Cracyearn

1.7. Tlicas uporo HaTUCHITH «OK», 00 BaIll 3MIHU 30€peTInCs.
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Kpoxk 2: HanamryBanus a6o 3mina DNS-cepBepa:
1.1. Bukownaiite nyHktu 1-5 Bkimtouenns DNS.
1.2. 3amicte BBegeHHsa [P-ampec (siki BXKe €) HATHCHITH Ha KHOIKY
«JlomatkoBo». Y HoBomy BikHI «JlomaTtkoBi mapamerpu TCP/IP»
nepeinite Ha Bkiaaky DNS.

Joaateosi napametpu TCR/IP x
MNapameTpu npoTokony IP DNS  wWINS
Anpect DMS-cepeepie ¥ NOPAAKY BMKOPHMCTaHHA:
192,168.105.13 i
8.8.8.8
1

OopnaTtw... PenarysaTh... BuaanuTi

TpH HUHEHEBRASH] NAPaAMETPH 3aCTOCOBYHOTECA A0 BOX
MiGKMOYEHE, AKI BMKOpHMCTOBYIOTE TCP/TP. [nA posnizHasaHHA He
MNOBHICTHY BU3HAYEHHX IMEH:

(® Qonasati ocHosrmi DNS-cydike i cydike niakmodeHHa
Honaeati baTeKiBcski cydiko ocHoeHoro DNS-cydikca
() NoaasaTk Tawi DNS-cydikon (y Takomy nopaaky):

AaTH... Peparyeatu... bHaar

DNS-cyike NigknoYeHHaA;

3ApEECTPYESTH 4PECHM 0D MGKMKYEHHA ¥ onymbi DNS

|:| BUKOpUCTOBYBaTKH DNS-Cydike MigKNKOUYEHHA Nif YaC peecTpaLU ¥
cnyi DNS

Cracysan

1.3. Ha Bxkmaami DNS 3MmiHITH HanmamTyBaHHS CEpBepa Ta HATHUCHITH
KHONIKY «OK», 1100 30epertTu ix.

Ha opnomy 3 eramiB BH BBOAWJIM aJpecy OCHOBHOIO cepBepa i
anpTepHaTUBHOrO. lle moTpiOHO TOMy, IO JOMEHHI IMEHa 31 BCHOTO CBITY HE
MOXYTh 30epiratucs B omHomy Micmi. Komm komm’torep mrykae cepen DNS-
CEpBEpiB 3aMUTyBaHe 1M s, BIH O0OXOJIUTh KiJIbKa CEPBEPIB 3a MOPSAKOM, KU BH
MOXKET€ caMOCTiiHO 3agaT y moni «Anpecu DNS-cepBepiB y TOpSIKY
BUKOPHUCTaHHs». TyT Moke OyTHM BBEACHO JEKIIbKa momaTkoBux aapec DNS-
cepBepiB.

DNS-cydikcu moTpiOHi anis hopMyBaHHS BHYTPIIITHIX MEPEXK, MiITOMEHHUX
iMeH (Hanpukiaa, subdomain.domain.com). SIkmo cepBep BaM HEOOXiTHUN TUTHKH
JUTS THKITIOYEHHS 10 [HTepHeTy, MOYKHA TIPOITyCTHTH ITI0 HACTPOMKY Ta 3aJIUIITUTH
il 3a 3amMoBUyBaHHAM. SIKIIO BU KOPHUCTYETECS, HAMPUKIAI, BHYTPIIIHBOT
KOPTIIOPATUBHOIO MEPEKEI0, BBENIITh CY(DIKCH 11 TiATOMEHIB Y BiJIIOBIHE TIOJIE.

Brrouene HamamTyBaHHS «3apeecTpyBaTH aapecH I[bOTO TIAKIIOYCHHS B
DNS» o3Hauae, 1110 Bain KoMm'toTep Oyjae 3apeecTpoBaHUM Ha CEepBEpPl 31 CBOEIO
aJpecoro Ta Ha3BOIO MPHUCTPOIO, MIPOMHMCAHOTO B HANMAIMITYBaHHX. J[i3HATHCS HA3BY
BaIlIOr0 MpPHUCTpOr0, MoxHa B «[lanem ymnpaBmiHHS» B NOyHKTI «CucTemMay.

11



Bxmtouennii myHkT «BuxopuctoByBatn DNS-cydikc NigKIIOYEHHS i 4ac
peectpamii y ciyx61 DNS» mpueaHae g0 iMeHi Balloro KOMIT'IOT€pa B MEpEexki

JOIATKOBUM Ccy(diKc.

Kpoxk 3: YcyHennst HecnpaBHocTeil npu podoti cayxou DNS
HeoOxinqHO mnepeBipUTH HaNalITyBaHHS CHUCTEMHHUX CIyXO, A1 LbOTO

NOTP10HO:
1.1.
Oe3reKay.

Binkputu «Ilanens ynpaBniHHsS» 1y Hii BUOpaTH myHKT «CucTema i

MaHenk kepyeaHHs

-« 4 s TMaHens kepyBaHHa »
HacTpotoBaHHa napameTpis koMn'ioTepa

Cwcrema i Besneka
Mepeeiputn cTaH komn'oTepa
36epertu pesepsHi Konii daiinis 3a
acnomercre banky daitnis

PesepeHe konitosaHHA Ta BIAHOBNEHHSA
(Windows T)

Mepexa i IHTepHeT
MepernaHyTH CTaH MepEXi T2 33B43HHA
/ YcTaTkysaHHA Ta 3ByK
MepernaHyTH NpUHTEDK T2 NpUCTpoi

Jopamw npucrpiii
HacTpotosarHa 3araibHIK NapaMeTpie

— O

v O

Mowyk Ha NaHeni KepyBaHHA

MepernanyTi za:  Kateropia *

O6nikoei 3anncu KopWcTyBadis

G 3miHuUTH TUN cBNiKoBOTO 3anKcy

OdopmaeHHA Ta NepcoHanizauia

FOAMHHWK Ta perioH

3mMinnTi doprar gatw, vacy abo
L BigoGpaKeHHA Yncen

Nerkwid agoctyn

[Jo3B0NUTH CUCTEMI 33NPONOHYBATH
HACTPOHKKN
OnTumMizyeatu BisyaneHe BigobpaskeHHa

8]

nopratretnx MK

Mporpamm

Buganuti nporpamy

bes

r

1.2.

VY HacTynmHOMY BiKHI HATHCHITH Ha « AIMIHICTPYBaHHS».

‘ CucTema it Besnexa

MaHenk kepyBaHHA

* Cucrema i Gesnexa
Mepexa i InTepHer
¥CTaTKyEaHHA Ta 3BYK
Mporpamn
OBnikoBi 3anKcK KOpUCTYBaYIE

QdroprnenHa Ta
nepcoHanizalia

loanHHnk T2 perict

Nerkwii goctyn

« v ﬁ » Manens kepysanHA » CucTema i Gesneka

€

T @ & 4 &

|

= O

v O

Mowyk Ha NaHeni KepyeaHHA

B e e Tl T ]

BaHk daiinis
3Bepert pesepeHi Konil ainie 3a gonomorow banky daiinis
BigHosuTu daiinu 2a gonomorow bawky daiinie

Pe3epBHe KONiOBaHHA Ta BiAHOBAEHHA (W...

Pesepene konitoeanHa Ta sigHoeneqna (Windows 7) | BigHoenenus daiinie iz peseperoi konii

BitLocker Drive Encryption

Kepysatu 3acobom BitLocker

MpocTtopwm 36epiraHHa
Kepysatn npoctopamu sGepiraHHA

Work Folders
KepyeanHa nankami Work Folders

AAMIHICTpYBaHHA
3BINEHUTH Micle Ha gucky | JedparMeHTyBaTi T2 ONTUMIZYBATH JUCKN
) Creopumi Ta hopmarysath posging xopctkoro gucka | W Mepernarymi xoypran nogiii

) 3annanysaty sasaanna

Flash Player (32-6iT)
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1.3. Binkpuerbcs CHOUCOK BCIX JOCTYDHHX THporpaM, BHOEpPITh MyHKT

«Servicesy («Cyx0om»).

5 | o’ = | AgminictpysanHs 3acoBW ANA ApAKES
OcHoBHE CnineHWA gocTyn Burnag KepysaHHa
uA ?E] <« Cuctema i Gesn > AAMIHICTRYBaHHA w
Ina'a " fata 3miHEHHA Tun
+#= Component Services 2.04,2018 2:34 Apnuk
23 Event Viewer 12.04.2018 2:34 Apnunk
&% i5C5| Initiator 12.04,2018 2:34 Apnuk
,5_‘_;, Local Security Policy 2.04.2018 2:35 Apnuk
E ODEC Data Sources (32-bit) 12.04.2018 2:34 Apnunk
E ODEC Data Sources (64-hit) 12.04,2018 2:34 Apnuk
[ Performance Monitor 2.04.2018 2:34 Apnnk
“,Ea Print Management 2.04,2018 2:35 Apnuk
’5!] Resource Monitor 12.04.2018 2:34 Apnuk
44 Services 12.04.2018 2:34 Apnnk
54 Systern Configuration 2.04,2018 2:34 Apnuk
':D Task Scheduler 12.04.2018 2:34 Apnuk
ﬁWindDws Defender Firewall with Advanc,..  12.04,2018 2:34 Apnuk
5 Bigomeocti npo cuctemy 12.04,2018 2:34 Apnuk
=m JUck BIAHOBNEHHA 12.04.2018 2:34 Aonunk
Enementie: 19 Bubpano enementie: 1 1,13 KB

O

Mowyk: AgminicTpyEaHHA

Pazmip

*
e
o

L
EL

1.4, 3naigite myHKT « DNS-KimieHT» 1 1Bi4l KJAIHITh IO HBOMY MHIIIKOTO.

% Services - O X
Mraiin Qs Burnag  Jdosigka
e |FEC= HE > o 0w
,.( Services (Local) ? Services (Local)
DNS Client Mame Description Status Startup Type Log ™
E:?;Device Association Service Enables pair.. Running  Automatic (T.. Loc
TC:;H[;I:\IS Client service (dnscache) L'.::J_‘;Device Install Service Enables a c... Manual (Trig... Loc
caches Domain Name System (DNS) L?;Device Management Enroll... PerformsD... Manual Loc
names and registers the full & Device Setup Manager Enables the .. Manual (Trig.. Loc
c':mputler qameforshléaosmputer. If £k DevicePicker_4f23a BuBip npwc... Manual Loc
:\riﬁ Sczr:;:ic:L:;itoogsfe;olvednames L'::J_‘;DevicesFlow_dea BuABNEHHA ... Manual Loc
However, the results of DNS name '{.‘;#;Deruery Background Disc... Enables app... Manual (Trig.. Loc
queries will not be cached and the &L DHCP Client Registers an... Running  Automatic Loc
corrlputer s I"IEI'TIEwI|.| ”D.t b.e '-S:};Diagnostic Execution Service  Executes dia... Manual (Trig... Loc
registered. If the service is disabled, P . . . . . i
any services that explicitly depend on ‘&) Diagnostic Policy Service The Diagno... Running  Automatic Loc
it will fail to start. ;Q;Diagnostic Service Host The Diagno..  Running  Manual Loc
‘&) Diagnostic System Host The Diagno... Manual Loc
. Distributed Link Trackin aintains li... unnin utomatic oc
&} Distributed Link Tracking Cl... Maintains li Running Al i L
. Distributed Transaction Coo... Coordinates... anua et
&} Distributed T C Coord M | N
;’.':J‘ dmwappushsve WAP Push ... Manual (Trig.. Loc
DNS Client The DNS Cli... Running  Automatic (T...
&1 Embedded Mode The Embed... Manual (Trig... Loc
L’:;J_‘; Encrypting File System (EFS)  Provides th... Manual (Trig... Loc
;’.';J_‘; Enterprise App Managemen... Enables ent... Manual Loc
. Extensible Authentication P... e Extensi.., anua oc
&l Bxtensible Auth P... TheExt M | L
l.'.':)_‘;File History Service Protects use.., Manual (Trig... Loc ¥
< >

Pozwmperni ACTEHAEPTHH“/
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1.5. 3BepHiTh yBary Ha nosie «Startup Type» («Tum 3amycky») — 1ei myHKT
MMOBUHEH MaTH MapaMeTp «ABTOMATUYHOY.

DMS Client Properties (Lecal Computer) *

General LogOn Recovery Dependencies
Service name: [y
Display name: DNS Client

Description: The DNS Client service ([dnscache) caches Domain  »

MName System (DNS) names and registers the full e

Path to executable:
CAWINDOW S aystem 32 avchost.exe 4 Network Service p

Automatic

Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Cracysam JacTocysam

1.6. [Ilicns BHECEHUX 3MiH HEOOX1THO HATUCHYTH «OK».
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JIABOPATOPHA POBOTA Ne9

HanamryBannsa nporoxkoay FTP

Meta podoru: HaBunutrch BcTaHOBIIOBaTH Ta HanamroByBaTtu FTP cepep Ha 6asi
FileZilla Server.

IHopsinox BUKOHAHHSA POOOTH.

Kpok 1: BeranoBiiennst FTP cepBepa:

1.1. JIns BCTaHOBJIECHHS HEOOXITHO 3aBaHTAXWUTU OJWH 3 JUCTPUOYTHUBIB, SKI
nonoMoxyTh po3BepHytd FTP-cepsep. B maGopartopniit po0GoTi Oynemo
BUKOPHUCTOBYBaTH Oe3komToBHUI nuctpudyTtus FileZilla Server.

1.2. Ilicns ckauyBaHHS JUCTpUOYTHBA, HEOOXIIHO 3aIyCTUTH HOT0 YCTaHOBKY 1
NOTPUMYHTECh pEeKOMEHJalii Hmwk4ye. B mepmiomy BikHI MOTpiOHO
MOTOJIUTHUCS 3 JIIEH31HOIO Yro/1010, HATUCHITH «I Agreey.

E FileZilla Server beta 0.9.60 Setup — *
License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.60,

Press Page Down to see the rest of the agreement.

| GMU GEMER.AL PUBLIC LICENSE A
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Flace, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your ]

If you accept the terms of the agreement, dids I Agree to continue. You must accept the
agreement to install FileZila Server beta 0.9.60.

Cancel

1.3. Jlami noTpiOHO BUOpPATH TUIT YCTAHOBKHU. Y CHOTO X IT'ATh:

o Crannaptauii (Standart) — BapiaHT AJIS YCTAaHOBKH 3 HYJISA JJIsI TOBHOTO
GyHKITIOHYBaHHS CepBepa.

o [loBuuii (Full) — mpakTuyHO TEX came, TOAATKOBO B TMAMKy YCTAaHOBKHU
Oyne CKOmiHOBaHWN BUXITHUIN KO MPOTPAMHU.

o Timsku FTP cepsic (Service only) — BctanoBmoeThes uiie FTP cepsic,
0e3 goctyry 1o HbOro uepes iHrepdeiic. KopucHo, SKIo HEOOXigHO
KepyBaTH CBOIM (DaillIOCXOBUILEM 3 1HIIOTO KOMIT'IOTEpa.

e Iurepdeiic ynpasninas (Interface only) - Ha BigMiHy BiJ mONEpeaHBOTO
MYHKTY, CTABUTHCS TUIbKU TpadiyHa 000JI0HKA KEPYBaHHS CEPBEPOM, ajie
HE BIH CaM.
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e Bubipkosa ycranoBka (Custom) — MOxHa 00paTH IOBUIbHI KOMIIOHEHTH.

FileZilla Server beta 0.9.60 Setup — x
Choose Components
Choose which features of FileZilla Server beta 0.9.60 you want to install.

Check the components you want to install and unchecdk the companents you don't want to
install. Click Mext to continue.

Select the type of install: Standard w
Or, select the optional FileZilla Server (Service) e
;;c:srg:iﬁnents you wish to Administration interface
' [ source Code
Start Menu Shortouts
Desktop Icon

Space reguired: &,0MB

OO6epiTh cTangapTHU BapiaHT (Standart) Ta HaTUCHITH «Nexty.
Ha nactynnomy BikHI HEOOX1HO BUOpATH TMAINKy YCTaHOBKH, HAIPUKIIA,
«C:\Program Files (x86)\FileZilla Server». Ilicis BubGopy mepexoabTe 10

HacTynmHOTO BikHa (Next).

1.4. Ha nactynmHOMY KpoOIll HEOOX1THO 0OpaTH CIIOCI0O YCTAaHOBKH 1 3aITyCKy
cepBepa.

FileZilla Server beta 0.9.60 Setup — x

Startup settings

Select startup behaviour for FileZilla Server

Please choose how FileZila Server should be started:

Install as service, started with Windows {default)

Install as service, started with Windows (default)
Install as service, started manuall

Do not install as service, start server automatically (not recommended)

Mote: This port is only used to administrate the server using the FileZilla Server Interface. It
iz not the FTP port used by FTP dients.

Start Server after setup completes

€ tpu Bapiantu 3anycky FTP-cepsepa:
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e Sk cimyxOy i 3amyckatu npu Bxoai B cuctemy (Install as service, started
with Windows (default);

e Sk cimyxOy i 3amyckatu Bpyuny (Install as service, started manually);

e [lpocra ycraHoBka, 3amyckatu BpyuHy (Do not install as service, start
server automatically.
Pekomennyerbcst 00patu nepuuii abo apyruid BapianT. PisHuus nuie B

TOMY, 10 B JAPYromMy BHUMNAAKy i poOOTH cepBepa, Bam HeobOximHo Oyne
nepexoaut B «llaHenb ympaBiaiHHA - AJIMIHICTpYBaHHS - YTHpPaBiiHHS
city’0amMu», 3HAXOJIUTU TaM CIY>KOy B CHHUCKY 1 3allyCKaTHh ii CaMOCTIHHO,
HATUCHYBIIIM Ha KHOTIOYKY 3aITyCK.

Kpim TOro, Ha mpoMmy ertami CcIiJi BKa3aTh IOPT, MO SKOMYy Oyje
nigKIoyaTucs iHTepdeiic kepyBaHHs cepBepoM. [lisl miaBHILEHHS Oe€3IeKH,
PEKOMEHIY€EThCS 3MIHUTH HOTO0 31 cTaHaapTHOTO (14147) Ha OyAb-IKUN 1HIINM.
3a 3aMOBUYYBaHHSIM BCTAHOBJIEHA OMIiSl «3aMyCTUTH CEPBEP MICIsST YCTAHOBKU»
(Start Server after setup completes).

Jlami mepexonbTe OO0 OCTAaHHBOTO BIKHA, BHKOPHUCTOBYIOYM KHOIKY
«Next».

1.5. Ha nactymHoMy Kpoili He00XiTHO 00paTu BapiaHTH 3aIlycKy iHTepdeiicy.

FileZilla Server beta 0.9.60 Setup — ™
Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

Start if user logs on, apply to all users (default) w

Start if user logs on, apply to all users (default)
Start if user logs on, apply only to current user
Start manually

< Back Install Cancel

[aTepdetic siBnsie COO00 aIMIHICTPATUBHY MIPOTrpamy, sika J03BOJISIE CTEXKUTH 3a
CTAaHOM CepBepa, 3alyCKaTH/3yMUHATH 1 HAIAIITOBYBAaTH HOTO.
€ Tpu BapiaHTH 3aIyCcKy 1HTepQeucy:
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ITpu Bxomi B cuctemy, Jutst Bcix kopuctyBauis (Start if user logs on, apply
to all users (default);

[pu Bxoxi B cucteMy, sl OTOYHOTrO KopuctyBava (Start if user logs on,
apply only to current user);
Bpyuny (Start manually).

[lepmnii BapiaHT, B OCHOBHOMY, BUKOPHUCTOBYETHCSI KOJHU 32 KOMII'IOTEPOM,
KyIu BcTaHOBIIOeTbess FTP-cepeep, mpamroe oauH kopucrysad. [pyrun

H1IXOIUTh JJISl TUX, XTO MPAIFO€ Ha KOMI'TOTEp1 HE OJIMH (Ha KOMM'TOTep1 KUTbKa

aKayHTIB, sIKI BAKOPUCTOBYIOThCSI PI3HUMH JIIOBMH) 1 X04e, 1100 HIXTO 1HIIUN

He kepyBaB iloro FTP cepepom. | Tpetiif BapiaHT 3ajlae mapameTp 3amycKy

TUIBKA BPYYHY, cepBep He Oye CTapTyBaTH Pa3oM 13 CUCTEMOIO, a TIJIbKU B

PYYHY.

Ipamopens «Start Interface after setup completes» B manomy BikHi 3a/1a€ 3aITycK
iHTepdeiicy Bipasy B KiHII YCTaHOBKH.

Jljist moyaTKy yCTaHOBKH cepBepa CJIiJl HATUCHYTH KHOTIKY «Instally.

Kpok 2: HanamryBanns FTP FileZilla Server

1.1.

[Ticnsa ycTaHOBKH, TIPH MEPIIOMY 3aIlyCcKy iHTep(deicy, 3'IBUThCS BIKHO,
7ie TOTPiOHO BKA3aTH aJipecy i MOPT IS MiAKIFOUEHHS, a TaK caMo TapoJib
aaMiHicTpatopa (NMpu TepuIid  yCTaHOBKM HWoro Hemae). MoskHa
BiJI3HAYMTH oIt «Beck 4ac 3B'a3yBaTuch 3 UM cepBepom» (Always
connect to this server). Haruckaemo "Ok".

Enter server to administrate - FileZilla Server

Please enter the address and port of the FileZilla Server installation you

want to administrate.

localhost.

- Enter the administration port {14147 by
Port: 14147
o - default), not the FTP port.

[J always connect to this server

Hostname or IP address. To
Host: | ocalhost refer to this computer, enter

*

Cancel

Sk BUIHO, 1€ MIKIIOYEHHS O CEpBEPa € JOKAJIbLHUM, Ha 110 BKAa3y€e 1M s XOCTa
localhost (a6o IP anpeca 127.0.0.1) 1 mopt 14147.
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1.2.

Tenep nepeiinemo 10 HajamTyBaHb. Lle poOUTHCS HIIAXOM NEpexoay 3a
aapecoro «Edit -> Settings». BIOKpueTbCS BIKHO HajamTyBaHb. Ha
nepuriit Bkiaani (General Settings) MokHa 3a7]aT HACTYITHI TapaMETPU:

FileZilla Server Options >

=I- General settings General settings

- Passive mode settings

- Security settings

- Miscellaneous

- Admin Interface settings
- Logging

- Speed Limits MNumber of threads: 2
- Filetransfer compression
- FTP ower TLS settings

- Welcome message
i IP bindings
. TP Filter

Connection setlings

List of ports between 1 and §5535. These
21 ports are used both for plain FTP and explicit
FTP aver TLS. (Default port: 21)

(0 for unlimited users)

Listen on these ports:

Max. number of users:

Performance settings

This value should be a multiple of the number of processors
installed on your system. Increase this value if your server
iz under heavy load.

[

- Autoban
Timeout settings
Connections timeout: in seconds {1-5933, 0 for no timeout).
) in seconds (500-9999, 0 for no timegut). This value spedfies
No Transfer timeout: the time a user has to initiate a file transfer.
Login timeout: in seconds (1-9999, 0 for no timeout). This value specifies
the time in which & new user has to login.

Cancel

ITopT, 3a ssKMM KJIi€HTH OyayTh MiaKIrOYaThcs 10 cepepa (Listen on these
ports), 3a 3aMoBUyBaHHsM 21 nopr;

MakcuManbHa KUTbKICTh KiieHTIB  (Max. number of users), 3a
3aMOBUYYBaHHSAM BCTaHOBJICHO 3HaU€HHA «0», 11€ 03HAYAI0YH, [0 KUTBKICTh
KJIIIEHTIB HE 0OMEKEHa.

[ami mapamerpu (Kinbkicts motokiB (Number of threads) Ta HanamTyBanHs
taiim-ayTiB (Timeout setting), ik MpaBUII0, 3ATHINAIOTH 0€3 3MiH.

1.3.

1.4.

1.5.

VY wnacrynHomy miamyHkTi (Welcome message) MoOXHaA HajallTyBaTh
BiTaJbHE TIOBIIOMJICHHS, SK€ OyayTh OauuTh KOPHCTyBadl MpHU
T IKJIFOYEHHI.

VY migmynkTi «IP bindings» nanamroBytotscs [P-agpecu, 3a sxumu Oyzae
noctynuuit FTP cepBep. Skmo HeoOximHO, mob cepBep OyB MOCTYITHUN
TIIBKY 3 JTOKATBHOI MEPEXKi, TO 3aMICTh 31POYKH, CITiI BKa3aTH JOKAIbHY
IP-anpecy, manpuxman, 192.168.1.5. B inmomy Bumaaky, He BapTo
HIYOTO 3MIHIOBATH.

VY mianyskTi «IP Filter» moxna 3amgatu IP anpecu (abo ix giama3oH), skum
Oyne 3a0opoHeHo migkatouatucs 10 nanoro FTP cepBepa, a Takox 3a1atu
BUKJIFOUEHHS 13 33J1aHOT0 Jiana3ony. Hanpukias, sikio noTpioHO KOMYCh
3a00poHuUTH noTparuisiTu Ha nanuil FTP cepep, To HE0OX1IHO BKazaTu
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1.6.

rioro IP-anpecy B nepmomy momi («The following IP addresses are not
allowed to connect to the servery). fkmo  HEoOXiIHO HAAATH AOCTYI
JUIIe TEBHUM KOPHUCTyBayaM 1 3a00pOHUTH BCIM 1HIIMM, TO CIiJ
MOCTaBUTH 31pOoUKy (*) B mepIiomy moJii 1 BKa3aTu CIUCOK J103BoJieHuX [P-
anpec B apyromy («Exclude the following IPs from the list of disallowed
IPs, thus allow access againy).

FileZilla Server Options >

The following IP addresses are not allowed to connect to the server:

- Passive mode settings

- Security settings

- Miscellaneous

- ddmin Interface settings
- Logging

- Gpeed Limits

- Filetransfer compression
- FTP over TLS settings

- Autoban

Exdude the following IPs from the list of disallowed IPs, thus allow access again:

By default everyone may connect to the server. You may either block individual IP addresses or
address ranges. If you block all addresses, you may allow access for individual addresses or ranges
again.

You can both enter individual IP addresses or address ranges in CIDR notation

Cancel (http:/fen.wikipedia. orgfwiki/CIDR_notation)

Bxnagka «Passive mode settings» perjlaMeHTYe MapameTpu IS
TIACHBHOT'O T KITIOYCHHS IO CepBepa.

FileZilla Server Options *
[l General settings Passive mode settings
i Welcome message —
1P bindings [Juse custom portrange: 0 - |0 { 1}
- IP Filter IPv4 spedific
EHIE mo i External Server IP Address for passive Use custom PASY settings if you are
?cunty setungs mode transfers: operating the server from behind a NAT
- Miscellaneous (®) Default router or a firewall. In that case, the IP
- Admin Interface settings address of the server is not accessible from
- Logging (O Use the following IP: outside of the router, so you should fill in
- Speed Limits the correct address here. Use the port
P . range to limit the number of ports that wil
- Filetransfer compression You can also enter hostnames need to be forwarded through the router,
- FTP owver TLS settings
- Autoban () Retrieve external IP address from:

http: ffip. filezilla-project. org/fip.php
(Default: http: ffip. filezila-project. ora/fip.php)

Information for users with dynamic IPs: If your external IP changes, it might take up to 5 minutes
after the next failed transfer until FileZila Server recognizes the changed IP.
In most cases, the IP is updated within 30s after a failed transfer.

Dan't use external IF for local connections

You can use this site to test that your settings wark correctly:

hitps: /{ftptest. net/

Cancel
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3MIHIOBATH HAJIAIITYBaHHS Ha JlaHId BKJIAJLI BapTO JIMILE B TOMY BUIAAKY,
AKIIO TIAKIOYeHHs 10 IHTepHeTy 3aiiicHioeThes uepe3 NAT abo mpokci-
cepaep.

VY upomy Bumanaky HeoOxinHO BkazaTu B noii «Use the following IP» cBoro
3oBHIIHIO [P-agpecy, a Ttakoxxk B mom «Use custom port range» 3aaaTu
Jiara3oH TMOPTIB, Yepe3 sIKi KIEHT 3MOXKe Miakiarodatucs a0 nanoro FTP
cepBepa B MACUBHOMY PEKUMI.

1.7. 'V nyHkTi HamamTyBaHb «Security Settings» 3a7aioTbCsi OOMEXKEHHsI Ha
BX1/IH1 1 BUX1/IH1 3'€JHAHHS TUILY "cepBep-ceppep. TyT HIYOro 3MiIHIOBATH
HE BapTo.

1.8. TIlynkt nHamamrtyBanb «Miscellaneousy wmicTute pi3Hi, SIK MpPaBHIO HE
cytreBi, HanamryBanHs FTP-cepBepa Hactpoiiku. Hampuknan, taki sik
«He mnoxkaszyBatu maponb B jor-¢aitmax» (Don't show passwords in
message log), «3amyckaTtu intepdeiic 3ropaytum» (Start minimized), a
Tak caMo po3mipu OydepiB mepenadi. 3MiHIOBaTH TyT, B 3arajbHOMY,
HIYOro He MOTPiOHO.

FileZilla Server Options x

- General settings Miscellaneous

i Welcome message
- TP hindings
‘. IP Filter
- Passive mode settings
- Security settings

Internal transfer buffer size: | 32768 (default: 32768)

- Admin Interface settings

~Logging Socket buffer size: 2143 | (default: 262144)

Don't show passwords in message log

] start minimized

- Speed Limits
- Filetransfer compression Adjust these values if you get very slow transfer rates,
- FTP TLS sett
T:EF setings Please check your changes to the buffer size carefully. Too high or too low values can have a huge
- Autoban impact on the data throughput.
] Allow downloading of files which are open for writing by another process.
Please note that this can result in corrupt transfers!
Ignore unroutable IPs on PORT command if remote address is routable.
oK |

Cancel

1.9. Ha Bxnaami «Admin Interface Settings» moxHa 3amatu [P-agpecy i1 mopr,
3a AKUMH Oyjie TOCTynHUM iHTepdelic ynpaBiaiHHS cepBepoM (Toi camuii,
KU criodatky BukopuctoByBayim sk localhost um 127.0.0.1 i 14147).
Kpim toro, Mmoxxna Bkazatu IP-aapecu, sKkuMm 103BOJICHO MITKITIOYATUCS
110 HBOTO.
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FileZilla Server Options x

Admin Interface settings

Important

[=- General settings
Welcome message
IF bindings

IF Filter

- Passive mode settings
- Security settings

- Miscellaneous

& Admin Interface settings
- Logging

- Speed Limits

- Filetransfer compression
- FTP gver TL5 settings

- Autoban

Due to security considerations, the admin interface settings can only be changed from local
connections. If you aren't connected locally (using 127.0.0.1 as server IP), all changes on this page wil
be ignored by the server,

Port on which the admin interface should listen: 14147

Bind the admin interface to the following IP
addresses:

IP Addresses which are allowed to connect
to the admin interface:

Use * to bind to all addresses.
127.0.0.1is the default binding, it always
exists and cannot be removed.

Localhost is always allowed to connect. You
can enter additional addresses or address
ranges using CIDR. notation. Use * to allow
all.

[] change admin password:

Mew Password:

Retype new Password:

Minimum passwaord length is 6 characters. Leave empty to remove password.

Cancel A password is required for remote administration to work.

1.10. Posznin manamrtyBaHb «Logging» M03BOIsE BKIIOYATH 3aUC JIOT-(aiiiB
(Enable logging to file), HanamTyBaT iX MakcuMmaiabHui po3Mmip (Limit
log file size to), mucatu Bce B omun daitn (Log all to "FileZilla
Server.log") abo mis KOXHOTO JIHS CTBOPIOBATH OKpeMHUU (B IBOMY
BUITQJIKy MOKHA OOMEXHUTH 1X MaKCUMAJIbHUN TEPMiH 30€piraHHs).

FileZilla Server Options >

Logging

[ ]Enable logging to file

[=)- General settings
Welcome message
- TP bindings
‘.. IP Filter

- Passive mode settings

- Security settings

Limit log file size to | 100 KB

Logfile type:

- Miscellaneous

- Admin Interface settings
- Speed Limits

- Filetransfer compression
- FTP over TLS settings

- Autoban

OK

Cancel

Log all to ‘FileZila Server.log'
Use a different logfile each day (example: fzs-2003-02-10.l0g)
Delete old logfiles after | 14 days

All log files will be saved in the "Logs™ subfolder in the FileZilla Server folder.
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1.11. Po3ain HanamryBanb «Speed Limits» m03BoJiss€ OOMEXHUTH IIBUIKICTD
BXITHUX 1 BUXIIHUX 3'€qHaHb. € qBa NUIIXA OOMEXKEHHS: 3a1aTU IOCTIHHE
oOMEKeHHs Ha Bech yac ab0 CTBOPUTH IpaBWJIa Ha KOHKPETHUU J€Hb
1/a00 roauHy. OOMEXEeHHsI 33J1al0ThCs B KijoOaiTax.

1.12. Posmin «Filetransfer compression» 103BoJsiE  BKIFOUUTH — PEKUM

CTUCHEHHs (ailniB npu nepepadi. [Ipy npomy MOXHA HanalITyBaTu

MIHIMaJIbHUNA 1 MaKCUMaJIbHUM pIBHI CTHCHEHHS, a Tako Bkazatu [P-

aapecu, Ui sIKuX He Oyjie BAKOPUCTOBYBATHUCS KOMIIPECIs.

FileZilla Server Options >

—I- General settings
Weloome message
IP bindings
- IP Flter

- Passive mode settings

- Security settings

- Miscellaneous

- Admin Interface settings

Filetransfer compression

IUsing the MODE Z fip protocol extension it is possible to use compressed file transfers,
] Enable MODE Z support

Minimum allowed compression level (1- 8):

Maximum allowed compression level (3-9): IZ‘

Loggidng. ) To conserve CPU power, MODE Z should not be used inside local networks.

SEE Limits , Exdude private IP address ranges

M Filetransfer compression

-FTP over TLS setti

over setings Don't use MODE Z for the following IP addresses:

- Autoban
You can also enter IPs with wildcards, IP address ranges or use the IP/subnet syntax.
You can also enter regular expressions (endosed in slashes) to filter hostnames,

oK |
Cancel

For details about the compression method, please read
http://ffilezila-project.org/specs/draft-preston-fipext-deflate-04, tut

1.13. 'V posmimi «FTP over TLS setting» Mo’kHa HaJamTyBaTH 3aXHINCHE
3'€HAHHA MDK KII€HTOM 1 cepBepoM. i1 mbOro moTpiOHO BKIIOYUTH
MiATPUMKY TIpoToKoTy TLS 1 BKa3zaTl NUIAXHU 10 3aKPUTOTO KITF04a, hanity
ceprudikary 1 mapoib.

1.14. V posapim «Autobans» MOXHa BKIIOYHUTH aBTOMATHYHE OJIOKYBaHHS
KOPHUCTYBadiB IMiCIs N-UX COpod HEBJAIMX MIAKIIOYCHh 1 TEPMiH
OnokyBaHHsA. g 1poro moTpiOHO BCcTaHOBUTH mpamnopeinb «Enable
automatic bansy», Bkazatu B rpadi "Ban IP adress after" kinbkicts cripo0
micis KuX Oyje 3A1MCHIOBAaTUCS OJIOKYBaHHSI, a TAKOX Yac OJIOKYBaHHS
B ol "Ban for ".
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FileZilla Server Options >

= General sttings

F Y T
: ”EI'_:D"_E message By default, FileZilla Server throttles incoming connects after some failed login attempts. This makes
P bindings attempts to break into the server impractical.

‘... IP Filter
. Passive mode settings However, a legitimate user would still be able to logon at any time.
~ Security settings If you're feeling paranaid, you can enable an sutomatic ban upon multiple failed login attempts. Be
- Miscellaneous advised that automatic banning can be abused for denial of service attacks, so use with care.
- Admin Interface settings
~-Logging []Enable automatic bans
- Speed Limits

- Filetransfer compression Ban IP address after failed attempts within one hour (min. 10).
- FTP ower TLS settings

Ban for hours (1-999).

Cancel

Kpok 3: IlouaTkoBe HAJIAIITYBAHHA AKAYHTIB KOPUCTYBauiB (users) i J0CTymiB
(share)

1.1. Jlng nomaBaHHS HOBOTO KOPHCTYyBaya MOTPiOHO BUKOHATH KoMaHy «Edit
— Users». BiikpueThCs BIAMOBIHE BIKHO POOOTH 3 KOPUCTYBadYaMH.

Users >
Page: Account settings Users

P General Enable account

Shared folders Password:

- Speed Limits

- TP Filter Group membership:

Bypass userlimit of server

Maximum connection count:

Connection limit per IP: !
Add ] Remove

Force TLS for user login 1
Rename - Copy

Description

Cancel

You can enter some comments about the user

1.2. Jlns mopaBaHHS HOBOT'O KOpHCTYyBada HeoOXigHO HaTUCHYTH «Addy. Jlam
noTpibHo OyAe 3amatu WOro iMm's, HaAOpUKIAJ, anonymous, 1
MIPUHAJICKHICTD 10 Tpynu (MokHa He BkazyBaTH ). Hatucuytu «Oky.
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Add user account *

Please enter the name of the user account that should
be added:

anormymaous

User should be member of the following group:

<none: et

OK Cancel

1.3. Jami qis AaHOro KOpUCTyBada MOKHA 3aJaTH MApojb 1 OOMEXEHHS 10
KUIBKOCTI 3'€THAHb.

1.4, Ham y posaumi «Share Folders» morpiOHO 3amatv mamku, 0 SIKHX
KOpHCTyBau MaTtume aoctyn. Jus mporo cmijg HatucHyTH «Add» 1
BUOpaTH MOTPIOHY Marnky Ha AUCKY. 371iBa MOKHA 3aJaTH MpaBa JIOCTYILY
no Hei: Tiabku uuTaHHd — «Read», 3ammc — «Write», BuUmaleHHS —
«Delete» 1 MOXIMUBICTH 3MIHM ICHYIOUMX GalIiB B AUPEKTOpii —
«Append». Hmxye MoXXHAa J03BOJIMTH CTBOPEHHS, BHUIAJICHHA,
OTPUMAaHHS CIHUCKY (DaililiB 1 MOMIMPEHHS T103BOJIIB HA IMiJIKATAJIOT .

Users *

Page: Shared folders Ilsers

..... General Fles fanonymous |
! Directories Aliases Read

Shared folders _
.. Speed Limits HE Wirite

" IP Filter Delete
(] Append

Directories
[]Create
[]Delete
List

< > | [+ Subdis | Add | | Remove |

Add Remove Rename Set as home dir | Rename | | Copy |

A directary alias will also appear at the specified location. Aliases must contain the full virual
path. Separate multiple aliases for one directary with the pipe character (1)

I using aliases. please avoid cyclic directory structures, it will only confuse FTP clients.

Cancel

1.5. Ilicna 3amaHHsS HeoOXimHMX mapameTpiB HaTHCHITH «Ox». Ha mpomy
HajamTyBaHHs cepBepa FTP 3aBepiieHo.
Jlist Toro, 11100 1HTIT KOPUCTYBadi MOTIM BukopuctoByBaTh ganuii FTP cepgep,
HeoOXxiaHO Hajxatu iMm Horo IP-agpecy, a Takox 3aaaHi joriH(u), mapodb(i) i,
MpU HEOOXIAHOCTI, MOPT (SIKILO 3MIHIOBAJIM), SIKI BOHM MOBHHHI BKa3aTH B
CBOEMY, MONepeaHb0 BcTaHOBIeHOMY FTP-kimieHT!.
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