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Kuarouosi ciioBa
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aHriiceKoro authentication, authorization, accounatir;l(g, encryption, wirelessnetwork
o ciie
AHoTAaNifA
YKPaiHCHKOIO:

JlumiomHa poOoTa TpHCBsYeHAa TOOYIOBI Ta peaiizailii KOMIUIEKCHOTO MiAXOMy IJis 3a0e3IeYCHHS
HaJIHHOTO MexaHi3My 3axucty iHpopmariii B Oe3mpoBigHiit Wi-Fi mepexi. BukoHano ormsam apxiTekTypu
komI1 torepHoi Mepexi crtanaapty EEE 802.11 ta Tomosnoriit 6e3nporoBux mepex. [IpoaHaiizoBaHO OCHOBHI
€JIEMEHTH IIpoLiecy AOCTYIY JO CEepeAOBUINA CTaHAAPTY. 3MIHCHEHO OIS AJIrOpUTMIB ayTeHTHdiKalii B
0e3mpoBITHUX Mepexkax, c(HhOpMyITHLOBAaHO OCHOBHI IUTI Ta 3aBIaHHS ayJANTy KOMIT IOTEPHOI MEPEXi, OIMUCAHO
3acO0M TMPOBEICHHS Ta METOIUKY ayauTy Mepexi, maocmimkeHo cepBicu 3axucty RADIUS 1 TACACS+.
[IpakTUYHO MOCHIIPKEHO MOJAETh MPOBEACHHS AyAMTy 3aXHUIIEHOCTI OE3MPOBIAHUX MEPEXk, 3arpOrOHOBAHO
npodiiae 3aXucTy I Mepex cranaapty 802.11, omucaHo JIOTiUHI 3B’SI3KM B CTPYKTYPl MEXaHI3MIB 3aXHCTY.
JlociipKeHO BUKOPUCTAHHS TEXHOJOTIH 3aXHCTy Mepeiadi JaHux Ta Joctymy a0 Mepexi Wi-Fi. Omucano
MpoLIECH BCTAHOBJICHHS Ta HAJAIITOBYBAHHS CEpBepa KOHTPOJIO OE3MEeYHOro JOCTYNY, a TaKOX
KoH(irypyBaHHs Touku noctymy Wi-Fi ns ayrentudikamnii gepes3 cepsep.

AHIJIIHACHKOIO:

The thesis deals with the construction and implementation of a comprehensive approach to provide a
reliable mechanism for protecting information on a wireless Wi-Fi network. An overview of the EEE 802.11
computer network architecture and wireless network topologies has been completed. The basic elements of the
process of access to the standard environment are analyzed. An overview of wireless authentication algorithms
was performed, computer network audit goals and objectives were described, network audit tools and
techniques were described, RADIUS and TACACS + security services were investigated. The wireless security
audit model has been practically investigated, the security profile for 802.11 networks is proposed, and the
logical links in the structure of security mechanisms are described. The use of data protection technologies and
access to Wi-Fi has been investigated. The processes for installing and configuring a secure access control
server, as well as configuring a Wi-Fi hotspot for authentication through a server, are described.
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