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Mertoro naHoi kBasidikariifHoi poOOTH € aHalli3 Bpa3InBoCTel peaisailii npotokoiay SSL/TLS Ta
PO3p0oOKa METOAOJIOTIT BUSBICHHS [IUX BPA3JIMBOCTEH 3 BUKOPUCTAHHSIM ICHYIOUMX TEXHIK Ta IPOTPaMHOIO
3a0e3MeYCHHS.

O06’€KTOM BHBYEHHS € BPa3IMBOCTI BiIKPUTHX peaizaiii mporokony SSL/TLS.

Metonamu JOCTIIKEHHS € SK 3arajlbHOHAYKOBI METO/IM Mi3HAHHS: MOPIBHSAHHS, CACTEMHUI aHai3, TakK i
clieriajibHi, 30KpeMa METOAN CTaTUYHOTO Ta JMHAMIYHOTO aHaJli3y KOJy.

HaykoBa HOBU3HA MoJArae y CTBOPEHHI METOMIOJIOTIT aHami3y peaiizaniii mporokony TLS Ha erami
PO3pOOKH 3 BUKOPUCTAHHIM METOIB CTATUYHOTO Ta TMHAMIYHOTO aHAi3y KOAY, @ TAKO)K MOTYIIBHOTO
TECTYBaHHS.

Pesynsrarn po60TH MOXKYTH OyTH BHKOPHCTaHI Uil MOUIYKY BPa3JIMBOCTEH Yy peaii3amisix MpPOTOKOITY
SSL/TLS moBoto nporpamyBants C Ha BCbOMY €Tarti po3poOKH.

anrmiicekoro: Work with 90 pages containing, 25 illustrations, 7 tables, 62 sources by the list of links.

The purpose of this qualification work is to analyze the vulnerabilities of the SSL/TLS open-source
implementations and to build a methodology for their detection during the development process.

The object of the research is the vulnerabilities of the SSL/TLS open-source implementations.

The scientific methods that are used in the study are both general-purpose methods, like comparing or
system analysis, and specific methods, such that methods of static and dynamic code analysis.

Scientific innovation is a creation of a methodology for analyzing implementations of TLS protocol at
the development stage using static and dynamic code analysis.

Results of the work can be used for detecting vulnerabilities of SSL/TLS protocol implementations that
are written in C programming language during the whole development process.
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