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OO6'exT moCHiPKEHHS: KOMIT I0TepHa Mepexka odicy ZoomSupport

Mera poGotu (mpoekrty): IlpoBectu anamiz mepexi odicy Z00OmSUupport ta Bpa3IMBOCTEH, Ta
3alpONIOHYBATH 3aXO/H, SIKi HEOOXiJHO MPOBECTH JUIS MOKPAIICHHS 3JaTHOCTI MPOTUCTOSTH TOTCHIIHHUM
3arpo3am MeToau AOCTi/KEHHS: aHali3, CUCTEMHHMM IMiIXi, METOAW: CTAaTUCTUYHI, KOHTPOJIHOBAHOTO
HABYaHHS, HEKOHTPOJILOBAHOTO HABYAHHS, HA OCHOBI HIUIBHOCTI PO3MOAUTY HabOpy MaHUWX, KiIacTepu3allii Ta
kiacudikartii.

VY cnerianbHii YaCTHHI A€TaIbHO OMKCAHO Ta MPOAHANI30BaHO MPOIEC BHYTPIIIHHOI (PIIIMHIOBOT aTaku
Ta ii pe3ynprarn. Takok ONMHECaHO Pe3yIbTaT 3aXHUCTY BiJl 30BHINIHBOI (PIIMHTOBOI aTaku Ha Mepexy odicy B
EeKOHOMIYHOMY DPO3/iJIi BH3HAYEHO EKOHOMIUYHY €(EKTHUBHICTH BiJ pO3poOKH 1 pearizallii 3armpornoHOBAHOTO
AITOPUTMY.

[TpakTruHe 3Ha4eHHA POOOTHU MOJIATAE B MOXIIMBOCTI 1HTErpalii po3poOIeHOro allfOPUTMY B ICHYIOUY
CHCTEMY BUSIBJICHHSI aHOMAJIiH JUIsl TOKPAICHHS €()EKTUBHOTCI MTPOBEICHHS HABYAHHS TIEPCOHATY.

Pesynbraru mpoBeneHUX B JUIUIOMHIN poOOTI JOCTIIKEHb MOXKYTh OyTH BUKOPHCTaHI JJISi TIOAAJIBIIOL
pPOOOTH HaJl YIOCKOHAJICHHSM CHCTEM PO3POOKH 3aXHIEHHUX MEPEK.

HaykxoBa HOBHM3Ha JOCIIIPKEHHS MOJSAra€e B BJOCKOHAJIECHHS METOJY BUSBIIEHHS BPazIMBOCTEH 3 METOIO
3MEHIIIEHHS KUIBKOCTI MOXIIMBUX 3arpo3 JJIsl MEpeXKi Ta MiJABUILEHHS e(eKTUBHOCTI 11 poOoTH.

AHDICHKOIO:

200-300 cnis

Obiject of Study: The ZoomSupport Office Computer Network

Purpose of the project: To analyze the ZoomSupport office network and vulnerabilities, and to suggest
measures that need to be taken to improve the ability to withstand potential threats. data, clustering, and
classification.

The special part describes and analyzes in detail the process of internal phishing attack and its results.
The result of protection against external phishing attack on the office network is also described. The economic
section defines the economic efficiency from the development and implementation of the proposed algorithm.

The practical value of the work lies in the possibility of integrating the developed algorithm into the
existing anomaly detection system to improve the efficiency of staff training.

The results of the research carried out in the thesis can be used to further work on improving the systems
of development of secure networks.

The scientific novelty of the research is to improve the method of vulnerability detection in order to

reduce the number of possible threats to the network and increase its efficiency.



