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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTYyaJbHICTh T€EMH POOOTH 3yYMOBJICHA 3POCTaHHSM BaXXKJIMBOCTI 1HOpMaIlii Ta
HEOOX1THICTIO 3a0e3MeUeHHS 3aXUCTy 1HPOPMAIIHHUX CUCTEM.

MeTta po6oTH: aHaJII3 anlapaTHO-TEXHIYHUX Ta IPOrpaMHO-OpraHi3alliiHuX METO1B
1 3ac001B MIABUIIICHHS O€3MEKU KOMI IOTEPHUX MEPEXK, IO JIaTyTh 3MOTy PO3poOUTH ab0
BJIOCKOHAJIUTH KOMILUIEKCHY CUCTEMY 3aXUCTY 1H(POPMAIIIIHUX PECYPCIB.

O0’eKT, METOAU TA JKepeJia JOCTiKeHHsI: TIPOIEC 3aXUCTy MepelaBaHHs JaHUX
B MEpEekKax.

OCHOBHI METOJM JAOCIIIKEHHS 3arajibHOi 3a/1a4l — 11€ METOAU T€OPii MPOEKTyBaHHS
TEJIEKOMYHIKaLlIMHUX MEpexX, Teopis mepefaBaHHS AaHMX. B sxocTi iHQoOpMariitHuX
JDKepes BUKOPUCTOBYIOTHCSL HAYKOBI ITyOJTiKallii Ta IHTEpHET JKepera.

HaykoBa HOBH3HA OTPMMaHHUX pPe3yJIbTATIB!

— y3arajJlbHeHO OCHOBHI HampsIMKH 3axUCTy 1H(GOPMAIIMHUX pecypciB, IO
YMOKJIUBIIIOE CTBOPUTH CTPYKTYpPOBaHUHM MIAXiA 10 BUOOpPY METOJIB Ta
3ac001B IMiJIBUILIEHHS HAIMHOCTI KOMIT IOTEPHUX MEPEK;

— 3alpONOHOBAHO AJITOPUTM TMOOYJOBH KOMIUIEKCHOI CHCTEMHU 3aXUCTY
1H(popMalli, Mo Aa€ 3MOTy IPOBOAUTH KOHKPETHI PO3PAXyHKU Ta NpUUMAaTH
OoOTrpyHTOBaHI PIILICHHS IPU CTBOPEHH1 YU BJIOCKOHAJICHHI METO/IIB Ta 3aC001B
M1IBUIICHHS 0€3MEKH KOMIT IOTEPHUX MEPEXK.

IIpakTuyHe 3HAYeHHSI OTPUMAHMX pe3yJIbTATIB.

Ha ocHOBI OTpUMaHUX pE3yJbTaTiB JOCTIIKEHHS 3alpONOHOBAHO BHUALICHHS
OCHOBHUX HaNpSIMKIB 3aXHUCTy 1H(QOPMAIIITHUX CHCTEM Ta MOJAHO aJTOPUTM CTBOPEHHS
KOMILJIEKCHOI CUCTEMH 3aXUCTy 1H(OopMaIlii; mpoBeeHO AeTAIbHUIM aHalli3 BU/IB Ta TUIIIB
MEpPEKEBUX 3arpo3, IO Ja€ 3MOTy BHU3HAYUTH OCHOBHI Ta KpI/ITI/ILIHl HaIpPSIMKH 7S
YIOCKOHAJIEHHSI METOAIB 1 3aco0iB MiJBHUILEHHS O€3MeKH KOMII IOTEPHUX MEpex;
JOCTIPKEHO METOJM 3aXUCTy 1H(GOpMaliiHUX MOTOKIB Ha TPAHCIOPTHOMY PIBHI MOJENI
OSI, mo nae 3Mory MiJICUINTH HEOOX1IHI €IEMEHTH KOMITJIEKCHOTO 3aXUCTy 1H(pOopMallii;
MOJIaHO amNapaTHO-MPOTPAMHI 3acO0M 3aXHMCTy KOMIT IOTEPHHUX MEPEX, M0 JAa€ 3MOTY
IPOBECTH BHUOIp TEXHIYHMX NPHUCTPOIB Ta HANAIITYBAaHHA Mporpam [js MiJBUILIEHHS
3aXMIIEHOCTI MEpeXi, BUKOHAHO IUIAHYBAaHHS OpPraHi3allliHO-TEXHIYHUX MOMEHTIB, IO
YMOXJIMBIIIOE  PO3pOOKY Ta BIPOBAKEHHS TMOMITHK OE3MEKH, 3alpOlOHOBAHO
BUKOpUcCTaHHsA TexHousorii VPN mpu noOynoBi 3axuIleHUX KaHaNIB MepeAadl JaHux, a
TaKO0X, MPOBEACHO aHaji3 aJrOPUTMIB KPUMNTYBaHHS, IO HAJa€ MOXJIUBICTH IMIJIBUIIUTH
HAJIHHICTh BUOOPY TEXHIYHHUX Ta MPOTPAMHHX 3aC001B 3aXHUCTY MEPEK.

Amnpobanisa. 3a pesyiabTaTaMu JOCIIKEHb MPOBEICHUX B paMKaX MariCTepchbKoi
pobotu 3pobneHo nBi gomnoBiaHl Ha VII MiXKHapoIHIM HayKOBO-TEXHIYHIM KOH(EpEHIIiT
MOJIOIUX YYEHHUX Ta CTYIEHTIB «AKTyaJbHI 3a/ayl CydyacHUX TEeXHOJorid » 28-29
mucronaaa 2018 poky 3 myOikali€ero Te3 J0MoBIICH.

Crpykrypa podotu. PoGota ckmamaeTbcsi 3 PO3paxyHKOBO-TOSCHIOBAIBHOI
3anmucku Ta rpadiuHoi yacTuHU. Po3paxyHKOBO-NOSCHIOBAJIbHA 3alMCKa CKIAA€ThCS 3
BCTyNy, / 4YacTUH, BHCHOBKIB, IMEpENIKy IMOCUJIaHb Ta JoAarkiB. OO0csar poboTu:
po3paxyHKOBO-TIOsicHIOBasIbHA 3anucka — 101 apk. dopmaty A4, rpadiuna yactuna — 11
CJaliB Mpe3eHTallii.



OCHOBHUM 3MICT POBOTH

Y Berynmi mpoBeeHO OIS Cy4acHOTO CTaHy BaXJIMBOCTI iHdopMalii Ta
iH(OpMaIITHUX pecypciB, HaBeJEHO MPUKIAAU KibepaTak, sKi MaJld CyTTEBUH BIUIMB Ha
BaYKJIMBI rajly31 HAPOJAHOTO FOCTOIAPCTBA UM HA 3HAUYHY KUIBKICTh JIFOACH.

B nepmomy po3aiii aumioMHOI poOOTH MPOBEAEHO JAETANbHUN aHali3 BUAIB Ta
THUIIIB MEPEXKEBUX 3arpo3, IO Ja€ 3MOTY BU3HAYUTU OCHOBHI Ta KPUTUYHI HANIPSIMKH JUISI
YIOCKOHAJIGHHSI METOIB 1 3aco0iB MiJBUIIEHHS O€3MeKH KOMIT IOTepHHX Mepex. Ha
OCHOBI aHaJIi3y METO/IIB 3aXUCTY 1H(POPMAIIIHA CUCTEM BU3HAYCHO CyJacH1 TEHJICHIII Ta
TUTIOBl TPaKTUKA TOOYJOBU 3aXUIICHHX Mepex. JlOCHIKEeHO MEeTOau 3aXUCTy
1H(pOpMaLIHUX MOTOKIB HAa TpaHCHOPTHOMY piBHI Mozeni OSI, o aae 3Mory miaCHINTH
HEOOX1/HI €JEMEHTH KOMILIEKCHOTO 3axucTy iHdopMmalii. OTpuMaHO Yy3araabHEHHS
METOMIB 3axucTy mpukiagHoro piBHsa OS| mMopeni, mo mae 3Mory mMpoBeCTH PO3POOKY
KOMILUIEKCY MIp Ta 3aXOM1B JJIS T1ABUIICHHS 3aXUIIEHOCTI MEPEKEBUX PECYPCIB.

B npyromy po3aiii nogaHo amapaTHO-IPOTpaMHI 3aC00M 3aXHUCTy KOMIT IOTEPHUX
MEpEeXK, 10 Ja€ 3MOTY IIPOBECTU BUOIP TEXHIYHUX MPUCTPOIB Ta HaJAIITyBaHHS Mporpam
JUISL TIIBUILICHHS 3aXHUIIIEHOCTI MEpeXki, BUKOHAHO IJIAaHYBaHHS OpraHi3alliifiHO-TeXHIYHUX
MOMEHTIB, 10 YMOXJMBIIIOE pO3pOOKY Ta BIPOBAIKEHHS IMOJITUK OE3MeKH,
3anponoHoBaHO BUKOpUcTaHHS TexHosorii VPN mnpu moOynoBi 3axulieHUMX KaHajiB
nepegavl J1aHuX, a TaKOoX, MPOBEACHO aHalli3 aJrOPUTMIB KPUNTYBAHHS, LIO HAJae€
MO>KJIMBICTh MIABULIUTH HAAIMHICTh BUOOPY TEXHIYHUX Ta MPOrPAMHHX 3aCOOIB 3aXHUCTY
MEPEK.

B Tperbomy po3aini JUIIIOMHOI pOOOTH y3araabHEHO OCHOBHI HAaNPSIMKH 3aXHCTY
1H(OpMaLIHUX pECypCiB Ta 3alpPOIOHOBAHO AJITOPUTM MOOYIOBU KOMILJIEKCHOI CUCTEMU
3aXUCTy 1H(pOpMalli, IO Ja€ 3MOTY MPOBOAUTH KOHKPETHI PO3paxyHKH Ta MpUHAMATU
OOTpyHTOBaHI pIIIEHHS MPU CTBOPEHHI YW BJOCKOHAJEHHI METOAIB Ta 3aco0iB
MIBUIICHHS OS3MEKU KOMIT IOTEPHUX MEPEK.

B cneuianbHiii yacTHHi TpoOBEAEHO OTJS[ MHUTAHHS oOpraHizamii  ¢i3udHOT
1H(}pACTPYKTYpH MEPEXi Ta aIMIHICTPYBAHHS KOMIT FOTEPHUX MEPEXK.

B po3gini  «OOrpyHTYBaHHSI €KOHOMIYHOI e(eKTHMBHOCTI» IPOBEICHO
PO3paxyHOK OCHOBHHUX TEXHIKO-CKOHOMIYHUX IMOKA3HUKIB €(EKTUBHOCTI BIPOBAIKCHHS
METO/IIB Ta 3aCO01B IMiIBUIIICHHS 0€3TEKH KOMIT FOTEPHUX MEPEIK.

B 4acruni «OxopoHa mpami Ta Oe3nmeka B HAA3BUYAWHMX CHTyamisix»
PO3MVISIHYTO MHMTAHHS OCBITJIIEHHA pPOOOYOro MICLS; PEeXUMY IMpall Ta BIANOYUHKY;
npaBuia MOBEIIHKH JIFOJAUHA Y 3MMOBUI NEPIOJT; yTpa3ByK Ta iHQpa3ByK, HOTr0 BILJIUB Ha
OpraHi3M JIIOIMHU; HAJ3BUYaliHI CUTYyallll TEXHOTEHHOT'O XapaKkTepy.

B yactuni «Exojoris» BHUCBITIEHO CTAaTUCTUKY NPUPOJHHUX Ta EKOJOTTYHUX
YUHHUKIB; JpKepesa yMy 1 BIOpalliil Ta METOAM iX 3HEIIKOIKEHHS.

¥ 3arajibHMX BUCHOBKAX 1010 IMIJIOMHOI pOOOTH ONMCAHO MPUUHSATI B IPOEKTI
TEXHIUHI PIMIEHHS 1 OpraHi3alliifHO-TeXHIUH1 3aXOAM, SKI 3a0e3MedyloTb BUKOHAHHS
3aBJaHHS HA IPOSKTYBAHHS; OPUTIHAIBHI TEXHIUHI PIIICHHS, MPUWHSTI aBTOPOM B TIPOILIEC]
poOOTH; TEeXHIYHI pimeHHs PoOOTH, SKI MOXKYTh OyTH BIPOBAIKEHI IJIsi PO3POOKH YU
BJIOCKOHAJICHHSI METO/IIB Ta 3aCO01B IiIBUIIICHHS 0€3MEeKN KOMIT IOTEPHUX MEPEK.

B nonaTtkax 10 mosiCHIOBAJIbHOI 3aIIMCKU MPUBEIEHO KCEPOKOIii T€3 TOMOBIIEH.



B rpadiuniii yacTuHI MOJAaHO TeMy, METy, O0’€KT Ta MpeaMeT JOCIIIKEHHS.
[Tonano 3amaui, ki HeoOXiaHO BupimuTU. [lokazana knacudikaiis CTymeHs 3aXUIIEHOCTI
cucteM. HapeneHno mnpuknaaum HaBMUCHHX 3arpo3. OIIHEHO NUISIXM peai3allii 3arpos
oesmemni. IlpoanamizoBaHo Meroau 3axucty Mepexk. [lomaHo opranizamiiiHO-TEXHIYHI
METOJIM 3aXHCTy MepeX. BU3HaueHO OCHOBHI HaNPsIMHU 3aXUCTy iH(QOpMaIITHUX PeCypCiB.
3amporoHOBaHO aAJITOPUTM TOOYJIOBU KOMIUIEKCHOI CHCTEMH 3aXHCTy iH(opMairii.
3po061eHO BUCHOBKH 11010 MTPOBEICHOT POOOTH.

BUCHOBKHA

B numiomHii  po0oTi  po3B’sAi3aHa  aKTyalbHa HAayKOBO-TEXHIYHA  3ajada
yIOCKOHAJIGHHSI METOJIIB Ta 3ac001B MiJABHILEHHS Oe3MeKHu KOMIT IOTepHUX Mepex. [Ipu
IOMY OTPUMaH1 HACTYMHI pe3yIbTaTu:

— TPOBEICHO aHali3 Ta TOPIBHSAHHS ICHYIOUMX MEPEXKEBHX 3arpo3, METOIIB
3aXUCTY MEPEK, TPAHCIOPTHOTO Ta NpukiIaaHoro piBHIB OSI mozen;

— TMPOAHAJII30BaHO amapaTHO-MPOrpamMHi Ta OpraHi3aliifHO-TeXHIYHI1 3aco0u Ta
ACIIeKTH OpraHi3allii MEpeKeBO1 OE3MEKH.

— 3anpONOHOBAHO BUKOpUCTaHHS TexHoJoriil VPN Ta kpuntyBaHHs 1HpOpMalii
JUTSL TIJIBUILICHHS 3aXUILEHOCTI IAaHUX Ta OpraHi3allii HaAliHUX 3’ €JHaHb;

— TIOJJaHO BUMOTH JI0 CTBOPEHHS KOMIUIEKCHOTO 3aXHCTy KOMII IOTEPHUX
MEPEK.

B po3aim «CrenianibHa yacTHHA» TMPOBEICHO OV MUTaHHS opraHizamii GpiznyHoi
1H(}paCTPYKTYpH MEpEXi Ta aIMIHICTPYBAHHS KOMIT FOTEPHUX MEPEK.

B poszaini «OO0rpyHTyBaHHSI €KOHOMIYHOT €(EKTUBHOCT» MPOBEICHO PO3PAXyHOK
OCHOBHMX TEXHIKO-€KOHOMIYHHUX IMOKA3HUKIB €(QEKTUBHOCTI BIPOBAIKEHHS METOJIB Ta
3ac001B MIJBUILEHHS O€3MEKU KOMIT IOTEPHUX MEPEXK.

B pozain «OxopoHa mpati Ta Oe3neka B HAI3BUYANHUX CUTYALIsIX» PO3IIISIHYTO
MUTAHHS OCBITJIEHHS pOO0YOro MICIS; PEXUMY Mpalll Ta BIAMOYUHKY; IPABUIA MOBEIIHKU
JIOJIMHU Y 3UMOBHI NEPioJl; yTpa3ByK Ta 1H(pa3ByK, HOro BIUIMB HA OPTraHi3M JIIOJIMHU;
HaJ[3BUYAlHI CUTYallil TEXHOTEHHOT'O XapaKTepy.

B poszaini «EkoJoris BHCBITJIEHO CTaTUCTUKY HOPUPOAHMX Ta EKOJOTTYHUX
YUHHUKIB; JpKEepesa mymy 1 BiOpailiif Ta MeTOAM 1X 3HEIIKOKEHHS.

CIIMCOK OIIYBJIKOBAHUX ABTOPOM IIPALIb 3A TEMOIO POBOTHU

1. JlocmiIKeHHsT BIIPOBAPKEHHS HOBUX TOCIYT B MEPEKax onepaTopis 3B’ 53Ky /
[Cymentox 10.-B. 1. Tta in.]. // Marepiamu VII MikHapoaHOT HAyKOBO-TEXHIYHOT
KoH(DepeHIlli MOJIOANX YYEHUX Ta CTYICHTIB «AKTyaslbHI 3a/1aul Cy4YaCHUX TEXHOJIOT1i»
TepHOMIIBLCHKOTO HAIIOHAJIBHOTO TEXHIYHOTO yHiBepcuTeTy imeHi IBana Ilymros,
(Teprominb, 28 — 29 muctonana 2018 p.). — Teproninb: TepHOMITBCHKUI HAIlIOHATBHHNA
TeXHIYHUI yHiBepcuteT iMeHi [Bana Ilymtoa — 2018. — C. 154.

2. MeToau 1 3aco0M TMIABUINCHHS HAMIMHOCTI KOMIT'IOTEpHUX Mepex /[
[Cymentok 10.-B. 1. ta in.]. // Marepiamu VII MikHapomHOT HAYKOBO-TEXHIYHOT
KOH(epeHIli MOJIOANX YYEHUX Ta CTYJEHTIB «AKTyallbHI 3a/1aul Cy4YaCHUX TEXHOJIOT1i»
TepHOMIBCHKOTO  HALIOHAJIBHOTO TEXHIYHOro YyHiBepcutery imeHi Iana Ilymros,
(Tepuominsb, 28 — 29 mucronana 2018 p.). — TepHominb: TepHONINBCHKMI HAITIOHATEHUN
TeXHIYHUHN yHiBepcuTeT iMeHi [Bana [lymros — 2018. — C. 155.
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AHOTALIA

Y po0oTi mpoBeAeHO JOCTIKEHHS IOKPAIICHHS METOAIB Ta 3aco01B IMiABUIIECHHS
Oe3MeKr KOMIT' IOTEPHUX MEPEX, M0 JacThb 3MOTY pO3poOUTH ab0 BIOCKOHAJIUTH
KOMIUIEKCHI CUCTEMH 3aXHUCTY 1H(pOopMaIiii.

B nepmiomy po3niii IUIIIOMHOT poOOTH MPOBEACHO JETaIbHUN aHa3 BUIIB Ta THUIIIB
MEpEeXKEBUX 3arpo3, IO Ja€ 3MOTY BU3HAYUTH OCHOBHI Ta KPUTHYHI HAMPSMKH IS
yIOCKOHAJIGHHSI METOIB 1 3aco0iB MiJBUINEHHS O€3MeKH KOMIT IOTEpHUX Mepex. Ha
OCHOBI aHaJII3y METOIIB 3aXUCTY 1H(GOPMAIIMHN CHCTEM BU3HAYECHO CY4YacHI TCHJCHIIII Ta
TUTIOBl TPaKTUKA TOOYJOBU 3aXUIICHHX Mepex. JlOCHIKEeHO MEeTOau 3aXUCTy
1H(pOpMaLIHHUX MOTOKIB HA TpaHCHIOPTHOMY piBHI Mozeni OSI, mo nae 3Mory miACUIUTH
HEOOX1/HI €JEMEHTH KOMILIEKCHOTO 3axucTy iHdopMmalii. OTpuMaHO Yy3araabHEHHS
METOMIB 3axucTy mpukiagHoro piBHs OSI mopeni, mo gae 3MOTy MPOBECTH PO3POOKY
KOMIUIEKCY MIp Ta 3aXOM1B JJIS M1JBUIICHHS 3aXUIIEHOCTI MEPEKEBUX PECYPCIB.

B npyromy poszaini IuniaoMHoi poOOTH MOJIaHO anapaTHO-TIPOrpaMHi 3aCO0M 3aXHUCTY
KOMIT'IOTEpPHUX MeEpeX, M0 Ja€ 3MOTYy MPOBECTU BHUOIP TEXHIYHMX MPUCTPOIB Ta
HaJAIITYBaHHS Mporpam JUJIsl MiABUIICHHS 3aXUINEHOCTI MEpPEeXi, BUKOHAHO IJIaHyBaHHS
OpraHizaiiifHO-TeXHIYHUX MOMEHTIB, IO YMOXKIIMBIIIOE PO3POOKY Ta BIPOBAKEHHS
MOJIITUK O€3MeKH, 3amporoHOBAaHO BHUKOpHUCTaHHS TexHonorii VPN mnpu moOynoBi
3aXUINEHUX KaHaJIB TMepeladl JaHuX, a TaKoX, MPOBEICHO aHali3 alrOpUTMIB
KPUIITYBaHHA, L0 HAJa€ MOXIIMBICTh MIJBUIIMTH HAAINHICTE BHUOOPY TEXHIYHHMX Ta
IPOrpaMHUX 3aC001B 3aXUCTY MEPEK.

B TperbOoMy po3aiial JUIIIOMHOI POOOTH y3arajJlbHEHO OCHOBHI HANpPsIMKH 3aXHUCTY
1H(OpMaLIHUX pecypciB Ta 3aIPONOHOBAHO ANTOPUTM MOOYIOBH KOMIUIEKCHOI CUCTEMU
3aXUCTy 1H(pOpMallli, IO Ja€ 3MOTY MHPOBOJUTH KOHKPETHI PO3paxyHKH Ta MpUHAMATH
OOTpyHTOBaHI pIIIEHHS MPU CTBOPEHHI YW BJOCKOHAJEHHI METOAIB Ta 3aco0iB
MIJBUIICHHS OS3MEKU KOMIT IOTEPHUX MEPEK.

B posznini «CrermianbHa 4acTHHa» MPOBEAEHO OIVISJ MUTAHHS opraHizaimii (izudHol
1H(DpaCTPYKTYpH MEPEXi Ta aAMIHICTPYBAHHS KOMIT FOTEPHUX MEPEK.

B noBHOoMy 00cs31 BuKOHaHO po3nuin « OOTpyHTYBaHHSI €KOHOMIYHOI €()eKTHBHOCTI,
«OxopoHna mparii Ta 6e3rneKa B HaA3BUYANHUX CUTYaIlisax» Ta « EKOnorisy.

O6’ext nocmimkennd. [Iporec 3axucTy nepegaBaHHs JaHUX B MEpEkKax.

[Ipeamer nmocnimkenHs. Teopis MPOEKTyBaHHS TEJIEKOMYHIKAIIHHUX MEPEXK, Teopis
nepeIaBaHHs JTaHMX.

Mema i 3a0aui 0ocnioxcenus. MeTow AOCIIKEHHS € aHali3 anapaTHO-TEXHIYHUX Ta
MPOTPAMHO-OPTaHI3AIMHUX METOMIB 1 3ac00iB MIJABUILECHHS O€3MeKH KOMIT IOTEPHUX
MEpex, 10 MaAyTh 3MOTY pO3pOOUTH ab0 BJOCKOHATUTH KOMIUIEKCHY CHUCTEMY 3aXUCTY
iHdopmaniiHux pecypciB. i1 JOCSATHEHHS TOCTABJIEHOI METH HEOOXIJTHO BUKOHATH
HACTYIIHI 3aBJIaHHs: TMPOBECTH aHaII3 Ta MOPIBHAHHS ICHYIOUMX MOJEJIEH Ta MiJAXOIiB
3aXHUCTy MEPEKEBUX PECYPCIB, IO TACTh 3MOTY BH3HAYUTH TEXHIYHI Ta OpraHi3aIliiiHi
acmeKTd 3a0e3MeueHHs 3aXHUCTy MeEpeX; JOCIHIAMUTH METOAM Ta 3acol0u Oe3neku
KOMIT FOTEPHUX MEpeX, M0 JacTh 3MOTY BH3HAYUTH [UBIXM Ta HAMNpPSMKH iX
BJIOCKOHAJICHHS; HA OCHOBI TIPOBEICHOTO aHali3y pO3pOoOMTH pPEKOMEHAAIIl II0A0
moOyJI0OBM KOMIUIEKCHOI CHCTeMH 3axucTy iHdopmarlii, mo skoMora Ouibiie Oyne
BIJITOBI/IaTH YMOBaM pOOOTH OpraHizaIliii pi3HOI CTPYKTYpH.
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OCHOBHI pe3yJbTaTH:

— TMPOBEJEHO aHali3 Ta MOPIBHSIHHS ICHYIOUHMX MEPEKEBUX 3arpo3, METOIIB 3aXUCTY
MepeX, TPAaHCIOPTHOTO Ta npukiaaHoro pisHiB OSI mozneni;

— TIpOaHAI30BaHO amapaTHO-NPOrpaMHI Ta OpraHi3aliiHO-TeXHIYHI 3acobu Ta
aCIIeKTH opraHizallii MepexeBoi O€3IeKH .

—  3alpoIlOHOBAHO BUKOpHCTaHHS TexHosorid VPN Ta kpuntyBanHs iHopMalrii ajs
MIJBUIICHHS 3aXUIIEHOCTI IaHUX Ta OpraHi3allii HaJliHUX 3’ €/THaHb;

— TOJAHO BUMOTH JI0 CTBOPEHHS KOMILJIEKCHOTO 3aXHUCTY KOMIT IOTEPHUX MEPEK.

Krouosi cioBa: [HOOPMAIIMTHA CUCTEMA, KOMIUJIEKCHA CUCTEMA
3AXUCTY IHOOPMAILIIL, CEPBICH, ITIPOTOKOJI, KPUTITYBAHHA.

ANNOTATION

The research has been carried out on the improvement of methods and means of
increasing the security of computer networks, which will enable to develop or improve
integrated information security systems.

In the first section of the thesis, a detailed analysis of the types and aspects of network
threats is conducted, which enables to identify the main and critical areas for improving
methods and tools for increasing the security of computer networks. Based on the analysis
of the methods of information systems protection, current trends and typical practices for
the construction of secure networks have been identified. The methods of information
flows protection on the transport level of OSI model are investigated, which enables to
strengthen the necessary elements of complex information protection. The generalization
of protection methods of the OSI application layer is obtained, which allows to develop a
set of measures and countermeasures to increase the security of network resources.

The second part of the thesis deals with hardware and software tools for the protection
of computer networks, which allows choosing technical devices and configuring programs
to enhance network security, organizing technical events planning, enabling the
development and implementation of security policies, the proposed use of VPN
technology during the construction of secure data transmission channels, as well as an
analysis of cryptographic algorithms, which provides an opportunity to increase the
reliability of the choice of technical and software means of protection that network.

The third section of the thesis summarizes the main directions of the information
resources protection and proposes an algorithm for building a comprehensive information
security system that enables to make specific calculations and make informed decisions
when creating or improving methods and tools for increasing the security of computer
networks.

In the section "Special part" the review of the organization of physical infrastructure of
the network and administration of computer networks was reviewed.

The sections "Justification of economic efficiency"”, "Labor protection and safety in
emergencies” and "Ecology" are executed in full.

Object of study. The process of data transmission security in networks.



Subject of study. The theory of telecommunication network design, the theory of data
transmission.

The purpose and tasks of the study. The purpose of the study is to analyze the hardware-
technical and program-organizational methods and means of increasing the security of
computer networks, which will enable to develop or improve a comprehensive system of
protection of information resources. In order to achieve this goal, the following tasks
should be carried out: to analyze and compare existing models and approaches for
protecting network resources that will enable to determine the technical and organizational
aspects of ensuring the protection of networks; to explore methods and means of security
of computer networks, which will enable to determine the ways and directions of their
improvement; on the basis of the analysis to develop recommendations for the
construction of a comprehensive information security system that will as much as possible
meet the conditions of the work of organizations of different structures.

Main results:

— analysis and comparison of existing network threats, network protection methods
and security of transport and application levels of the OSI model;

— analysis of hardware-software, organizational and technical means and aspects of
organization of network security.

— the use of VPN technologies and encryption of information is proposed for
increasing data security and organization of reliable connections;

— requirements for the creation of integrated computer network protection are filed.

Keywords: INFORMATION SYSTEM, COMPLEX SYSTEM OF INFORMATION
PROTECTION, SERVICE, PROTOCOL, ENCRYPTION.



