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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

Axmyansnicms memu. Ha choroasimHiii geHp moTtpebu B IoAaTKax Jyis
BUSIBJICHHS aHOMAJTIM IIBUAKO 3pOCTal0Th, 0COOJIMBO B IHTEpHET-0€e3meri. BianosiaHo
710 3BITY PO 3arpo3y Oesmnerli inTepHeT-0e3nexku Symantec B 2015 pori, ¢imka araku
31 CITIBOM € OJTHI€I0 3 HAMCHIIBHIIIIUX aTaK, K IMPaBHUIIO, 11€ TTOB1IOMJICHHSI €JIEKTPOHHO1
MOIITH, $Ki, UMOBIPHO, HAIXOIATh 3 HAIIWHOTO JpKepelna, TOJMl SK, HATUCHYBIIH
MOCUJIaHHS HaJaHUX eJEeKTPOHHUX JIUCTIB, Ballll OCOOMCTI JlaHl Oy IyTh BKpajaeHui 31
3pOCTaHHSAM WMOBIPHOCTI Hamamy, Ieil Hamaj BIUIMBa€e Ha chepH Mpojaxy, piHaHCH
Ta omepaiiii. [I[porpama BUsSBIEHHS aHOMAITI MOXe OyTH BUKOPHCTAHA 11 KOHTPOJTIO
HaJl HE3BUYHOIO MOBEIIHKOI0 KOPUCTYBAUiB Ta 3a0JIOKYyBATH 11l aTAKH 3a3/aJI€TiIb.

Mema i 3a0aui Oocnidxcenns. MeTow NaHO! JUIUIOMHOI POOOTH € po3poOKa
6araToakTOpHOI CXeMHU BUSBICHHS aHOMAJIi TOTOKY 3 IETEKTOpaMH aHOMaJIli TOUKa
Ta TOTOKY J/JIA JIETKOi IHTerpaiii pi3HUX JpKepen AaHux. Takox B Hik poOOTi
MIPEICTABIICHI AESIKI MPUKIIAJIM peaii3alii pi3HUX alrOPUTMIB, & TAKOK PE3yIbTaTH IS
PI3HHX YCTaHOBOK.

Pamku, 3amponoHoBaHi B JaHiii poOOTi, MOXYTh OyTH BHUKOPUCTaHI B PIZHHUX
rajiy3sx MPOMHCIOBOCTI, 1 MH MparHeMo JOMOMOITH KOMIIAHISIM CKOpOYyBaTU
CIIO’KMBAHHS €HEprii Ta 3a01IaAUTH BUTPATH Ha IHPPACTPYKTYPY, BUSBIISIIOUN HEBIAU1
BUYACHO Ta MOKPAITyIOYH KOH(IIEHIIIHHICTD Ta OE3IEKY.

006’ckm 0ocnioxncenna. Mu po3nodainy Nporec po3poOKH CTPYKTYpU, BUSHAYUBIIH
BHMOTH /IO CTPYKTYpPH Ta OaxkaH1 IHTepPErcr MK MOTYJISIMU.

Haykoea nosuszna oodepycanux pesyismamie. Y 11bOMY MariCTepCbKOMY MPOEKTI

pPO3pO0OJICHO TECTOBY CXEMYy [UJIsi TECTYBaHHS PI3HUX aJrOPUTMIB BUSBJICHHS
O0araroMipHUX MOTOKIB aHOMamii. TecTOBHIl MeXaHI3M CKJIaJAa€TbCs 3 TPhOX PI3HUX
YaCTUH: TEHEPATOPiB MaHMUX, JAETEKTOPH TOYKOBHX AaHOMAJIiH, METEKTOPH IMOTOKY
aHomauiii. I'eHepaTopu JaHUX BUKOPHUCTOBYIOThCS ISl T€HEpalli pI3HUX JKEpel
JAHUX, JIETEKTOPH TOUYKOBUX AaHOMAIM BUKOPHUCTOBYIOTBHCS I TEHeparii OamiB
aHomanii 3 OaraTOBUMIPDHUX JaHHWX, 1, HAPEIITI, JCTEKTOPU aHOMallii TOTOKY
BHUKOPHUCTOBYIOTBCS ISl BUSBJICHHS aHOMAJIIM BIJIMOBIIHO O aHOMAJiH, OTpUMaHUX
paHiiie.
Ilpakmuune 3nauenns  odepycanux  pe3ynvmamie. 1'eHepaTopu  JaHUX
BIIPOBA/KYIOTHCS 3 JDKEPEJaMH JTaHUX 3 JIAaHUX IITYYHOTO MOJICTIOBaHHS, HaOOpy
JaHUX Ta JaHUX 4YacoBUX psAiB. JlId TOYKOBHMX aHOMATIMHHUX JIETEKTOPIB
BUKOPUCTOBYIOThCA Pyisc, JIokanbHUN KOe(DILIEHT BUKUIIB 1 BEKTOpPHA MalllMHA
MIATPUMKH (Ki1actep). st 1eTeKTopiB aHOMaJIbHOTO MOTOKY peajli3oBaHi alrOpUTMHU
DDM, CUSUM ta FCWM.

Anpobauia pesyrvmamie mazicmepcovkoi poéomu. B 1iiomy, 3 peanizaiii, MU
0a4ynMo, 1110 MOi paMKH, 3alPONOHOBAaHI B MOill IUIUIOMHIN poOOTI, MPAIIOI0Th AYyXkKe
no0pe, Bci Kilacu Ta iHTepdeiicu HeoOX1AHi 1 JIeTKo OyTH po3iupeHi. TakKuM YuHOM,
KOPUCTYBa4l MOTJM 30CEPEAUTUCh HA KOHCTPYKIISIX anropuTMmiB. [l OIiHKH
KOPHUCTYBa4l MOXXYTh BUKOPHCTOBYBATH Pi3HI JKEpea JaHUX, Pi3HI aHOMaJIbHI THIIH,
00 MoOaYNUTH, YU € AITOPUTMH HAMIMHUMH 4M Hi. TakoX € CIOKET, KU MOKa3ye
pe3ynbTaTH aHOMAJi B peabHOMY 4Yacl Ta BCl HEOOXIJHI MOKA3HUKH, JJISI YOTO



IPOCTIIIE KOPHUCTYBAa4yeBlI HACTPOIOBATH IMapaMeTpu alropuTMy Ta e(eKTHUBHO
MOPIBHIOBATH 3 1HILIMMU aJITOPUTMaMH.

Crpykrypa po6otu. PoboTa ckiamaeTscs 3 pO3paxyHKOBO-TIOSCHIOBATLHOI
3aMuCKH Ta TpadivyHoi YacTHHHU. PO3paxyHKOBO-TIOSICHIOBAIbHA 3aMTUCKA CKIIAAEThCS
3 BCTYIy, 8 4acTWH, BUCHOBKIB, MEpeiKy MOCWIaHb Ta AoJaTkiB. OOcsar poOoTH:
PO3paxyHKOBO-TIOSICHIOBaJIbHA 3anmucka — 124 apk. ¢popmary A4, rpadiuHa yactuHa —
15 cnaiiaiB npe3eHTallii.

OCHOBHMUM 3MICT POBOTH

Po6ota mpucm’sueHa mnorpebamM B JOojaTKax i BUSIBICHHS aHOMAIM,
oco0nuBo B IHTepHeT-0e3meril. BianmoBiqHO 10 3BITY MPO 3arpo3y Oes3merli iHTepHeT-
oesnexku Symantec B 2015 porri, dimka aTaku 31 CIIBOM € OJHIEIO 3 HAMCHIIBHIIINX
aTak, sIK MPaBUIIO, 1€ TTOBIJOMJICHHSI €JIEKTPOHHOI MOIITH, 5IK1, HMOBIPHO, HAIXOASTh
3 HaAIWHOTO JDKepena, TOMAl SIK, HATUCHYBIIM TMOCHJIAHHS HAJaHUX EJIEKTPOHHUX
JIUCTIB, Balll ocoOUCTI AaHl OyAyTh BKpaJeHUM 31 3pOCTaHHSAM MMOBIPHOCTI Hamamy,
1Iei HamaJ BIUIMBA€E Ha cdepu npoaaxy, ¢piHaHcu Ta onepaiyi. [Iporpama BusBiIeHHS
aHoMasii Moxke OyTHM BHUKOPHCTaHa JUIsi KOHTPOJIIO HaJl HE3BUYHOI MOBEIHKOIO
KOpPHUCTYBauiB Ta 3a0JI0KYBATH 111 aTaK 3a37aJIeT1/lb.

B mnepmomy po3gijai maricrepcbkoi po0OTH pO3MVISIHYTO aHOMai st
imeHTrdikarii BUMaaKiB 3 BETUKOI KIJTLKOCT1 BUTIAJIKIB, K1 B OCHOBHOMY BBa)KAIOThCSI
HOpMallbHUMH. Po3poOka GararodakTopHOi CXeMH BUSBIICHHS aHOMaJlid MOTOKY 3
JETEKTOpaMH aHOMaJIii TOYKa Ta MOTOKY JJIS JIETKOT 1HTEerpallli pi3HUX JpKepen IaHuX.
[Ipotiec po3poOKu CTPYKTYpH Ha OCHOBI BU3HAYEHUX BUMOT JI0 CTPYKTYPH Ta OakaHi
iHTepdeiicu Mk MoayisiMu. DyHIaMEHT pearizailii B 00’ €KTHO-OpIEHTOBaHIi MOBI,
10 CIPOILY€E pO3MIMPEHHS 1HTep(ENCiB Ta peanizallito HOBUX alroputMmiB. Po3poOky
OCHOBH, BIPOBAKEHHS JEKUIBKOX aJITOPUTMIB, IO JO3BOJISIIOTH MPABUIBHO
B1I00pa)kKaTh OCHOBHI (YHKIIi Ta MPOJEMOHCTPYBATH THYUYKICTh Au3aiHy. K
ONTHUMI3yBaTH NapaMETPH AJITOPUTMY JIJISl PI3HUX CLIEHAPIiB Ta aITOPUTMIB.

B apyromy po3aiji maricrepcbkoi po00TH PO3IIIIHYTO MOB’sI3aHI pOOOTH.
OnucaHo HE3aKOHHE BHSIBIEHHS TOYKOBHX aHoOMaliid. JlOCHIIKEHO pO3paxyHOK
anomanii. IlpoananizoBaHo KjacTepu3zallis MOCIiAOBHOTO MOTOKYy Python (Pyisc).
Onucano Momenb MIATPUMKHA BEKTOPHOI MAIIMHM Ta MMATPUMKH BEKTOPHOI
Kiactepu3aiii. Po3risiHyTo iaeto nokaiasHOTO Koedimienty Bukuay (lof). Buznaueno
3MIHM BUSIBJICHHS Ta TOTOKY aHomamiil. [IpeacraBieHi OCHOBHI i/l NEKUIBKOX
QITOPUTMIB BUSIBJICHHS 3MiH. 3aCTOCOBAHO J1arHOCTUKY HECTPABHOCTEH JJISI TTOTOKY
JaHUX.

B TperboMy po3aisii MaricTepchkoi pod0TH PO3IIISTHYTO T'€HEPATOP MOTOKY.
OnucaHo IETEKTOP TOUYKOBUX aHOMAaJii. J[ociimKkeHO MOTOYHUN IETEKTOp aHOMATIi.
[IpoanasizoBaHO OCHOBHI MOTOKHU JIJIsl TECTOBOI CUCTEMH.

B yeTBepTOMY pO3aiJi MaricTepchbKoi po00TH PO3TIISIHYTO apXITEKTypa MO€ET
cTpykTypu. OmnmcaHo TeHeparop NOoToky. JlochimkeHo MyHKT AedeKTOCKOIIi
anomaniii. IIpoanamizoBano posmupeHHs anroputmy DDM, CUSUM, FCWM.
BuBeneHo uucioBi pe3yiabTaTi. OIIHEHO IE€TEKTOPIB TOUKOBUX aHOMAJIIH.



B n’saTomy po3aiji MmaricTepcbKkoi po00TH PO3TIISHYTO JETEKTOPIB TOUKOBUX
anomamiii. Onucano orinku DDM, CUSUM, FCWM. Buseneno nerektopiB aHomautii
MOTOKY.

B cneuniajbHiii YacTHHI TOKa3aHa OI[IHKA alTOPUTMIB BHSBJICHHS MOTOKIB
aHOMaTii.

B po3aini «O0rpyHTYyBaHHSI €KOHOMIYHOI e()eKTUBHOCTI» € JOCIIKECHHS
METO/IIB 1 3ac001B BUSIBJICHHS aHOMaJliii B 0araTo(akTOpHUX KOJEKIISIX JaHUX, IO
NOJIUISAIOTHCS HAa JIEKUIbKA eTamiB, IO JO03BOJISIE TMOJIETIIUTH 1 CTPYKTypyBaTu
BUKOHAHHS pOOOTH.

B uyactuni «Oxopona mpami Ta 0Oe3nmeka B HAA3BHYAMHMX CHUTYaIisIX»
OMUCAaHO MIKPOKIIMAT poOouoi 30HM 1 HeOe3meyHi W MIKiAIMBI (akTopu mpU
BUKOHaHHI POOIT 3a KOMII'IOTEpOM. PO3risiHyTO mMiABHILEHHS CTIHKOCTI poOOTH
00’€KTIB rOCHOIAPCHKOI JISJIBHOCTI Y BOEHHUM Yac Ta OLIHKA il paJloaKTUBHOIO
3a0pyIHEHHsSI MICUEBOCTI TICIS SAEPHOr0 BUOYXYy Ha BUPOOHMYY ISUIBHICTD
MYHILIUIIAIBHUX MIANPUEMCTB, YCTAHOB Ta OPraHi3alli.

B po3nini «ExoJiorisn» po3riasiHyTi CTpyKTypa 1 TEHAEIIl pO3BUTKY CBITOBOI
€HEPreTUKH Ta ONMKUCAHO CTATUCTUYHUIN aHalli3 TeH IEIIH 1 3aKOHOMIPHOCTEN TMHAMIKA
B €KOJIOTTIi.

Y 3arajibHUX BHCHOBKAX II0A0 JWILIOMHOI PO0OOTH OIKCAaHO MPUNHATI B
JTUTUIOMHIM poOOTI OCBITHBOTO piBHS «MaricTp» HayKoOBI Ta TEXHIUHI PIIICHHS 1
OpraHizamiifHO-TeXHIYH1 3ax0Jid, SKI 3a0e3leuyloTh BHUKOHAHHS 3aBJIaHHS Ha
MIPOEKTYBAHHS; OPUTIHAIBHI TEXHIYHI PIIIEHHS, MPUXHATI aBTOPOM B IIpolieci poOoTH;
TEXHIYHI1 pilIEHHS POOOTH, SIKI MOXKYTh OyTH BIIPOBa/I?KE€H1 Y BUPOOHULITBO.

B nonaTtkax 10 mOSICHIOBAIBHOI 3aMTMCKY TPUBEIEHO KCEPOKOITii T€3 JOMOBIACH.

B rpadiuniil yacTUHI MOJAHO TEMY, METY, OO0 €KT Ta MPEAMET JOCIHIIKEHHS.
ITonano 3aBaaHHs 10 AMIUIOMHOI poboTu. HasiBHI neMOHCTpaIliiiHi MOXKIUBOCTI JJIst
KepyBaHHS KaMepaMH, CIIEHapisiMU Ta CUEHapisiMu OOpOOKH JaHOro reHeparopa Ta
KOHCOPIIIYMY JaHHUX, TPOMUCIOBUX JIAaHUX Ta JAHWX; aHoMallbHI neTtektopu PYISC,
SVM 1 Lof, a Takox nerekropu anomaniii DDM, CUSUM ta FCWM. IligxmrodeHHs
710 BCIX amapaTHUX MPUCTPOIB, MPU3HAYCHUX IS ACTEKIlli aHOMAMIMHUX Ae(eKTiB, 1
PYISC, 1 LOF, 3abe3nedyioTh MBHAKUN AOCTYN JO JaHUX, a 4oJioBiku SVM
3a0e3meuytoTh Oe3neKky Ta 0e3neKy y BCboMy CBITI. JIjisi BUSIBJICHHS aHOMaJbHUX
netexktopiB DDM BUIHO CaHIOMITKH, 110 BigoOpakae BUCOKY IMIBUAKICTH JTOCTYITY, 1
CUSUM, sika BimoOpaxae BCi J1aHi, 10 MICTAThCs y BamoMy qoaatky. FCWM Binirpae
BXKJIUBY POJIb Y BUPIIIEHHI TPOOJIEM.

BUCHOBKH

VY 11boMy MaricTepcbkomMy MpoeKTi PO3pO0IECHO TECTOBY CXEMY JIJIsl TECTYBaHHS
PI3HMX aITOPUTMIB BUSIBIICHHS 0araTOMIpHUX MOTOKIB aHOMalii. TecToBuil MexaHi3mM
CKJIQIA€ThCS 3 TPHOX PIZHUX YACTHH: TCHEPaTOpiB JAHUX, JACTEKTOPH TOUYKOBHX
aHOMaJIiif, IETEKTOpU MOTOKY aHoMasii. ['eHeparopu qaHUX BUKOPUCTOBYIOTHCS IS
reHepailii pi3HUX JpKepes JaHuX, JETEKTOPH TOYKOBUX aHOMAaiil BUKOPHUCTOBYIOTHCS
JUIsl TeHeparlii OanmiB aHoManii 3 0araToBUMIpHUX JaHUX, 1, HAPEIITI, JETEKTOpHU
aHoMaJTii TOTOKY BUKOPHUCTOBYIOTHCSI [IJIi BUSIBJICHHS aHOMAJINA BIJMOBITHO 0
aHOMaJTii, OTPUMAHMX PaHIIIIe.



['enepaTopu JaHUX BIOPOBAKYIOTHCA 3 JUKEpENaMy JaHUX 3 JaHUX MITY4HOTO
MOJICITIOBAHHS, HA00pY JaHUX Ta JAHUX YaCOBHX PAMIB. JIJIT TOUKOBUX aHOMAJIHUX
JETEKTOPIB BUKOPUCTOBYIOThCS Pyisc, JOKambHUII KOE(IIIEHT BUKUAIB 1 BEKTOPHA
MallliHa MATpUMKHA (KiacTtep). s 1eTeKTopiB aHOMAaJIbHOTO TMOTOKY pealli3oBaHi
anroputMu DDM, CUSUM ta FCWM.

CIIMCOK OIIYBJIIKOBAHUX ABTOPOM IIPALIb 3A TEMOIO POBOTH
1. TexHosOris TOCTYyNy A0 IHTEPHET PecypciB sl 0cid 3 0COOIMBUMHU
norpedamu / [Kammupkuit O.B. Ta iH.]. // Marepiaaun MiKHApOAHOT CTYIEHTCHKOT
HAyKOBO-TeXHIYHOI KOoH(pepeHuii «[Ipupoannui Ta rymaniTapHi HayKu. AKTyalbHI
nuTaHHs» TepHOMIBCHKOTO HAIIOHATBHOTO TEXHIYHOTO YHIBEpCUTETY iMeH1 IBaHa
[Tymiosa, (Tepnomins, 26 — 27 xBitHa 2018 p.). — Tepuomine: TepHOMIbCHKHIA
HAI[lOHANFHUH TeXHIYHHUI yHiBepcuteT imeHi IBana [lymos — 2018. — C. 44.

AHOTAIIS

Maricrepcbka poOoTa MPHUCB’siUeHa MOTpedaM B J0JaTKaxX JUisl BUSIBICHHS
aHomautiif, oco6Bo B [HTepHeT-0e3mneti. BiimoBiiHo 10 3BITY Mpo 3arpo3y Oesmelri
iHTepHeT-0e3nekn Symantec B 2015 pori, ¢imka atakd 31 CHIBOM € OJHIEIO 3
HAaWCUJIBHIIIMX aTakK, SK MpaBWiO, 1€ TMOBIJIOMJICHHS €JIEeKTPOHHOI TOIITH, SKi,
WMOBIPHO, HAJIXONATh 3 HAJIMHOTO JKEpesa, TOMl $K, HATHUCHYBIIW MOCHJIAHHS
HaJJaHUX €JIEKTPOHHUX JIUCTIB, Ballll 0COOUCTI JaHi OyayTh BKpaJieHui 31 3pOCTaHHIM
WMOBIPHOCTI Hamajuy, e Hamaj BIUIMBAaE Ha chepu npoaaxy, piHAHCH Ta omeparii.
[Iporpama BUSBIEHHS aHOMaJlid MoO)ke€ OyTHM BHUKOPHCTaHa JII KOHTPOJIO Haj
HE3BUYHOIO MOBEIIHKOK KOPUCTYBAUIB Ta 3a0JIOKYBATH L1 aTaKH 3a3/1aJI€T1/1b.

B nmepmiomy po3aun marictepcbka poOOTH PO3MVISIHYTO aHOMaulii st
1meHTrudikalii BUMaaKiB 3 BEJIMKOI KIJTKOCT1 BUIAJIKIB, SIKI B OCHOBHOMY BBa)KAIOTHCSI
HOpMaJIbHUMH. Po3poOka OararoakTOpHOi CXeMH BUSBIICHHS aHOMaJlli MOTOKY 3
JETEKTOpPAMH aHOMaJIii TOYKa Ta MOTOKY JJI JIETKO1 1HTerpali pi3HUX JKepen TaHuX.
ITporec po3poOKK CTPYKTYPH Ha OCHOBI BU3HAUYEHUX BUMOT JI0 CTPYKTYpHU Ta OakaHi
iHTepdeiicu Mk MoayisimMu. DyHIaMEHT pearizailii B 00’ €KTHO-OpIEHTOBaHIi MOBI,
10 CIPOINLY€E PO3MIMPEHHS 1HTep(ENCciB Ta peanizallito HOBUX alroputMiB. Po3poOky
OCHOBH, BIPOBAKEHHS JEKUIBKOX aJITOPUTMIB, IO JO3BOJISSIOTH MPABUIBHO
B1I0OpakaTh OCHOBHI (YHKINI Ta MPOJEMOHCTPYBATH THYUKICTh Au3aiHy. Sk
ONTHUMI3yBaTH MapaMETPH AJITOPUTMY JIJISl PI3HUX CIICHAPIiB Ta aITOPUTMIB.

B npyromy posnuii marictepchka poOOTH PO3MVISIHYTO TOB’si3aHI pOOOTH.
OnucaHo HE3aKOHHE BHSIBIEHHS TOYKOBHX aHoOMaliid. JlOCHIIKEHO pO3paxyHOK
anomanii. IlpoananizoBaHo KjacTepu3zallis MOCHiAOBHOTO MOTOKYy Python (Pyisc).
Onucano Momenb MIATPUMKHA BEKTOPHOI MAIIMHM Ta MMATPUMKH BEKTOPHOI
Kjacrtepu3zatii. Po3risiHyTo et nokaasHOro koedinienty Bukuay (lof). Buznaueno
3MIHU BHUSBJICHHS Ta MNOTOKY aHomamid. [IpencraBieHi OCHOBHI 1€l JEKIJIBKOX
AJTOPUTMIB BHUSBJICHHS 3MiH. 3aCTOCOBAHO J1arHOCTUKY HECIPABHOCTEH IJIsi TOTOKY
JaHUX.

B tperboMy po3naini Marictepchka poOOTH PO3MIISIHYTO TEHEPATOp MOTOKY.
OnucaHo IETEKTOP TOUYKOBUX aHOMAaJiH. J[ociimkeHo MOTOYHUN IETEKTOp aHOMATIi.
[IpoanasnizoBaHO OCHOBHI IOTOKH JIJIsl TECTOBOi CUTEMH.



B derBepTOoMy po3aisii Maricrepchbka poOOTH PO3TJISHYTO apXiTEKTypa MOE€i
cTpykrypu. Ommcano TeHepaTtop TOTOKY. JlochimkeHo myHKT nedexTockomii
anomaniii. IIpoanamizoBano posmmpenHs anroputmy DDM, CUSUM, FCWM.
Buseneno uuncioni pe3ynbraTd. OLIHEHO IETEKTOPIB TOYKOBUX aHOMAJIIH.

B m’stoMy posnuii maricrepcbka poOOTH PO3INISIHYTO JETEKTOPIB TOUKOBUX
anomajii. Onucano orinku DDM, CUSUM, FCWM. BuseneHo neTekTopiB aHOMaTi1
MOTOKY.

OO0’€eKT MAOCTIKEHHS: TPolleC pO3pOOKH CTPYKTYPH, BUSHAUUBIIKM BUMOTHU 10
CTPYKTypH Ta OaxkaHi iHTephercH MK MOTYJISIMU

[TpenMer mocmikeHHsS: (YHIAMEHT peali3yeThCsl B 00’ €KTHO-OpPIEHTOBAHIN
MOBI, 1110 CTIPOIIY€ PO3MIMPEHHS IHTEPPEICIB Ta peaizalliio HOBUX alrOPUTMIB.

Meta pobotu: € po3poOka OaraTopakTOpHOI CXeMH BHUSBICHHS aHOMAJii
MOTOKY 3 JETEKTOpaMH aHOMallli TOYKa Ta MOTOKY JAJIs JIETKOI1 1HTerpamii pi3HHX
JpKepen naHux. Takox B 1ii poOOTI mpeCcTaBIeHl AesKi MPUKIIaAN peatizallii pi3sHIX
ITOPUTMIB, @ TAKOXK PE3YNBTATH JIJISl PI3HUX YCTAHOBOK.

OCHOBHI pe3yJbTaTH: B IIJIOMY, 3 peaiizalii, MU 0adyuMo, 110 MOI paMKH,
3alpONOHOBAaHI B MOIW JTUIJIOMHIN pOOOTI, MpalioloTh yXe J00pe, BCl Kilacu Ta
iHTepdeiicn HeoOX1AH1 1 Jerko OyTH po3MHpeHi. TakuM YHHOM, KOPUCTYBadl MOTJIH
30CEPEAUTHCh HAa KOHCTPYKI[SX airoput™MiB. JJis OIIHKM KOPHUCTYBaudl MOXYTh
BUKOPHCTOBYBATH Pi3HI JXKEpea IaHuX, PI3HI aHOMaJIbHI TUIH, 100 MOOAYUTH, YU €
AITOPUTMH HAIIMHUMH Y Hi. TaKOXK € CIOXKET, SIKUW MMOKa3y€e pe3ybTaTH aHOMAJIIH B
peabHOMY Yacl Ta BCl HEOOXiJHI MOKa3HUKHU, JUISl YOro MPOCTIIIE KOPUCTYBauyeBi
HAaCTpPOIOBAaTU TNapaMeTpu ajaropuTMy Ta €(EKTUBHO IOpPIBHIOBATH 3 1HIIUMH
JITOPUTMaMH.

Kmiouosi caoBa: BATATOBUMIPHUI, BUSABJIEHHS AHOMAIJIN
[IOTOKY, PYISC, SVM, LOF, DDM, CUSUM, FCWM.

ANNOTATION

Diploma work to the npucs'suena requirements in additions for the exposure of
anomalies, especially in Internet-safety. In accordance with a report on a threat to
safety of internet-safety of Symantec in 2015, a chip of attack with singing is one of
the strongest attacks, as a rule, it is reports of e-mail, that, probably, come from a
reliable source, while, pressing reference of the given electronic folias, your personal
data will be stolen With the increase of probability of attack, this attack influences on
the spheres of sale, finances and operations. The program of exposure of anomalies can
be used for control above unusual behavior of users and to block these attacks in good
time.

In the first division of diploma work anomalies are considered for authentication
of cases from plenty of cases that are mainly considered normal. Development of
multivariable chart of exposure of anomalies of stream with the detectors of anomaly
point and to the stream for easy integration of different sources of data. A development
of structure process on the basis of certain requirements to the structure and desirable
interfaces is between the modules. Foundation of realization is in the object-oriented
language that simplifies expansion of interfaces and realization of new algorithms.
Development of basis, introduction of a few algorithms that allow correctly to represent

7



basic functions and show design flexibility. How to optimize the parameters of
algorithm for different scenarios and algorithms.

In the second division diploma work the constrained works are considered. The
illegal exposure of point anomalies is described. The calculation of anomalies is
investigational. It is analysed clusterization of successive stream of Python (Pyisc).
The model of support of vectorial machine and support of vectorial clusterization is
described. The idea of local to the coefficient extrass (lof) is considered. The changes
of exposure and stream of anomalies are certain. Presented basic ideas of a few
algorithms of exposure of changes. The diagnosis of faults is applied for the flow of
data.

The generator of stream is considered in the third division of diploma work. The
detector of point anomalies is described. The current detector of anomalies is
investigational. Basic streams are analysed for test cutemu.

In the fourth division of diploma work it is considered architecture of my
structure. The generator of stream is described. The point of fault detection of
anomalies is investigational. Expansion of algorithm of DDM is analysed, CUSUM,
FCWM. Numerical results are shown out. It is appraised detectors of point anomalies.

It is considered in the fourth division of diploma wor architecture of my
structure. The generator of stream is described. The point of fault detection of
anomalies is investigational. Expansion of algorithm of DDM is analysed, CUSUM,
FCWM. Numerical results are shown out. It is appraised detectors of point anomalies.

In the fourth division of diploma work it is considered architecture of my
structure. The generator of stream is described. The point of fault detection of
anomalies is investigational. Expansion of algorithm of DDM is analysed, CUSUM,
FCWM. Numerical results are shown out. It is appraised detectors of point anomalies.

In the fifth division of diploma work it is considered detectors of point
anomalies. The estimations of DDM are described, CUSUM, FCWM. It is shown out
detectors of anomaly of stream.

Research object: development of structure process, defining requirements to the
structure and desirable interfaces between the modules

Article of research: foundation will be realized in the object-oriented language
that simplifies expansion of interfaces and realization of new algorithms.

Aim of work: there is development of multivariable chart of exposure of
anomalies of stream with the detectors of anomaly point and to the stream for easy
integration of different sources of data. Also in this work some examples of realization
of different algorithms, and also results, are presented for different options.

Basic results: on the whole, from realization, we see that my scopes offered in
my diploma work work very well, all classes and interfaces are needed and it easily to
be extended. Thus, users could be concentrated on the constructions of algorithms. For
an estimation users can use the different sources of data, different anomalous types, to
see, or algorithms are reliable or not. Also there is a plot that shows the results of
anomalies real-time and all necessary indexes, for what simpler to influence the
parameters of algorithm an user and effectively to compare to other by algorithms.

Key words: MULTIDIMENSIONAL, EXPOSURE of ANOMALIES of
STREAM, PYISC, SVM, LOF, DDM, CUSUM, FCWM.

8



