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AHAJII3 CYHACHUX METOJIB BUSIBJIEHHSA AHON{AJIIﬁ TA MOXJIUBUX
BTOPI'HEHb B POBOTI KOMIT'FOTEPHOI CUCTEMMU

B.H. Paperovskyi, N.V. Zagorodna Ph.D, Assoc. Prof.
ANALYSIS OF MODERN METHODS OF ANOMALY DETECTION AND
POSSIBLE INTRUSIONS IN COMPUTER SYSTEM

B cyuacHomy cBiTI BiIOyBa€eThCsl IIAJ€HUI PO3BUTOK KOMII'IOTEPHUX Ta IHTEpPHET-
TEXHOJIOTIM, TOMY OJIHIEI0O 3 HAWOUIBII aKTyaJbHHUX MPOOJEM CYCHUIBCTBA CTa€
iHpopMaliiiHa Oe3neka Ta ii ckianoBa — kibepOe3neka, Bl K01 3aJIeKUTh (PYHKIIOHYBAHHS
Bcix cydacHux komm’torepHux cuctem (KC) y mpomucioBocTi, €HepreTHlll, TpaHCIOPTI,
MEUIIMHI 1 T/,

Bucoka xBamidikanis KiOep3JI0UMHIIB JT03BOJISIE CTBOPIOBATH Ta BUKOPHUCTOBYBATU
yHIKalbHI, e He Bigomi IT-1HAyCTpii MIKIUIMBI POrpaMH, 3HaAXOJAUTH HOBI BPa3JIMBOCTI B
nporpaMHux mpoaykrax, po6oti KC 1 BUKOpHUCTOBYBATH iX ISl IPOBEACHHS KOMIUIEKCHUX
kiOeparak. [IpoTUCTOSATH MOCTIMHOMY 3pOCTaHHIO KUIBKOCT1 M CKJIaJHOCTI JECTPYKTUBHUX
BmuBiB Ha KC MoxHa, 30KpemMa Il BUKOPHCTOBYIOUM IHTEIEKTyaJlbHI CHCTEMU
po3mi3HaBaHHs Kidep3arpos, ki 6a3yroThCsl Ha MeToJax MamuHoro HaBuaHHs (Data Mining).

Anroputmu Data Mining BUKOPUCTOBYIOTHCSI Uil BHUJAUIEHHS HOBOI Ba)KJIMBOI
iHpopMalii 3 BUOIPKM BETUKUX JaHUX. B yMoBax MmocTiMHOrO 30UIbLIEHHS 00’€eMy JaHUX, a
TAaKOX 3pPOCTAaHHS BAXKJIMBOCTI pPE3Y/bTaTIB aHANI3y LUX JAaHUX, NUTaHHS 11eHTUdIKaIi
anomadiii B po6oti KC crae ocobauBo akTyasibHUM. AHOMATiS — 1€ BIIXWJICHHS MMOBEIIHKA
CUCTEMH BiJ cTaHAapTHOI. Pe3ynpTaTu aHanizy 6e3 nonepeHb»0ro BUKIOUYEHHS aHOMaIbHUX
eK3eMILIAPIB JaHUX MOXKYTh OYTH CHJIBHO CIIOTBOpEH1. AHOMaJIii MOXKYyTh OyTH BIIHECEH1 JI0
OJIHOTO 13 TPHOX OCHOBHUX THIMIB. TOUKOBI aHOMaJIll BUHUKAIOTh B CUTYallll, KOJU OKpEMUI
eK3eMIUIp JaHUX MO’KE pO3IJIANATHCS SK AHOMAJIbHUN IO BIIHOIIEHHIO IO OCHOBHHUX
nanux. KoHTekcTyalbH1 aHOMaJIil CIIOCTEPIraloThCs, SKIIO E€K3EMIULIP JaHUX € aHOMAJIIEI0
JUIIE B SIKOMYCh IE€BHOMY KOHTEKCTI. J[isl BUSBIEHHS IIMX aHOMaJlii OCHOBHUMU
BUJIUISIFOTHCSI KOHTEKCTYalbH1 1 MOBEAIHKOB1 aTpuOyTu. KojexkTuBH1 aHOMamil 3’ IBISIOThCS,
KOJIM TIOCIZIOBHICTH OB’ S3aHUX €K3EIUIPIB TAHUX € aHOMAITIEI0 YISl IIUIOTO HAOOpy JaHUX.
B nomnoBial OyayTh po3riisiHyTI METOJM MalIMHHOTO HaB4YaHHs 0e3 yuutens (unsupervised
learning). [IponeMocTpoBaHO pe3ynbTaTy 3aCTOCYBAHHS METOJIB aHali3y "130JIbOBaHUH Jiic"
(isolation forest) Ta LOF (Local Outlier Factor) mo ganux mpo HaBaHTa)KEHICTh MpoIecopa
JUIsl BUSBJICHHS aHOMAaJIid HWOTro poOOTH. 3ampONOHOBAHO YAOCKOHAJICHWM METOJ, IO
JI03BOJISIE MIABUIIUTHA TOYHICTh BUSIBJICHHS aHOMallli Ha OCHOBI KOMOIHAIli 3a3HAUYE€HUX
BHUILE METO/IIB.
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