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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTYaJbHICTh T€EMHU POOOTH 3YMOBJICHA 3PDOCTAaHHSAM POJIi KOMII FOTEPHUX MEPEeK
B yCiX cepax CYCIUIBHOTO UTTS Ta HEOOX1THOCTI 3a0e3nedYeHHsT HaAIHHOTO TOCTYITY 10
HUX.

MeTta podoTH: aHaJI3 1 TOCTIHKEHHS METO/IIB Ta 3ac001B MiABUIIEHHS HaIIHHOCTI
KOMIT FOTEPHUX MEpeX, IO JAaCTh 3MOT'y 30UTBIIMTH €()EKTUBHICTh (DYHKI[IOHYBAaHHS Ta
BU3HAYHMTH HEOOX1THI 3aX01u I 3a0€3MeYeHHS pOOOTH KOMIT FOTEPHHUX MEPEK.

O0’exT, MeTOAM Ta [Kepeja NOCTIIAKEHHS: NPOLEC MNEPEIaBAHHS TaHUX Y
KOMIT IOTEPHUX Mepekax reTeporeHHOi CTPYKTYPH.

OCHOBHI METOAM IOCIHIKEHHs 3arajibHOi 3ajadl — 1€ METOJIU Teopii 3B’SI3Ky Ta
NPOEKTYBaHHS  KOMIT'IOTEPHUX  Mepex. B skocti  iHGoOpMamidHUX  JKEpen
BUKOPHCTOBYIOTHCSI HAYKOBI ITyOJIiKallii Ta IHTEpHET JKepea.

HaykoBa HOBH3HA OTPMMaHUX pPe3yJIbTATIB!

— TPOBEICHO NOPIBHAJIBHUUN aHaJ3 MOJENEH MepeXeBoro Au3aiiHy, 110 Aajo
3MOTY  3alpoOIllOHYBAaTH  BIOCKOHAJEHYy  MOJENb 3  MIABUIICHUMHU
BJIACTUBOCTSIMU HAJIWHOCTI Ta 3aBaJIOCTIHKOCTI;

— BHM3HA4YE€HO poJib TexHOJoTii SDN y BIOCKOHaJICHIN MOJAENI AU3aliHy MEpexi
Ta OMMUCAHO ii (PYHKI[IOHAIbHI MOJIMBOCTI,

— 3anpoNOHOBAHO BUKOpUcTaHHA mpoTtokony HSRP Ha kopeHeBoMmy piBHI
IU3aiiHy Mepexki I BipTyamizaimii MapmipyTU3aTOpiB Ta MiJABUIICHHS
npotuaii DoS aTakawm, 1110 1acTh 3MOT'y ONITUMI3YBaTH PECYPCH 1 3a0€31eUnTH
BUCOKY JJOCTYIHICTb MEPEX

IIpakTUyHe 3HAYEHHS] OTPUMAHUX Pe3yJIbTATIB.

Ha ocHOBI OTpUMaHHX pe3yJIbTaTiB 3allPOIIOHOBAHO BIPOBAKEHHS TPUPIBHEBOI
MOl AM3aiiHy KOMIT FOTEPHUX MEpPEX 3 BUKOpPUCTaHHAM (¢yHKUId Mmepexx SDN Ta
npotokosry HSRP.

Amnpobaunisa. 3a pesyiabTaTaMu JOCIIKEHb MPOBEICHUX B paMKaxX MariCTepChbKoi
poboTu 3pobneHo nBi gomnoBiAHI Ha VII MIXXKHapoIHIM HayKOBO-TEXHIUYHIM KOH(EpeHLil
MOJIOIUX YYEHUX Ta CTYACHTIB «AKTyaJbHI 3a/adi CydacHHUX TEXHOJIOTiH » 28-29
mucronana 2018 poky 3 myOJtiKaIli€ro Te3 JOMOBIIEH.

Crpykrypa poGotu. PoOoTa ckiagaeTbcsi 3 PpO3paXyHKOBO-TOSICHIOBAJILHO1
3anmucku Ta rpadiuHoi yacTuHU. Po3paxyHKOBO-NOSICHIOBAJIbHA 3alMCKa CKIAA€ThCS 3
BCTYyNy, / 4YacTUH, BHUCHOBKIB, TMEpENIKy IMOCWJIaHb Ta noaarkiB. OOcsar poboTu:
pO3paxyHKOBO-TIOSICHIOBaJIbHA 3amucka — 111 apk. dopmaty A4, rpadiuna yactuna — 12
CJaiIiB Mpe3eHTaIlii.

OCHOBHUM 3MICT POBOTH

¥ BeTyni npoBeieHO OIJIsAJl Cy4acHOTO CTaHy HAJIHHOCTI KOMIT IOTEPHUX MEPEX Ta
0XapaKTEepPU30BaHO OCHOBHI 3aBJaHH, K1 HEOOX1THO BUPIIIUTH.

B nepmomy po3aiji po3risiHyTO MoJIeNi AU3aliHy KOMIT I0TEPHUX MEPEXK, IO JaCTh
3MOTY HaJaTH PEKOMEHJAIlll 1010 MIABUIIEHHS HaIIMHOCTI iX poOOTH. 3arpoONOHOBAHO
KUTTEBUN LMK CTBOPEHHS MEPEXi, 110 YMOKIIMBIIIOE CTBOPEHHS HAJIMHUX MEPex 1
nojajblIe iX BAOCKOHAJIEHHSA Ta OOCIyroByBaHHs. PO3IINIsSIHYyTO NMHUTAHHS BUKOPUCTaHHS
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nporpaMHO  KOH(ITYpOBAaHUX  MEpEeX, SAK EJIEeMEHTy IIJABUIIEHHS  HaIIMHOCTI
dbyukiionyBanHns. [IpoBeneHo MopiBHUIBHUEN aHai3 3abe3neueHHs skocTi QO0S 3acobamu
MPLS ta SDN.

B apyromy po3aijii onucaHo BUKOPUCTaHHS MPOTOKOIY CHUHXpoHi3amii yacy NTP
JUISL TTABUIIIEHHS HAJIMHOCTI MEPEkKEBUX CIIYKO Ta MpHUCTpoiB. [IpoBeneHo aHam3 cucTeM
MOHITOPUHTY (DAKTOPIB )KMUBYUOCTI Mepex. PO3riasiHyTo MeToAn pe3epByBaHHS OCHOBHHX
MEpEeKEeBUX MPUCTPOIB Ha MPUKIAAl 1UTI031B. [IpoaHanizoBaHO cUCTeMH BUSIBICHHS Ta
MPOTHIIT BTOPTHEHHIO Ta 1HIIIOTO PO 3arpo3.

B TperboMy po3aiii mpoBeneHO po3pOOKY YAOCKOHAIEHOTO MEPEKEBOTO TU3aANHY
3 3017bIICHOI0 HAMIWHICTIO POOOTH B TOPIBHAHHI 3 TPAJUIIHUM TPHUPIBHEBUM
MepekeBUM nu3aiHOM. OmucaHo pojb 1 (YHKIIOHYBaHHA TPUHHATHX pIlIeHb Ha
KOKHOMY PiBHI MEPEKEBOTO JHU3aiiHYy.

B cneuniajbHiii YacTHHI pO3MIIAHYTO MUTAHHS BipTyasi3alii MEpeKeBUX PECypCiB
Ta CTaHAapTU3AIlll TPOrpaMHO KOH(PITypOBaHUX MEPEXK.

B po3aisi «O0rpyHTYBaHHSI €KOHOMIYHOI e()eKTUBHOCTI» PO3paXOBaHO OCHOBHI
TEXHIKO—CKOHOMIYH1 TTOKa3HUKH BiJI BIPOBAPKEHHS METOJMIB Ta 3acoOIB IIiJIBUILIECHHS
HAJIHHOCTI KOMIT IOTEPHUX MEPEK.

B 4acruni «Oxopona mpami Ta Oe3meka B HAA3BHYAHUX CHTYyalifgx»
PO3MIISIHYTO MUTAHHS BUMOT JI0 PEXHUMIB Tpalll Ta BIAMOYMHKY npu podoti 3 1K, mipu
Oe3nekr NpHU eKCIUTyaTallii eleKTPOOOSiaJHAHHS;, NHUTAHHS MPUPOIO-TEXHOJIOTTUYHUX
HEOE3IeK, CaHITAPHUX BHUMOI 1 HOPM NE€PCOHAIBHOTO KOMIT'IOT€pa 1 MOPSJIOK Jid
HACEJIEHHS M1J Yac 3eMJIETPYCIB.

B yacTuni «EKoJI0Tis» pO3rIsiHYTO MUTAHHS YTUJI13allil KOMI FOTEPHOI TEXHIKHU Ta
eTanu 1 TeXHiKa 300py Ta 00pOOKH €KOJIOT14HO1 1H(hOpMaIlii.

Y 3arajibHMX BUCHOBKAX 11010 AMIIOMHOI pOOOTH ONMCAaHO IPUIHATI B IPOEKTI
TEXHIYHI PIMIEHHS 1 OpraHi3aliiiHO-TEeXHIYHI 3aXOAH, SIKI 3a0e3MeuyloTh BUKOHAHHS
3aBJaHHS HAa MPOEKTYBAHHS; OPUTIHAIBHI TEXHIUHI PIIICHHS, MPUUHSTI aBTOPOM B TIPOIIECi
po0OTH; TEXHIUHI pilIeHHS POOOTH, SKI MOXKYTh OyTH BIPOBAJKCHI IS ITiABUIICHHS
HAJIHOCTI KOMIT FOTEPHUX MEPEXK;

B nopatkax 10 mOSICHIOBaIBHOT 3alMCKH MPUBEICHO KCEPOKOIIIi TE3 TOTOBIACH.

B rpadiuniii yacTHHI MOJAaHO TEeMy, METYy, O0’€KT Ta NIpeAMeT IOCHIIKCHHSI.
[Tomano 3amauyi, siki HEOOXiAHO BuUpimUTH. OnucaHa TpUpPIBHEBA Ta JBOPIBHEBA MOJEII
JU3aifHy KOMIT I0OTepHUX Mepek. HaBeaeHo KUTTEBUN MUK MEpEexKl y BUTIISII KaCKagHO
cnagHoi moxerni. [Tokazano po6oTy mepesxi Ha ocHOBI SDN konTtponepa. [Togano ctanu B
AKX MOXe mepeOyBaTu Mapuipytuszatop 3 miarpumkoro HSRP mportoxomy. HaBemeno
Kiacudikaiio Ta TOALT CUCTEM BHSBICHHS 3arpo3. 3amporoHOBaHA YAOCKOHaJIeHa
MOJIENIb JU3aiiHy Mepexi 3 TMIJBUIICHUMHU BJIACTUBOCTAMHM HAJIIAHOCTI Ta CTIAKOCTI.
OnucaHi OCHOBHI pe3yJIbTaTH Ta BUCHOBKH.

BUCHOBKHA

B mporeci BUKOHaHHS AUIUIOMHOI pOOOTH OCBITHHOTO PIBHSI «MaricTp», Ha OCHOBI
MIPOBEICHOTO aHaJi3y pO3pOOJICHO YIOCKOHAICHY TPUPIBHEBY MOJIENb TU3AHY MEpexKi 3
MMABUIIEHUMHU BJIACTUBOCTSIMHU HAIIMHOCTI.

B pe3ynbTaTi mpoBeneHoro JOCIiKEHHS! OTPUMAHO HACTYITHI BUCHOBKH:



— TPOBEICHO aHall3 HAYKOBMX IyOJIKalliil, HayKOBO-AOCIIAHUX POOIT 100
METO/IB Ta 3aco0iB MiJABUINEHHS HAIIHHOCTI KOMIT IOTEPHUX MEpex, Ha
OCHOBI SIKOTO BHM3HAY€HO OCHOBHI TEHICHII, SIKI BUKOPHCTOBYIOTHCS TPH
moOy/I0B1 CY4aCHUX MEPEXK;

— omnucaHo posib TexHousorii SDN y po3po0ieHiil Mozeni Ta mpoaHai30BaHO
nepeBarn Takoro pimeHHs. [Ipu posropraHHi Takoi Mepexi 3pocTae
NPOAYKTUBHICTh Ta 3aBaJOCTIMKICTh IO 3arpo3 TEMEPIlIHbOTO Yacy, a TaKOXK
YMOXJIMBJICHE BJOCKOHAJCHHS CHCTEMH 4Yepe3 MPOrpaMHI MOAYML IS
MPOTHUAIT 3arpo3aM MailOyTHHOTO;

— TMPOAHAJII30BaHO POJIb MPOTOKOJIIB PE3€PBYBAHHS PECYPCIB /IS 3a0€3MeUeHHs
MOCTIMHOTO Ta HAIIHHOTO MIKMEPEKEBOro 3’€qHaHHSA. Bu3HaueHO poJib
CUCTEM BHUSBJICHHS Ta MPOTHII 3arPO3aM.

B derBepromMy po3aum AUIUIOMHOI poOOTH PO3IJISHYTO MHUTAHHS BIpTyaizamii
MEpPEKEBUX PECYPCiB, CTaHAApTU3alii MPOrpaMHO KOH(MIrypoBaHMX MEpPEXK, L0 Aal0
3MOry CchOpMYINIIOBaTH OCHOBHI TEHIEHIII PO3BUTKY CyYaCHHUX TeTEPOTCHHUX
1H(OpMALIHUX CUCTEM.

B po3gim «OOrpyHTYBaHHS €KOHOMIYHOI €(EKTUBHOCTD» OyJ0 pO3paxoBaHO
OCHOBHI TEXHIKO-€KOHOMIYHI TOKa3HUKHU MTPOEKTY YAOCKOHAIEHOT KOMIT FOTEPHOT MEPEKI.

B pozain «OxopoHna mpari Ta Oe3neka B HAA3BUYAWHHUX CUTYAIISX» PO3IIISIHYTO
MUTaHHS BUMOT JI0 PEXUMIB Mpalli Ta BIAMOYUHKY Tipu poboti 3 1K, mipu Oe3neku mpu
eKCIUTyaTallll eJIEKTpoOoOIIaJHaHHSI, IPUPOA0-TEXHOJIOTTYHUX HEOE3IEK, CAHITAPHUX BUMOT
1 HOpM MEPCOHAIBHOTO KOMIT I0Tepa 1 MOPSIOK [ HACEICHHS i Yac 3eMJIETPYCIB.

B posznini «Exonoris» po3riasHyTO MUTaHHSA YTHII3alli KOMIT IOTEPHOI TEXHIKH,
eTaru Ta TeXHiKa 300py Ta 00poOKH eKOoJIOoT1yHOT 1H(pOopMAIIii.

CIIUCOK OIIYBJIKOBAHUX ABTOPOM IIPALlIb 3A TEMOIO POBOTHU

1. JlocmiKeHHsT BIIPOBAPKEHHSI HOBUX TOCIIYT B MEPEkKaxX onepaTopis 3B 513Ky /
[Pumap B.I'. Ta in.]. / Matepiamu VII MixXHapogHOI HAYKOBO-TEXHIYHOT KOH(EpPEHIIT
MOJIOAMX YYEHHUX Ta CTYIEHTIB «AKTyalbHI 3aJadl Cy4YaCHHUX TEXHOJIOT1i»
TepHOMIIBLCHKOTO HAIIOHAJIBHOTO TEXHIYHOTO yHiBepcuTeTy imeHi IBana Ilymros,
(Tepnominb, 28 — 29 nucronaaa 2018 p.). — Tepuominb: TepHOMIABCHKUIN HAI[IOHATHHHHA
TEeXHIYHWH yHiBepcuTeT iMeHi [Bana [lymios — 2018. — C. 154.

2. MeToau 1 3aco0M MIABUINEHHS HAMIMHOCTI KOMIT'IOTEPHHX Mepex /[
[Pumap B.I'. Ta in.]. // Marepianmu VII MikHapoaHOi HayKOBO-TEXHIUHOI KOH(EpeHIl
MOJIOJMX YYEHHUX Ta CTYIEHTIB «AKTyaldbHI 3a7adl Cy4YaCHHUX TEXHOJIOT1i»
TepHONMUIBCHKOTO  HAI[IOHAJIBHOTO TEXHIYHOTO YyHiBepcuTeTy imeHi [Bana Ilymtos,
(Tepuominb, 28 — 29 mucronana 2018 p.). — TepHomiyib: TepHONNIBCHKMI HAITIOHATEHUN
TeXHIUYHUHN yHiBepcuTeT iMeHi [Bana [lymros — 2018. — C. 155.

AHOTALIA
Y nuniomHi poOOTI TPOBEACHO ITOCHTIKEHHS METOAIB Ta 3aco0iB IMiJIBUIICHHS
HAJIAHOCTI KOMIT' IOTEPHUX MEPEXK Ta 3alpONOHOBAHO BIOCKOHAJIIEHY MOJENb IU3alHY
Mepexi 3 3a0e3MeUeHHIM HaIIMHOCTI Ta pe3epBYBaHHS PECYPCIB.
B nepiomy po3iii AUIIIOMHOT poOOTH MPOBEACHO aHalli3 MOJIEe AU3aliHy MEpex Ta
3alpONOHOBAHO >KUTTEBUM IIUKI KOMII FOTEPHOI MEPEXI Y BUKIVISAI KACKaIHO CIaHOI
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moneni. PosrmsHyTo mporpaMHO KOH(ITypoBaHI Mepexi K €IeMEHT IiJBUIICHHS
HAJIIAHOCTI POOOTH  KOMIT' IOTEPHUX MEpPEX. 3MIMCHEHO TMOPIBHSJIBHUNA  aHaji3
3abe3nedyeHHs sikocti mocayr QoS 3acobamu MPLS ta SDN.

B npyromy po3nisii mpoaHaiaizoBaHO PoOJib Ta BUKOPUCTAHHS MPOTOKOJIIB CHHXPOHI3AITI]
yacy Jsl 3a0e3MeyeHHs] HalIMHOCTI (PYHKI[IOHYBaHHS CEPBICIB Ta MPHUCTPOIB. 3M1HCHEHO
aHaJi3 CUCTEM MOHITOPUHTY (PaKTOPIB )KMBYUYOCTI Mepex. 3anpornOHOBAHO BUKOPUCTAHHS
MIPOTOKOJIIB PE3EPBYBAHHS MEPEKEBUX PECYPCIB JJIsi TapaHTyBaHHS JIOCTYITHOCTI IIIIO31B.
OOrpyHTOBaHO BUKOPHCTAHHS CUCTEM BUSIBIICHHS Ta MPOTH/IIT 3arpo3aM y MepexKax.

B Tpethomy po3nisi mpoBeneHO PO3pOOKY YIAOCKOHAICHOTO MEPEKEBOrO IW3alHYy 3
301IBIIEHOI0 HAMAIMHICTIO pOOOTH B TMOPIBHAHHI 3 TPAgUIIHHUM TPUPIBHEBUM Ta
JIBOPIBHEBHM MEpEKeBUMHU au3aiiHamu. OmucaHo poiib 1 (PyHKIIOHYBaHHS MPUHHATHX
pillIeHb HA KOKHOMY PiBHI MEPEXKEBOTO TU3aNHY.

B posgini «CreniagpbHa 4YacTHHA» PO3IIIHYTO MUTAHHS BIpTyami3alii MepekeBHUX
pecypciB, CTaHAapTU3allli MporpaMHO KOH(DIrypoBaHMX MeEpeX, 00 Jall0 3MOTy
chopMysIOBaTH OCHOBHI TEHJCHINT PO3BUTKY CYYaCHHMX T€T€POTr€HHUX 1H(POpMaIIMHUX
CUCTEM.

B noBHomy 00cs31 BUKOHaHO po3auin « OOTpyHTYBaHHSI €KOHOMIYHOI €()EeKTHUBHOCTI,
«OxopoHa mparii Ta 6e3neka B HaI3BUYAHUX cUTyaIlisax» Ta « Exomorisy.

O6’ext nocnimkenns. Ilporec mnepenaBaHHS JaHUX Y KOMITIOTEPHUX MeEpekax
reTepOTreHHOI CTPYKTYPH.

[Ipeamer pocnipkeHHs. Teopist 3B’SI3Ky Y KOMITIOTEPHUX MEpexax, Teopis
MIPOEKTYBaHHS MEPEK.

Mema i 3a0aui Oocniddcenns. MeToro poOOTH € aHali3 1 JOCHIIKEHHST METOMIB Ta
3ac001B MIJBUILEHHS HAAIMHOCTI KOMII IOTEPHHX MEpEeX, IO JACTh 3MOTYy 30UIBIIUTH
e(eKxTUBHICTh (YHKI[IOHYBAaHHS Ta BU3HAYUThL HEOOXIJIHI 3aX0Ju g 3a0e3MeUeHHS
poOOTH KOMIT IOTEPHUX MEPEK.

OCHOBHI1 pe3yJIbTATHU:

— TIPOBEACHO aHaN3 HAYKOBUX MyOJIiKaIliid, HAyKOBO-IOCIIAHUX POOIT MO0 METO/IIB
Ta 3ac001B MIBHUINCHHS HAIIMHOCTI KOMIT'IOTEPHUX MEPEX, Ha OCHOBI SKOTO BH3HAYCHO
OCHOBHI T€HJICHIIIi, iK1 BUKOPUCTOBYIOTHCS MPU NOOYI0B1 CY4aCHUX MEPEK;

— onucaHo poib TexHonorii SDN y po3po0iieHiit Mojeni Ta mpoaHaii30BaHO MepeBaru
Takoro pimeHHs. I[lpu po3ropraHHi Takoi Mepexi 3pocTae MPOAYKTHBHICTH Ta
3aBaJIOCTIMKICTh JI0 3arpo3 TEMEPINIHbOTO Yacy, a TAKOX YMOKJIUBIIEHE BJIOCKOHAJICHHS
CUCTEMH Yepe3 NporpaMHi MOAYJI1 Uil MPOTHUALT 3arpo3aM MailOyTHHOTO;

— TPOAHATI30BAHO POJIb MPOTOKOJIB PE3EPBYBaHHSA PECypCiB sl 3a0e3MeUeHHS
MOCTIMHOTO Ta HAAIMHOTO MIKMEPEKEBOro 3’€JHAaHHSA. BH3HAUY€HO pOJIb CHUCTEM
BUSIBIICHHS Ta MPOTHUJIIT 3arpo3am.

Kmouosi cioBa: KOMIT'FOTEPHA MEPEXA, HAJIMHICTH MEPEXI,
[IPOTPAMHO KOH®II'YPOBAHA MEPEXA, CEPBICH, ITPOTOKOJI, MOJEJII
MEPEXEBOI'O JU3ANHY.



ANNOTATION

In the thesis work the research of methods and means of increasing the computer
networks reliability has been conducted and an improved model of network design with
provision of reliability and reserve of resources has been proposed.

In the first section of the thesis an analysis of network design models was performed
and the life cycle of the computer network was proposed in the cascading descending
model lookup. Software-defined networks are considered as an element of increasing the
computer networks reliability. A comparative analysis of quality assurance of QoS
services by means of MPLS and SDN is carried out.

The second section analyzes the role and use of time synchronization protocols to
ensure the reliability of the operation of services and devices. The analysis of network
survival factors monitoring systems was performed. The use of network resource
reservation protocols is proposed to ensure the availability of gateways. The use of
intrusion detection and prevention systems in networks is substantiated.

In the third section, the development of advanced network design with increased
reliability compared to traditional three-level and two-level network design was done. The
role and functioning of the decisions at each level of network design are described.

In the section "Special part" issues of network resources virtualization, standardization
of software-defined networks were considered, which made it possible to formulate the
main trends of the development of modern heterogeneous information systems.

The sections "Justification of economic efficiency"”, "Labor protection and safety in
emergencies"” and "Ecology" are executed in full.

Object of study. The process of data transmission in computer networks of a
heterogeneous structure.

Subject of study. The theory of communication in computer networks, the theory of
network design.

Main results:

— the analysis of scientific publications, research works on methods and means of
increasing the reliability of computer networks, on the basis of which the main trends are
used in the construction of modern networks;

— describes the role of SDN technology in the developed model and analyzes the
advantages of this solution. With the deployment of such a network, productivity and
impediment to the threats of the present time are increasing, as well as the possible
improvement of the system through program modules for counteracting the threats of the
future;

— the role of the resource reservation protocols has been analyzed to provide a
permanent and reliable interconnection connection. The role of detection and prevention
systems has been identified.

Keywords: COMPUTER NETWORK, NETWORK RELIABILITY, SOFTWARE
DEFINED NETWORK, SERVICE, PROTOCOL, MODELS OF NETWORK DESIGN.



