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companies. These shortcomings make undesirable their use in defence and law enforcement
agencies in Ukraine. In this regard,the task is to develop a solution that will allow to capture
and analyze network traffic on a project-based open source.

The research demonstrates the reasons for selecting the components to implement the
functions of interception and traffic analysis, identifies the strengths and weaknesses of the
analogues. Installation of applications and their configuration takes time therefore the scripts
are being developed to automate this process.

The working prototype and the results of its testing will be analyzed and used for the
commercial product development.
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The given work is devoted to modern developments in the field of face recognition
systems in video stream. Main aim of work is to compare existing methods of facial
recognizing, explain where those methods are using and what software and hardware
requirements must have to detect faces in those or that case. This theme is wide extensive, as
it refers to the section of machine vision and machine learning. There are 2 main tasks in face
recognition system — identify the face and verify it. In my work I will stop at identify faces.
All above is typically used in security systems and can be compared to other biometrics such
as finger print or eyeiris recognition systems. Recently, it has also become popular as a
commercial identification and marketing tool.

BusiBnenHs 1 aeTekTyBaHHS OOJHMYb 1€ 2 pi3HI KPOKHU B CHCTEMI po3Mi3HaBaHHA. B
JaHHIA poOoTi Oy/e MpeCTaBIeHO NOPIBHAHHS METOIB IeTEeKTYBaHHS.

Pozni3HaBaHHANO 300pak€HHIO OCOOM BUIUISIETbCACEPENOIOMETPUYHUX CHUCTEM
TUMIIIOIIO-TICPIIC, HE HOTpi6He Aaopore CHCI_IiaHLHCO6HaIlHaHHSI, no-apyre, HC
NOTPiIOEH(PI3UYHUIN KOHTAKT 3 MpUCTPosiMU. OJIHAKPO3MI3HABAHHSIIOJUHH 10 300pakKeHHIO
ocobu He 3abesneuye 100%-oiHamiiiHocTiimenTHdikamii. Taki peui sk pi3HUI MaciTad
0014b, (DOH Ta 3MiHA KOHTPACTHOCTI 00JINYUSl YCKIIAJHIOIOTh 3a/1a4y J€TeKTYBaHHS.

IcHytOUI anropuT™MHU A€TEKTYBaHHS O0JIMYb MOKHA PO30OUTH Ha 2 OCHOBHI KaTeropii:
I'nodanbui MeToau po3nizHaBaHHS (XOJICTHYHUH MiAXix)

Merton ronosuux kommnonent(Principal Component Analysis, PCA)

Merton HesanexHux komrnoHeHt (Linear Discriminant Analysis, LDA)

['eHeTHYHI aNTOPUTMHU

e o o |-
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https://en.wikipedia.org/wiki/Burglar_alarm
https://en.wikipedia.org/wiki/Biometrics
https://en.wikipedia.org/wiki/Fingerprint
https://en.wikipedia.org/wiki/Iris_recognition
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JlokaJibHi MeTOAU Po3NMiZHABAHHA (CTPYKTYPHMMA MiaXix)
['nyuke nopiBHSAHHS rpadiB

[TpuxoBani moaeni MapkoBa

Camooprani3oBaHi KapTu 03HAK

l'iopuaniMeToan po3nmizHABAHHS

_oo...!'\)

B znobanvnux memooax po3nizHaeaHHA OOTUYYUSAPO3TIIAAAIOTHCS K IUTICHI
300payKeHHSI 1 TMOPIBHIOIOTBCS MK CO000K0. B J1okansnux memooax BWIUISETHCS Taka
iHopMarlisg Sk B3aEMHE 1 aOCOJIFOTHE PO3TallyBaHHsS HOcCa, poTa 1 T.1. B ciopuonuxmemooax
BUKOPUCTOBYIOTBCA SIK IIUTICHI TaK 1 JIOKAJbHI O3HAKH.

I'moGanpHi MeTOAM AAalOTh BIJIHOCHO XOPOIIMN BiACOTOK po3mizHaBaHb (10 95%[1]),
asie pu (ppoHTANBHINM 3iioMIi 1 cTamoMy ocBiTieHHI. JIokanbHI MeTOIU €(PEeKTUBHILI Y THX
BUIMAJIKAX, KOJIH 00JIMYYs IOBEPHYTE a00 YaCTKOBO 3aKpHUTE.

Metoxa roJOBHUX KOMIOHEHT 0Ope 3apeKOMeHayBaB ce0e B MPAKTUYHUX JI0JIATKaX.
Opnak, B TUX BUIAJKaX, KOJIM HAa 300pakKeHHI 0cOOM MPUCYTHI 3HaYHI1 3MIHU B OCBITJICHOCTI
abo Bupaszi o0nwu4s, ePeKTUBHICTP METOAY 3HAYHO MAJaa€, IIe BiAOyBa€ThCS 4epe3 Te, IO
PCA Bubupae miampoctip o6auus (eigenfaces) 3 Takow MeTor0, 1100 MaKCHMAJIbHO
aNpOKCUMYBATH BXiIHUI Ha0ip JaHWX, a HE BUKOHATH AMCKPUMIHALIIO0 MK Kiacamu oci0. 3
BUIIIECKA3aHUM CIIPABJISIETHCS METOT JIIHIHHOTO AUCKpUMiHaHTHOTO aHaii3zy (LDA).

I'eHeTHYHI aNTOPUTMH MOXYTh BHUKOPHCTOBYBATHCS TPHUMATPHII Bar Ba)XIMBHX
JUIIHOK 00mmyus [2].

[lo mpuBenuKy KUIBKICTh aQITOPUTMIB, MOXKHA BHIUIMTH 3arajibHy CTPYKTYpPY
po3mizHaBaHHsA 00MYb (puc.l.).

Dpein/Bux. | JTemexmyeannalou Hopmanizayis Biookpemnennsa Knacugpikamop
so6pmCETR namiune 03HaK >|  (ioenmudixamop)
6I0CNIiI0K0BYBaAHHA
odnuyua
baza emanonnux Biookpemnennsn : Haesuanna/moode
oonuus/ 03HaK JI0GAHHSA
T'anepes o3nak

Puc.1 — 3aranpHa CTpyKTypHA cXeMa MPOrpaMHOro MOTOKY B POrpaMi po3Mi3HaBaHHS

B ocTtaHHI pOKM aKkTMBHO BHMKOPHCTOBYIOTHCSI HEHpOHHI Mepexki, B SKUX € 0a3u
300pakeHbh OONMMYb 1 «HE OOMWYB» IJIi HAaBUYaHHS Mepex. Tabmuis akTyalbHHX 3apas
OCHOBHHMX 0a3 IoJjaHa HUKYE.

3 METOI0 OLIHKK €(QEeKTUBHOCTI 3alpOINOHOBAaHMX AJITOPUTMIB pO3IMi3HaBaHHS OCi0
arentctBo DARPA 1 nocninnunpka nadoparopis apmii CIIA po3podunu nporpamy FERET
(face recognition technology).

VY macmrabuux Tecrax nporpamu FERET Opanu ywacTe anroputmu, 3acHOBaHi Ha
THYYKOMY TIOpiBHSIHHI Ha rpadax 1 BcUIski Monau@ikaiii MeToAy TOJIOBHHUX KOMIIOHEHT
(PCA). EdexTuBHICT BCIX aNropuTMiB Oylia mpUOJIM3HO OJHAKOBOIO. Y 3B'SI3KY 3 IIUM BaXKKO
a00 HaBITh HEMOXXJIMBO MPOBECTH YITKI BIAMIHHOCTI MK HUMHU (OCOOJIMBO SKIIO Y3TOJUTH
natu TectyBaHHs). s (poHTanbHuUX 300pa’keHb, 3pOOJIEHMX B OJWMH 1 TOH K€ JICHb,
NPUMHATHA TOYHICTh pO3MI3HABaHHS, SK MPaBUIO, CTaHOBUTH 95%. [lns 300paxeHsb,
3po0JIeHNX PI3HUMHM amapaTaMy 1 IpU pi3HOMY OCBITJIEHHI, TOUHICTh, SIK MIPABUJIO, MAJA€ 0
80%. [ns 300paskeHb, 3pOOJEHHUX 3 PI3HUICI0 B PIK, TOYHICTH PO3MI3HABAHHS CKJIAJIO
npubimzno 50%
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Ha3sBa 60a3u

YMoOBH 3ii0MOK

KiabkicTs 0011M4Yb

(bpoHTaNTBHI 300paKeHHs 0Ci0.

FERET[3] ®ponranphi, +60...-60 rpanycis, ac, binbme 9000

andac,  pisHiBUpaswuib,  edororpadii
«HEJHIIbY, 3TPYNOBaHi.

Labeled Faces In | Po3mip 250*%250, 1680 moaeit, ocobmusicts | binpmel2000 (2007)

The Wild[4] —  BcidororpadiidynmmsussieniViola-Jones

JICTEKTOPOM

YaleFaceDatabase | baza €nbcbkoro yniBepcurery.®oro 28 16128

B[5] JroeliB 9 mo3ax i 64 yMOBaxX OCBITICHHS

BiolDFaceDatabase | 6aza  300pakeHb  0ci0,  MiATOTOBJICHA 1521
mBernapcrkor kommnaniero HumanScan AG,
PO3POOHHKOM  TEXHOJOriT  OloMeTpUYHOT
inentudikamnii  BiolD. Bbaza  micturts

Mopiuro FERET my6mikye 3BiT po MOPIBHSUIBHOMY BUIIPOOYBaHHI Cy4aCHHX CHCTEM
po3mizHaBaHHa oci0 [7]. Ha mpeBenukmii kajlb B OCTaHHIX 3BiTaX HE PO3KPUBAIOTHCS
NPUHIKAIH TTOOYIOBH CUCTEM po3Mi3HaBaHHA[8], a MyOIiKyIOThCS TUIBKU Pe3yJIbTaTH POOOTH

KOMEPIIHHUX CUCTEM.

Crnrcok BUKOPUCTAHUX JKEpE

1. TlopiBusiHHs anroputMiB 1o 6a3i FERRET (crapa 6a3a).

2. https://habrahabr.ru/post/221137/- Pe3ynbTaT IpUMEHEHUS TCHETUYCCKUX AITOPUTMOB

JUTSL ONTUMH3AIUN MaTPUIIBl BECOB BAXKHOCTH ydacTkoB nuna Ha 6aze Color FERET

http://www.itl.nist.gov/iad/humanid/feret/feret master.html

http://vis-www.cs.umass.edu/lfw/

http://vision.ucsd.edu/~iskwak/ExtYaleDatabase/ExtYaleB.html

https://www.bioid.com/About/BiolD-Face-Database

No ok w

https://www.nist.gov/programs-projects/face-recognition-technoloqy-feret

https://w3auth.nist.gov/sites/default/files/documents/2017/01/31/frvt 11 concep

t and api v1.0.pdf

65



https://habrahabr.ru/post/221137/
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