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Supervisor: Yevhen VASILIU
Security amplification methods of quantum cryptography protocols
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12 SPIS TRESCI

IVan OPIRSKYY ...uiiiuiiiiiiniiiiiniiiieniiiieniiiiesiiiiesiiiiesiiisssisisssssssssssssssssssssssssssans 275
Supervisor: Valeriy DUDYKEVYCH

The peculiarities of construction the forecasting algorithms of unauthorized access
to the state informational networks in case of parallel data processing

Algorytmy przewidywania nieautoryzowanego dostepu do sieci informacyjnych panstwa
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SPIS TRESCI 13

Natalia SHABLIY, Halyna OSUKHIVSKA.......ccccoiiiiiiiimmiininnnnniniiiiiniiininiismsmssssnns 343
Supervisor: Serhiy LUPENKO

System informacyjny do zbierania danych wprowadzanych z klawiatury

Information collecting system of personal keyboard handwriting
Yanina SHESTAK, James OGBU 351
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Android

Protection tool against malware for Android operating systems
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Bi-Criteria TSP — Visualization Program

Yaroslav STEFINKO 383

Supervisor: Andrian PISKOZUB

Skuteczny i automatyczny test penetracyjny korzystajacy z dockera w chmurze

Efficient and automated pentesting by using docker in cloud
Pavel STETSENKO, Alexandr PEREKOPSKIY 393
Supervisor: Gennady KHALIMOV

Attack on Bitcoin peer-to-peer network addressing mechanism

Ataki w sieciach peer-to-peer zwigzane z mechanizmem adresowania
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Victor SYDOR, Jaroslav SYDORYK, Vitalii CHYZH ........ccceuueciiiiiiieeecceceeereeecnnnnens 403
Supervisor: Nadia DENYSIUK

Szkolenie i analiza metody cyfrowej steganografii

The study and the analysis of digital steganography methods
Vitaliy TVERDOKHLEB, Artur NAGLIK 411
Supervisor: Vladimir BARANNIK

Dynamiczna metoda kontrolowania intensywnosci strumienia wideo

Dynamic control method of the intensity video stream
Olga WESELSKA, Oleksandr SZMATOK .......ccccceetiiiiiissssnnnennnssssssssnneessssssssssssnsennes 415
Supervisor: Oleksandr JUDIN

Zastosowanie algorytmu transformac;ji falkowej w steganoanalizie

Application of algorithm of wavelet transformations in steganographic analysis

Dmytro VAKULENKO 421

Supervisor: Vasyl MARTSENYUK

Development of information technologies of arterial oscillogram analysis
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Information technology security audit of information systems of electronic payments

Audyt bezpieczenstwa technologii informacyjnych w systemach ptatnosci elektronicznych
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Supervisor: Mikotaj KARPINSKI

Wybér klasyfikatora do kategoryzacji tekstu i uszczegétowienia tekstéw rosyjskich

Selecting classifier for text categorization and peculiarity of Russian texts
Maryna YESINA.... ..ot rsssas s ss s s s s asssssssss s s e s snssssssssssnenns 451
Supervisor: Yurij GORBENKO

Metody analizy poréwnawczej prymitywow kryptograficznych

Methods of cryptographic primitives comparative analysis
YeVhen ZHBANOV ........uueiiiinueeiiinnieiiineiiineeiiisseesiisseesisssessssssessssseesssssesssns 463
Supervisor: Nataliya ZAGORODNA

Ocena zagrozen bezpieczenstwa platform handlu elektronicznego jako element dziatan
typu tzw. Traffic arbitage

Assessment of security threats relevance of e-commerce platform as component of traffic
arbitrage
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Symulacja dynamiki organizmu przypominajgcego robaka za pomocg mobilnego automatu
komorkowego

Simulation of the dynamics of worm-like organisms using the movable cellular automata
Iryna ZHYRIAKOVA, Sergiy GOLUB 477

Transformacja wiedzy modelowanej w technologii monitoringu wielopoziomowego

Transformation of modeling knowledge in multilevel monitoring technology
Andrij ZOZULJA, Nadiia LUTSYK 483
Supervisor: Serhii LUPENKO

Naukowe i metodologiczne podejscie do modelowania, przetwarzania i komputerowe;j
symulacji sygnatéw z serca

Scientific and methodological approach to modeling, processing and computer simulation
of heart signals
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Projektowanie, badania i eksploatacja
Designing, researches and exploitation
BOrys ADAMIAK ....ccuiiiimiiimmniiiinniiiimaiiiimsiiiiesiiimessisirmsssstsssssssssssssssssssssssssssssns 491

Opiekun naukowy: Tomasz KNEFEL

Ocena zmian cisnienia paliwa w zasobniku w warunkach podawania dzielonej i niedzielonej
dawki wtrysku

Assessment of the fuel pressure in the rail during divided and undivided fuel delivery

Borys ADAMIAK 501

Opiekun naukowy: Tomasz KNEFEL
Wstepny projekt stanowiska do pomiaru sygnatow w uktadzie sterowania silnika

Preliminary draft of the research stand to measurements of signals in the engine control
system

A. Z. BIDAKHMETOVA, A.B. KUANISHBAY ........ccovvmmmmrnrnnnnnnnnnnnnnnnnnnnsssnnnnnee, 509
Supervisor: O.T. TEMIRTASOV

Podniesienie niezawodnosci reduktoréw planetarnych

Increasing of reliability of planetary reducers
Michat BOGUSZ, Daniel BIELENIN .........cccccceeeiiiiiiiiinereeiiiiinneeeeesssssssnseeessssssns 515
Opiekun naukowy: Kazimierz ROMANISZYN

Projekt i badanie autonomicznego systemu sterowania do modelu pojazdu

Project and analysis automatic system control for model vehicle
Natalia BOKSHA .........ceiiiitiiiiitiiiiittiinieessseesssseessssssesssssseessssssssssssssesssssanes 525
Supervisor: Hanna TOVCANETS, Vitaliy GERASIMOV

Perspektywy rozszerzenia zastosowan urzadzen laserowych w produkcji odziezy

The perspectives of extending the application of laser equipment in clothing production
Dawid BUJOK 529
Opiekun naukowy: Jacek RYSINSKI

Stanowisko do pomiaru predkosci transmisji danych

Test stand for speed measuring of data transmission
Miroslav CISAR, Ivan ZAJACKO, IVan KURIC.........ccceeururururuseseseseseeccseeencnenes 535
Supervisor: lvan KURIC

Diagnostics based on positioning performance during circular motion

Diagnostyka techniczna w oparciu o doktadnos¢ pozycjonowania ruchu kotowego
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PiOtr DUTKAL.......ciieeeeeeeccceeeireecnneeeeeeeseennsssssssssseennssssssssssesnnnsssssssssesnnnssssssssnsennns 543
Opiekun naukowy: Roman STRYCZEK

Stanowisko pomiarowe ztozone z robota przemystowego i triangulacyjnej gtowicy
laserowej do badania cech geometrycznych wyrobow

Test stand including industrial robot and laser displacement sensor to measure geometrical
features of products

Hamid FABLER .......ccoceiiiiitiiiiieiiiiitteinieesseeesssseesssssessssssssssssssssssssssesssssanes 551
Zminiaturyzowane stanowisko badawcze do testow rozciggania
Design miniaturized tensile testing machine
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Supervisor: Alexey FOMIN

Mechanizm przestrzenny z parami kinematycznymi z uzyciem watka S$limakowego
0 zmiennym skoku

Development of the spatial mechanism with variable pitch in screw kinematic pair
Paulina GARLICKA, Aleksandra KOLBER ......cccccceetrteneirrennsesrennsessenssessenssessenssesenns 565
Opiekun naukowy: J6zef DREWNIAK

Statyka i kinematyka przektadni biplanetarnej

Statics and kinematics of biplanetary gears
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Modelowanie numeryczne proceséw mieszania w biogazowniach

Numerical modeling of mixing processes in biogas plants
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o architekture 8051

The methods of the logical operations in control devices based on 8051 architecture
Adam JABLONSKI, 1Zabella RAJZER........cccoervrvereeerreresseessesessssesssessssesesssensssessans 595
Opiekun naukowy: Izabella RAJZER

Zastosowanie konwencjonalnej drukarki 3D do wytwarzania podtozy dla inzynierii
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SYSTEM INFORMACYJNY DO ZBIERANIA DANYCH
WPROWADZANYCH Z KLAWIATURY

Streszczenie: Artykul przedstawia opis systemu informatycznego do analizy danych
statystycznych uzytkownikOw na podstawie pisma z klawiatury. Ostatecznym celem jest
opracowanie technologii, ktéra implementuje systemu uwierzytelniania uzytkownika na
podstawie pisma na klawiaturze.

Stowa kluczowe: biometria, uwierzytelnianie biometryczne, pisanie klawiatury

INFORMATION COLLECTING SYSTEM OF PERSONAL
KEYBOARD HANDWRITING

Summary: This article describes the information system of statistics collection users’ keyboard
handwriting. The main goal is to create and develop the technology that improving the system
of authentication of each keyboard handwriting.

Keywords: biometrics, biometrical authentication and authorization, keyboard handwriting

1. Introduction

One of the most important questions of biometrical science is authentication of person
based on physical and behavioral characteristics [1]. Physiological characteristics
including fingerprints, retina cornea of the eye also geometry structure of the face and
hands. Behavioral characteristics including the dynamic of reproduction personal
signature, style of using keyboard and even voice [2, 3].

Biometric methods divided into two big groups:
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- Static methods basing on physiological characteristics of each person, it means that
this method basing on unique qualities that given to everyone from birth and never
changing during the life;

- Dynamic methods based on behavioral (dynamic) human characteristics especially
uncontrolled moves during process of acting any certain move (signature,
pronunciation and speed of keyboard handwriting) [4].

Research and practice [5-6] shown that keyboard handwriting same some other
biometric data with very high reliability identify the person.

Biometric authentication doesn’t specify out the user with absolute fidelity. Systems
recognizing the user with certain probability according this system sometimes able do
not recognize a legal user moreover it can accept the stranger for owner. That’s why
all biometric systems evaluated by two categories:

- Deny of access (first kind of error — FRR, false rejection rate) — showing the level of
probability that system won’t recognize the registered user;

- Error access (second kind of error — FAR, false access rate) false access to the system
of illegal or nonregistered user.

According to the simplicity and low price of project and implementation no need of
additional hardware such system becoming very popular.

Each person using own texting, writing and printing including keyboard that showing
special typical unique speed, the habits of using main and additional parts of keyboard,
the specific of keystrokes the strength of press, established during work with
computer. The evaluation of these individual specification often used in modern
system of information security and is one of the methods of identification of user
according collected biometrical data and characteristics. Recently more important is
protecting and defense of information taking parts the systems which using as
instrumentality of identification and authentication of computer systems. As a result
several of methods applied in different types of information systems, according each
of them have its own features and abilities, reliability, price of implementation and
service also maintenance.

Based on these facts rapidly almost torrentially developing systems of biometric
identification using as input data the keyboard handwriting which is a reflection of
personal using of keypad.

Information Systems biometric authentication are very similar [7]. Their task is to
read biometric data to process them, prepare to verify the information and based on
this to compare and determine is this person real or not (fig.1).

Users’ authentication methods using keyboard handwriting based on statistical
methods processing and forming the initial data source direction or vector which is
the ID of the users.

As the initial data using time intervals between keystrokes on the keyboard and the
time of intervals of maintenance. At the same time intervals between keystrokes
showing how fast person working and the maintenance showing the style of work.
During training user input few times suggested test phrases. Meanwhile calculated
and commit to memory reference characteristics of the user (fig. 2). On the stage of
authentication calculated estimates compared with primary according to this making
conclusion about matches and differences settings of the keyboard handwriting.

The reference user characteristics obtained during training stage allows making a
conclusion about stability of keyboard handwriting and determining confidence
interval spread options for the next authentication of the user. To avoid the discredit
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of the system necessary to screen out the users whose keyboard handwriting doesn’t
have “stability” [8].

START

Obtaining biometri
data
Processing of the data

Compare the processed
data with the standard

]

Whetherthere was a coincidence
ofthe data with the standard

Provide access Give notaccess

L T

Figure 1. Algorithm for biometric authentication

( START )

Keyboard events

Data processing

Create/edit user profile

|

Enough for training?

I Recording of biometric data |

End

Figure 2. Learning algorithm IS

Used at this research monitor-program one of the most important parts of biometric
authentication keyboard handwriting because from its functioning depends how
correct will be collected information also will it be possible based on this data to create
reference information that received during authentication data and will be it suitable
for comparison.

The process of the program can be divided into several logical blocks:
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- Keyboard monitoring;

- Start of sub processes for each action and processing;

- Data processing in sub processing (definition of user, determine the pressed keys,
record the time since it was pressed.

At this system exists 4 objects: “User”, “Program Monitor”, “Program Manager”,

”DataBase”. Sequence diagram of the system of biometric keyboard handwriting

shown in figure 3.

Program Program

Monitor Manager Batahase

User

Input biometric data
>

Data transfer for
processing

Standard request
el

Receiving standard

Informing about the decision

Figure 3. Sequence diagram of the system biometric authentication by keyboard
handwriting

This software system contains 3 blocks: Monitor, Manager and Database. Monitor
block including methods for monitoring the system for obtaining biometric data.
Manager block provides the methods used to process the data, also for taking
decisions on the admission of users system. In Database used methods to get and
record data to Database. Diagram block shown in figure 4.

For monitor-program uses high-level programming language Java appropriate
development environment. Among other things this programming language has built-
in functions of recognizing actions of keypad. For this existing class KeyEvent, which
contains all the variation of keyboard and interface KeyListener its includes the
following methods:

- void keyPressed(KeyEvent e);

- void keyReleased(KeyEvent e);

- void keyTyped(KeyEvent e).

Method Void key Pressed (Key Event e) uses when any key pressed before; method
void key Released (key Event e) — when the key was release and method void Key
Typed (key Event e) — when any symbol already been text [9].

In order that data info did not create delays in the program can be able to read the data
without any internal obstruction suggested during the pressing to create a new thread
which will be carried elaboration of every single keypad button.

In Java programming language multistreaming without using additional; technologies
that is also an argument for use this language of programming Gui implemented using
library of Java language — AWT (Abstract Window Toolkit) — this is original package
classes of Java programming language which is used to create a graphical user



Information collecting system of personal keyboard handwriting 347

interface. AWT defines basic set of elements for managers, windows and dialogues
that support simple in use but limited in their capacity GUL

Manager

boolean compare;

String fromMon;

String fromDB;

Monitor [€ String getMonitorValue();
I : - String getDataBaseValue();
long serlal\/ersanlD: boolean compare (String fromMon, String fromDB);
long pressﬁme. boolean makeDecision(boolean compare);
long releaseTime; void writeToDB(String user, String value);
char pressedKey;
Thread th;
DateFormat dateFormat;
void InitUl(Container pane);
long FifindTime(long start, long finish);
void createAndShowGUI();
void main(String[] args);
d DataBase

String userName;
String value;

String getUser(String userName);
String getValue(String userName);
void setValue (String value);

void setNewUser();

Figure 4. Class diagram of the system biometric authentication handwriting
keyboard

One of the reasons that limit AWT is that AWT transforming visual components into
corresponding equivalents platforms where Java machine placed. For algorithm
presentation created program that allows you to read temporal characteristics of the
keys. For easy checking algorithm was design GUI (fig. 5) which displays text fields
for input password and records keystrokes from the moment of press or duration of
time (how long the user holds on the button) Received results after processing are
records to database. Also this information for convenience you can find in text file
(fig. 6).
As the result we receiving text file (fig. 6) according to each press of button in a line
says:

- Data

- Time

- User Name

- Computer Name

- Sign of the Key(letter)

- Time of Holding the Key
"] log.txt - Enokrior = | B |t

\gaﬁn Peaarysarin  Qopmar Burnag  fosigka \

K | [ =l e 2015/04/16 14:44:13 Beamiab at vedmid-pPC pressed /c/ for 121 mlsec -
ii‘ Monitor = | 2015/04/16 14:44:13 Beamiae at vedmid-pC pressed /o/ for 49 mlsec
== 2015/04/16 14:44:14 Beamiae at vedmid-pC pressed /)/ for 179 mlsec
2015/04/16 14:44:15 Beamiab at vedmid-PC pressed /o/ for 89 mlsec
2015/04/16 14:44:15 Beamiab at vedmid-PC pressed /t/ for 84 mlsec
|| 2015/04/16 14:44:16 Begmigb at Vedmid-PC pressed /u/ for 109 mlsec
2015/04/16 14:44:17 Beamiap at Vedmid-PC pressed /_/ for 83 mlsec

2015/04/16 14:44:18 Beamiae at Vedmid-PC pressed ?’ ;:

75/

i/

fuf

fars

for 86 mlsec
for 86 mlsec

2015/04/16 14:44:18 Beamigb at vedmid-PC pressed
2015/04/16 14:44:18 Beamigb at vedmid-PC pressed
2015/04/16 14:44:19 BeaMmiab at vedmid-PC pressed
2015/04/16 14:44:19 Beamiae at vedmid-PC pressed
2015/04/16 14:44:19 Beamiage at vedmid-pPC pressed

for 133 mlsec
for 161 mlsec
for 71 mlsec
for 105 mlsec

Figure 5. GUI Figure 6. The result of the program in a text file
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For theory and practical research towards biometric authentication keyboard
handwriting developed software that allows you to collect data of key press by define
user also system time that needed for better grouping of results.

Data were collect using a Pc keyboard connected to an authorized user. The password
chose the word «[TPOMIHb» (beam) because this word doesn’t contain the letters that
repeating also this word is not tiny for analysis. According to this we can assume that
the experiments took place using fixing sustainable text. It allows collecting data
necessary for processing and preparation of statistical profile. Also should be
mentioned that this method requires some definite preparation of users, especially the
ability during texting use all 10 fingers and special typing speed. Also during all
experiments carried same hardware and software that excluding the possibility of any
influence on the PC analysis.

For convenience the data of time retention of keys shown on histograms (fig. 7-8) and

graphs (fig. 9-10)
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Figure 7. Bar chart with the accumulation of the collected time characteristics for
each letter of the first user
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Figure 8. Bar chart with the accumulation of the collected time characteristics for
each letter of the second user
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In resulting chart you can see the retention time of each button key in various
experiments and the total time of experiment. You may notice that the time for one or
other key on each experiment absolutely different but the user even don’t pay attention
to the fact that enter the password each time in different ways. According to this the
simple comparison of retention time of individual key button is not practical for
biometric authentication keyboard style. Therefore, in next research and selection of
Math models should be including additional options in processing time characteristics.
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Figure 9. Time keeping key Figure 10 Time keeping key
characteristics of the first user characteristics of the second user

The majority charts are similar. It’s because the user enter the password with his usual
style — keyboard style. Also you may notice that some graphs are differ one from
other. This may be due by various factors including the fact that something could
distract the user during experiment or because of some physiological factors. These
effects minimized by using more samples.

On the figure 11 shown medium results of the time characteristics of two users. As
can be seen from the graph even knowing the password each user enters with his own
typical only for him rhythm (different time characteristics for the same letters).
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Figure 11. Comparing medium results of the time characteristics of two users
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According to the results of research we can make a conclusion that biometric
authentication technology shown itself as perfect additional method of security
information system. Also need to add that it’s suitable for use for experienced PC
users because it requires certain PC operator skills and without authentication using
this method will be very problematic.
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