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SYSTEM INFORMACYJNY DO ZBIERANIA DANYCH 

WPROWADZANYCH Z KLAWIATURY 

Streszczenie: Artykuł przedstawia opis systemu informatycznego do analizy danych 
statystycznych użytkowników na podstawie pisma z klawiatury. Ostatecznym celem jest 
opracowanie technologii, która implementuje systemu uwierzytelniania użytkownika na 
podstawie pisma na klawiaturze. 
 
Słowa kluczowe: biometria, uwierzytelnianie biometryczne, pisanie klawiatury 

INFORMATION COLLECTING SYSTEM OF PERSONAL 

KEYBOARD HANDWRITING  

Summary: This article describes the information system of statistics collection users’ keyboard 
handwriting. The main goal is to create and develop the technology that improving the system 
of authentication of each keyboard handwriting. 
 
Keywords: biometrics, biometrical authentication and authorization, keyboard handwriting 

1. Introduction 

One of the most important questions of biometrical science is authentication of person 
based on physical and behavioral characteristics [1]. Physiological characteristics 
including fingerprints, retina cornea of the eye also geometry structure of the face and 
hands. Behavioral characteristics including the dynamic of reproduction personal 
signature, style of using keyboard and even voice [2, 3]. 
Biometric methods divided into two big groups:  
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- Static methods basing on physiological characteristics of each person, it means that  
this method basing on unique qualities that given to everyone from birth and never 
changing during the life; 
- Dynamic methods based on behavioral (dynamic) human characteristics especially 
uncontrolled moves during process of acting any certain move (signature, 
pronunciation and speed of keyboard handwriting) [4]. 
Research and practice [5-6] shown that keyboard handwriting same some other 
biometric data with very high reliability identify the person. 
Biometric authentication doesn’t specify out the user with absolute fidelity. Systems 
recognizing the user with certain probability according this system sometimes able do 
not recognize a legal user moreover it can accept the stranger for owner. That’s why 
all biometric systems evaluated by two categories:  
- Deny of access (first kind of error – FRR, false rejection rate) – showing the level of 
probability that system won’t recognize the registered user; 
- Error access (second kind of error – FAR, false access rate) false access to the system 
of illegal or nonregistered user.  
According to the simplicity and low price of project and implementation no need of 
additional hardware such system becoming very popular. 
Each person using own texting, writing and printing including keyboard that showing 
special typical unique speed, the habits of using main and additional parts of keyboard, 
the specific of keystrokes the strength of press, established during work with 
computer. The evaluation of these individual specification often used in modern 
system of information security and is one of the methods of identification of user 
according collected biometrical data and characteristics. Recently more important is 
protecting and defense of information taking parts the systems which using as 
instrumentality of identification and authentication of computer systems. As a result 
several of methods applied in different types of information systems, according each 
of them have its own features and abilities, reliability, price of implementation and 
service also maintenance. 
Based on these facts rapidly almost torrentially developing systems of biometric 
identification using as input data the keyboard handwriting which is a reflection of 
personal using of keypad. 
Information Systems biometric authentication are very similar [7]. Their task is to 
read biometric data to process them, prepare to verify the information and based on 
this to compare and determine is this person real or not (fig.1). 
Users’ authentication methods using keyboard handwriting based on statistical 
methods processing and forming the initial data source direction or vector which is 
the ID of the users. 
As the initial data using time intervals between keystrokes on the keyboard and the 
time of intervals of maintenance. At the same time intervals between keystrokes 
showing how fast person working and the maintenance showing the style of work. 
During training user input few times suggested test phrases. Meanwhile calculated 
and commit to memory reference characteristics of the user (fig. 2). On the stage of 
authentication calculated estimates compared with primary according to this making 
conclusion about matches and differences settings of the keyboard handwriting. 
The reference user characteristics obtained during training stage allows making a 
conclusion about stability of keyboard handwriting and determining confidence 
interval spread options for the next authentication of the user. To avoid the discredit 
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of the system necessary to screen out the users whose keyboard handwriting doesn’t 
have “stability” [8]. 

 

Figure 1. Algorithm for biometric authentication  

 

Figure 2. Learning algorithm IS 

Used at this research monitor-program one of the most important parts of biometric 
authentication keyboard handwriting because from its functioning depends how 
correct will be collected information also will it be possible based on this data to create 
reference information that received during authentication data and will be it suitable 
for comparison. 
The process of the program can be divided into several logical blocks: 
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- Keyboard monitoring; 
- Start of sub processes for each action and processing; 
- Data processing in sub processing (definition of user, determine the pressed keys, 

record the time since it was pressed. 
At this system exists 4 objects: ”User”, “Program Monitor”, “Program Manager”, 
”DataBase”. Sequence diagram of the system of biometric keyboard handwriting 
shown in figure 3. 

 

Figure 3. Sequence diagram of the system biometric authentication by keyboard 

handwriting 

This software system contains 3 blocks: Monitor, Manager and Database. Monitor 
block including methods for monitoring the system for obtaining biometric data. 
Manager block provides the methods used to process the data, also for taking 
decisions on the admission of users system. In Database used methods to get and 
record data to Database. Diagram block shown in figure 4. 
For monitor-program uses high-level programming language Java appropriate 
development environment. Among other things this programming language has built-
in functions of recognizing actions of keypad. For this existing class KeyEvent, which 
contains all the variation of keyboard and interface KeyListener its includes the 
following methods: 
- void keyPressed(KeyEvent e); 
- void keyReleased(KeyEvent e); 
- void keyTyped(KeyEvent e). 
Method Void key Pressed (Key Event e) uses when any key pressed before; method 
void key Released (key Event e) – when the key was release and method void Key 
Typed (key Event e) – when any symbol already been text [9]. 
In order that data info did not create delays in the program can be able to read the data 
without any internal obstruction suggested during the pressing to create a new thread 
which will be carried elaboration of every single keypad button. 
In Java programming language multistreaming without using additional; technologies 
that is also an argument for use this language of programming Gui implemented using 
library of Java language – AWT (Abstract Window Toolkit) – this is original package 
classes of Java programming language which is used to create a graphical user 



 Information collecting system of personal keyboard handwriting 347 

interface. AWT defines basic set of elements for managers, windows and dialogues 
that support simple in use but limited in their capacity GUI. 

 

Figure 4. Class diagram of the system biometric authentication handwriting 

keyboard  

One of the reasons that limit AWT is that AWT transforming visual components into 
corresponding equivalents platforms where Java machine placed. For algorithm 
presentation created program that allows you to read temporal characteristics of the 
keys. For easy checking algorithm was design GUI (fig. 5) which displays text fields 
for input password and records keystrokes from the moment of press or duration of 
time (how long the user holds on the button) Received results after processing are 
records to database. Also this information for convenience you can find in text file 
(fig. 6). 
As the result we receiving text file (fig. 6) according to each press of button in a line 
says: 

- Data 
- Time 
- User Name 
- Computer Name 
- Sign of the Key(letter) 
- Time of Holding the Key 

 

 

Figure 5. GUI Figure 6. The result of the program in a text file  
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For theory and practical research towards biometric authentication keyboard 
handwriting developed software that allows you to collect data of key press by define 
user also system time that needed for better grouping of results. 
Data were collect using a Pc keyboard connected to an authorized user. The password 
chose the word «ПРОМІНЬ» (beam) because this word doesn’t contain the letters that 
repeating also this word is not tiny for analysis. According to this we can assume that 
the experiments took place using fixing sustainable text. It allows collecting data 
necessary for processing and preparation of statistical profile. Also should be 
mentioned that this method requires some definite preparation of users, especially the 
ability during texting use all 10 fingers and special typing speed. Also during all 
experiments carried same hardware and software that excluding the possibility of any 
influence on the PC analysis. 
For convenience the data of time retention of keys shown on histograms (fig. 7-8) and 
graphs (fig. 9-10) 

 

Figure 7. Bar chart with the accumulation of the collected time characteristics for 

each letter of the first user  

 

Figure 8. Bar chart with the accumulation of the collected time characteristics for 

each letter of the second user 
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In resulting chart you can see the retention time of each button key in various 
experiments and the total time of experiment. You may notice that the time for one or 
other key on each experiment absolutely different but the user even don’t pay attention 
to the fact that enter the password each time in different ways. According to this the 
simple comparison of retention time of individual key button is not practical for 
biometric authentication keyboard style. Therefore, in next research and selection of 
Math models should be including additional options in processing time characteristics. 

 

Figure 9. Time keeping key 

characteristics of the first user 

Figure 10 Time keeping key 

characteristics of the second user 

The majority charts are similar. It’s because the user enter the password with his usual 
style – keyboard style. Also you may notice that some graphs are differ one from 
other. This may be due by various factors including the fact that something could 
distract the user during experiment or because of some physiological factors. These 
effects minimized by using more samples. 
On the figure 11 shown medium results of the time characteristics of two users. As 
can be seen from the graph even knowing the password each user enters with his own 
typical only for him rhythm (different time characteristics for the same letters). 

 

Figure 11. Comparing medium results of the time characteristics of two users 
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According to the results of research we can make a conclusion that biometric 
authentication technology shown itself as perfect additional method of security 
information system. Also need to add that it’s suitable for use for experienced PC 
users because it requires certain PC operator skills and without authentication using 
this method will be very problematic. 
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