BUKOPUCTAHHSA BINIbHOMO
NPOrPAMHOIO 3ABE3MNEYEHHSA
ana I'II,D,BVILI.I,EHH |E |

HauioHanibHUI yHiBepcuTeT JIbBIBCbKa NONITEXHIKA

AHApigH Mickosy6, 2012




' Yn be3neka iHhopMaLil akTyasibHa?
! o po3yMmitoTb nin 6e3nekoto iHhopMauii
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MDKMEpPEeXeBi ekpaH
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Optional Additional
Storage

Firewall |

SAS/iSCSI/Fibre

@ DS Capture

Appliance
Network tap

) Intrusion Detect;
Span/mirror port .

=,

&

o,

DS Archive
Appliances

Optional Additional

E-Commerce Storage

Streaming Media

internal threat
external intruder



http://www.dvd-ppt-slideshow.com/

. CrnnCOK IHCTPYMEHTIB NiABULLLEHHS PIBHSA
3aXULLLEHOCTI :

| CKaHepwu BPa3/INBOCTEN
' CCTEeMU TeCTyBaHHSA Ha NMPOHNKHEHHS
| CCTeMM XYypHasi3auil noain

—

|
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CKaHepwu Bpa3/INBOCTEN

Measuring Vulnerability Coverage

Metwark Web Application
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CnnNCoK IHCTPYMEHTIB NiAgBULLIEHHS PIBHS
3aXULLLEHOCTI :

CKaHepwu Bpa3/IMBoOCTEN
CNCTEeMy

Scope Test Plan

Attempt Vulnerability Exploitation

Pravide Detailed Reporting & Remediation Steps

Figurne 1
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! CNnNCoK IHCTPYMEHTIB NiABULLEHHSA PIBHSA
3axXULLEeHOCTI :

! CKaHepw Bpa3/IMBOCTEN

"--\
\ 4
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CnnCOK IHCTPYMEHTIB NiABULLEHHS PIBHSA
3aXULLLEHOCTI :

cncrTem

AN\

SYSTEMADATA
COMBROMISE

MANUAL
SERVICE
ANALY SIS

VULNERABILITEY] PASSWORD

ENUMERATIOMN

RECONMNAISSANCE
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CucTtemMun XXypHanisauil noain - 41 4oCTaTHLO NPOCTO
36epiratn XypHann?

AK IX onpauboByBaTN?

Generation Transport Storage Analysis
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CucTtemMun XXypHanisauil noain - 41 4oCTaTHLO NPOCTO
36epiratn XypHann?

AK IX onpauboByBaTN?
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cUCcTeMun ynpasiHHA iIHOOPMaLED Ta
nosigomMnaeHHaAMN be3nekn (Security Information and

Event Management (SIEM)

Rouler

Alert Module

Reporting Module

LInix server

Windows
SEMVED

Collectors
Mormalization
Indexing
Database
Clients (GUI)

Query
(Forensics)

Antivirus

» Archive Module |«
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./ /mosaicsecurity.com/categories/85-log-management-security-information-and-event-management iy c | |"9' - O55IM

Log Management & Security Information and Request Information from Vendors
Event Management (SIEM) @

(X)) select Up to 5 Products to Compare PRODUCT INFO RESOURCES CERTIFICATIONS & COMPLIANCE

i RECENTLY UPDATED

L+ Counter Tack CounterTack Improve your intelligence and incident response capabilities. CounterTack provides Commercial
arganizations with broader and richer, site-specific intelligence, ...

L EventSentry METIKUS. MET Itd EventSentry is an affordable yet flexible real-time log, system and network maonitaring Commercial
suite. You can receive event log alerts through a variety of ..

L& Metrix Event Log MetWrix Corporation Event log data is a unique source of information for security, audit, compliance and Freeware
Manager troubleshooting. Mative event logging mechanisms provided by...

CorrelLog Solution Suite CaorreLog CorrelLog, Inc. offers log management, unique security event correlation, and Commercial
high-speed indexed search services. Our pure-software solutions enhance...

LogRhythm High LogRhythm Maximum Uptime for Enterprise Information Assurance. With a powerful, Commercial
Availability Solutions high-pedformance, and feature-rich enterprise console, LogRhythm provides IT...

LogRhythm Host Activity LogRhythm Protecting your organization from advanced threats, compliance violations and Commercial
Monitoring operational issues is an ongoing process. It requires broad visibility, ...

LogRhythm Log & Event LogRhythm Historically, log management and event management have been viewed by most as two Commercial
Management distinct functions that operated independently, and were usually...

LogRhythm Log LogRhythm LogRhythm is an enterprise-class platform that seamlessly combines Log Commercial
Management & SIEM Management & SIEM 2.0, File Integrity Monitoring, and Host Activity Monitoring. ..
2.0

Akab Araknos Akab is a modular and scalable SIEM+ (Security Information Event Management) Commercial
architecture composed of various appliances placed on different points of...

AlienVault Open Source AlienVault AlienVault Open Source SIEM (O33IM) is a complete Security Management solution Cpen Source
= W (OSSI Y i . . . .




KiHLLeBa peani3aLlid

Bubip OC - npoCcTunin 4m Hi ?
AnapaTHe 3abe3neyeHHs - Intel Core i5, 8GB, 500 Gb HDD ?

3 BipTYyaJsibHi XO0CTU Ha 6a3i VMWare ESXi 5:

—  CUCTeMU LieHTpasii3oBaHoro 36opy Ta 06pobku iHhopMmaLlii XypHasis
noain (OC Linux CentOS 6.2)

—  CUCTEMW OLIHKM BPa3/IMBOCTEN Ta TECTYBaHHA Ha BTpy4daHHA (Back
Track 5 Ha 6a3i OC Linux Ubuntu 10.04)

—  CUCTeMW ynpas/iiHHA IHpopMaLielo Ta NOBIAOM/IEHHAMN 6e3neKkun
(OSSIM Ha 6a3i OC Linux Debian 6)

FOSS Lviv 2012



Cuctema LeHTpasiizoBaHoro 36opy ta
06p0o6KM IHCpopMaLLi XXypHasiiB noain (OC
Linux CentOS 6.2)

Iptables,

cucTtemMu XxypHanisauii syslog-noain y cknag,
rsyslogd, loganalyzer, Snare, Sagan, Snort

FOSS Lviv 2012



CucTtema OLUIHKM BPa3/IMBOCTEN Ta
TecTyBaHHA Ha BTpy4yaHHA (Back Track 5
Ha 6a3i OC Linux Ubuntu 10.04)

Iptables,
tcpdump, wireshark;
nmap;

openvas, Nexpose Community edition, w3af,
wapiti, nikto, arachni;

Metasloit Framework, Metasploit Community
edition

FOSS Lviv 2012



CucTtema ynpas/iHHA IHCPopMaLElo Ta
nosigomneHHamMu 6esnekn (OSSIM Ha 6a3i OC
Linux Debian 6)
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