AHOTAILIA

Kgau II. I. JocmimkeHHs MeTo[iB Ta 3aco0iB 3a0e3reueHHS KOMIIJIEKCHOTO
3aXMCTy KOMIT FOTePHOI Mepexi

Po6oTa Ha 37100y TTs1 HAYKOBOTO CTyTIeHSI MaricTpa B creriastizaiiii 8.05010201
- Komm’toTepHi Mepexi Ta cucteMu — TepHOMiIbCbKUM Hal[iOHA/JIbHUKA TeXHiIUHUM
yHiBepcuTeT imeHi IBaHa [1ymtos1, (hakynbTeT KOMITIOTEpPHO-iH(GOPMaLiHHUX CUCTEM Ta
NporpamHoi iHeHepii, KadeZpa KOMIT'IOTePHUX CUCTEM Ta Mepex, rpyna Clmc-61,
TepHorisb, 2015.

MeToro po0OOTH € JOC/iHKeHHST iCHYIOUMX MeTO/iB Ta 3aco0iB 3abe3reueHHs
KOMIIJIEKCHOTO 3aXMCTy KOMIT' IOTeEPHUX MepesK, BUOip Haibinbiil HafiiHOTO MeToAy
3aXHUCTY.

OG6’€eKTOM JOCTiIKEHHS € TIPOLIeC 3aXUCTy KOMIT FOTEPHUX Mepex.

[TpeameToM AOCTIKEHHS] € METO/IW Ta 3aCO0U 3aXUCTy KOMIT FOTEPHUX Mepex.

B auriomHiMt po6oti Oyno 3ailicHeHO aHasli3 iCHYyrOUMX MeTOAiB Ta 3aco0iB
KOMITJIEKCHOTO 3aXMCTy KOMIT I0TepHUX MepeX. [IpoBefieHO aHasi3 Mozesnel 3axucTy
KOMIT' IOTEDHHUX MepeX. BcTaHOBIeHO, 110 Hale(eKTUBHIIIMMUA € TO€qHaHHS
Mogenen fgoctyrnHocTi benna-Jla Tlagynmu i mopens 1fimicHocTi Biba. Ilpu anamisi
MeTOZiB Ta 3acobiB Oy/si0 BUSICHEHO, IO Hail edeKTHUBHIIIMM 3axuCTOM Oyze
noegHaHHa VPN 3 uwiro3oM 3axucty "bap'ep-301" 1 3 MiXK Mepe)keBUM €KpaHOM
"CCIIT-2". IIpoBegeHo MopemoBaHHs DDOS araky Ha MapiipyTy3aTtop B pesysbrari
AKOoro Oy/i0 BUSICHEHO III0 BCi MeToAM i 3acobum 3abe3meuyroTh HaJidHWN 3aXUCT
KOMIT FOT€PHOI Mepexi.

KirouoBi cjioBa: KOMH’I-OTepHa MEpEXda, 3dI'p03d, MO eJ/Ib 3aXUCTY, dTdKd



ABSTRACT

Kvach P. H. Complex protect of networks methods and means are researched
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The aim is to study existing methods and means to ensure comprehensive
protection of computer networks, choose the most reliable method of protection.

The object of research is the process of protecting computer networks

The subject of research is methods and protection of computer networks.

In the thesis work was the analysis of existing methods and tools for
comprehensive protection of computer networks. The analysis models protect
computer networks. It was established that the most effective is a combination of
models availability Bella La Padula and Biba integrity model. In the analysis methods
and tools was clarified that the most effective protection is a combination of VPN
gateway protection "Barrier-301" and between the firewall "SSPT-2". The simulation
DDOS attacks on the router in which it was clarified that all methods and means of
providing protection for computer networks.
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