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KPUIITYBAHHS 3 BAKOPUCTAHHSM EJINTUYHOI
KPUBOI EJIBAP/ICA

Pestome. Pozenawymo kpunmoepaiuny cxemy, wo euxopucmosye npomoxon Higpgi-Tenimana,
3acmocosanuil 00 Kintbys Z, ma zpynu mo4ok eninmuunol kpueoi Edeapoca. s cxema onucye anzopumm, axui
MOJNCHA BUKOPUCMOBY8AMU OIS 3AKPUMO20 38 A3KY NPU 0OMIHI OAHUMU NO MepediCi 3a2albHO20 KOPUCMYBAHHSL |
€ be3neyHor, AKWO 3a06e3neueHa agmeHmuyHicme Kioud. 3anponoHosanuil aneopumm mMac 00CMamuiil pigeHs
be3nexu npu HeGenUKUX 0OUUCTIOBATILHUX 3AMPaAmAx.

Knruoei crosa: eninmuuna kpusa Eosapoca, npomoxon Hichgpi-I ennmana.

O. Kossak, Ya. Kholyavka
ENCRYPTION USING THE EDWARDS ELLIPTIC CURVE

Summary. We consider an encryption system based on the Diffie—Hellman protocol applied both to the
ring Z, and to the group of points on the Edwards elliptic curve. This protocol establishes a shared secret that
can be used for secret communications while exchanging data over a public network and is secure only if the
authenticity of the key is assured. The original implementation of the protocol uses the multiplicative group of
integers modulo p, where p is a prime.

N. Koblitz and V. Miller discovered the Weierstrass elliptic curve cryptography in 1985. The elliptic
curve cryptographic schemes are a public-key protocol and their security is based on the hardness of an elliptic
curve discrete logarithmic problem. The algorithms are based on the properties of the group of rational points of
a Weierstrass elliptic curve with high stability. This group can be used to develop a variety of elliptic curve
cryptographic schemes including the digital signature, encryption and key exchange. Over the years, the use of
such algorithms did not experience a significant drop in their resistance, although the resistance algorithms
built on other groups, significantly decreased.

Many papers in recent years are devoted to the study of the cryptographic properties of Edwards
elliptic curves: finding fast algorithms to perform batch operations used in cryptosystems constructed on the
group of rational points of these curves, the construction of stable curves of this type. The principal attraction of
the Edwards elliptic curve cryptography is that it offers sufficient security for a small enough prime p and for a
small enough key size.

In the present paper we consider a new encryption algorithm using both to the Edwards elliptic curve
over finite fields and to the ring Z,, due to this the linear cryptanalysis is highly difficult. The algorithm proposed
here provides sufficient security at sufficiently small computational expenses.

Key words: Edwards elliptic curve, Diffie—Hellman protocol.

Beryn. [Iporoxon Jligdi-I'enmvana [1] € acumeTpudHOorO cxemMoro mudpyBanHsa. Bin
MOJISITa€ y CTBOPEHHI CIIJIBHOTO MHU(POKIIOYA JUIs KpUNTYBaHHs 0e3 oOMiHy HuM. Lleit kimrou
CTBOPIOIOTH Tak: Autica i boO (TpamumiiiHi iMeHa B KpumTorpadii) He3aXHWINEHAM KaHAIOM
3B’S3KY JOMOBIISIFOTHCS TIPO NMapaMeTpy aJITOPUTMY: TOCTATHHO BEJIMKE MPOCTE YHUCIIO p 1 ITijIe
quciio g, 2<g<p. Hamami yci mipkyBaHHS Ta apudMeTwdHi 1ii OyJeMO TPOBOIAWTH HaJ
KIJIbLEM JIMIIKIB Z,, YACIAaMU TaKOX OyIeMO BBa)KaTH €JIEeMEHTH Zp. Ajica BUOMpae BigoMe
TiIIBKH T# umcnio a 1 mepenae BoOy obGuucinene Hero umeno g (mod p), a Bo6 BuGHpae
(cekpetHe) umcno b 1 mepemgae Auici oOYHCIIeHE HUM YHCIIO gb (mod p). BBaxkaetnbcs, 110
Oyab-XTO MOKE MPOUYUTATH IX MOBIJIOMJICHHS, alie HEe MoXke 3MiHuUTH. Tenep Auici moTpiOHO
O0YHCIIATH (gb )* (mod p), a BoOy — oGunciuTH (g“)b (mod p), 1 y HuX OyJie OJuH 1 TOU Ke
xoa g% (mod p). Bkasanuii crioci6 cTBopeHHS Bimomoro Tiieku Auici Ta BoGy crinbHOro
cexpeTHOro Ktoda g%’ (mod p) 1a€ MOXITHBICTD YHUKHYTH BaYCTHBOI JUISI CHMETPHUHHX CXEM
mudpyBaHHs TpodiieMu oOMiHy Kiodamu. CTIMKICTh Takoi KPUITOCHCTEMH IIOB’si3aHA 3
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O0YHCITIOBAILHOIO TPYIHICTIO OTepallii AUCKPETHOTO JoTapu(MyBaHHs — 3HAIOUU YHUCIA P, g
i g“ (mod p), HOTPiOHO OOUHCIIUTH a.

B. Mimnep 1 H. Kobnin [2,3] 3anponoHyBanu 3amicTh Z, BUKOPHCTOBYBATU TPYILy
parioHaJIbHUX TOYOK Ha eNNTHYHIN KpuBiii Betiepmrpacca. I'. Enapac [4] po3riissHyB iHITY
HOpMaJIbHY (POpMY eTINTUYHOT KPUBOI, Ky Ha3BaJId HOpMajibHOIO opmoro EnBapca.

ITocranoBka nmpo6emu. CydacHi KpUITOCXEMH, ITOOY0BaHI Ha SINTHYHIUX KPHBHX
Betiepmrpacca, MatoTh 10Opy KpUIITOCTIHKICTh, ajle JOCUTH MOBLIbHI 3a paXyHOK, 30Kpema,
CKJIQJIHOI TPYIIOBOI omeparii HaJl pamioHATBPHUMH TOYKaMH ITie€i KpuBoi [5]. OmamM i3
BaXIMBUX 3aBJlaHb € 30UIbLICHHS IIBUIAKOMII Takoi KpPHUNTOCXeMH Oe3 3MeHINeHHs il
KpUNTOCTiMKOCTI. JIJIs bOTO € KiJTbKa MUIsIXiB. OJIUH 13 HUX — BAKOPUCTAHHS 3aMiCTh KPHBHX
Betiepmrpacca inmux ¢opm enintuaHoi KpuBoi [6].

AHajxi3 aocaikeHb i myoOJikamiii. barato mparms B OCTaHHI POKH MPUCBSIYCHO
JOCITIJDKEHHIO  KpunTorpagidyHUX  BJIAcTUBOCTEH  eNNTUYHMX  KpuBHX  EjBappca:
3HAXOJDKEHHIO INBHJKAX aJTOPUTMIB BHKOHAHHS TPYHOBHX orepariii [7], MOpiBHIHHIO
HIBUJKOAII KPUIITOCUCTEM, MMOOYIOBAaHUX Ha TPYIll palliOHAIBHUX TOYOK TaKuX KpuUBHX [8],
moOyIoBi CTIHKMX KpuBHX Iboro Bumy [9]. IlpoBemeHi B mux MyOJKaIisgX TOCITiIKEHHS
MOKa3yloTh MEPCHEKTUBHICTh BUKOPUCTAHHS €IINTUYHUX KpuBHX EnBapzca s moOynoBu
AITOPUTMIB KPUIITYBAHHS.

Mera poGorm — pO3poOJICHHS ~ AJITOPUTMY  KPHUNTYBaHHS Tpud  OOMIiHI
HOBIIOMJIEHHSAMHY, SIKHH BUKopucToBye mpoTtokoin Iid¢i-I'emnmmana, 3actocoBanuit 1o Z, i
IpyNHU parioHaIbHUX TOYOK KpuBoi EnBapica. Beaxkarumemo, mo npu oOMiHi iH(popMaIiieto
BiJI iMEeHI aDOHEHTa MepearoTh 1 OTPUMYIOTh HOTO MOBiIOMIIEHHS. J[JI TapaHTyBaHHS I[HOTO
BUKOPUCTOBYIOTH MIPOTOKOJIH iIeHTUDiKaLlii, IIM(PPOBOro MiAMUCY TOIIO.

IlocTanoBka 3agadi Ta pe3yJbTaTH [IOCTiKeHb. byaemMo BBaxkaTtw, mo p —
JIOCTaTHbO BEJIMKE MPOCTe YMCIO (MOXKHA po3IsiaTH cTeneHi mpoctux umcen [9]). Hag
KiJIbLIEM Z,, pO3IVIIHEMO eNiNTuuHy KpuBy EnBapsca E, 3aJaHy B IPOEKTUBHUX KOOPAMHATAX
piBHsHHSM (HOopMasibHa (hopma EnBapica)

(x> + ¥z =" +dx*y?, (1)

d He € KBajpaTtoM eleMeHTa Z,. SKmo X, y,,Z, € €leMeHTaMH Z, 1 3aJ0BOJBHAIOTH
piBusHHEA (1), TO By = (X, : Y, :Z,) Ha3MBaIOTh PalllOHATHEHOK TOYKOK €IINTUYHOI KpUBOi E |
a X,, Yy, %y — IPOEKTUBHUMU KoopAauHaTaMu Fy. Y 1iit poOoTi Mu OynemMo po3risaaTH JIUIe

parioHaJIbHI TOYKH KpUBOi £ Ta Ha3WBaTHMEMO iX TOUKaMH KpuBoi E.
Ha MHOXWmHI TO9oK KpuBoi (1) Bu3HA4aroTh ornepariito @ [6,7]. [y TOBUTEHOT TOYKH
P=(x:y:z) xpuBoi E nokmnagemo — P = (—x:y:z). Koopaunatu — P 3a10BOIbHSIOTH (1),

ToMy —Pe E. fAxmo P =(x:y:2) 1 P,=(x,:y,:2,) — pi3HI TOUKU EJINTUYHOI KPUBOI
E, 3apanoi piBHsHHSIM (1), To B © P, BU3HAUUMO SIK TOUKy P, =(x;:y;:2;), A€ (X5:);:2;)
00YHCIINMO TaK:

A=zz2,,B=A%C=xx,,K=y,y,, E=dCK, F=B—E, H=B +E,
x,= AF((x,+y,)(x, + y,) - C—K), y,= AH(K - C), z,= FH. 2)

Bimomo [4], mo Touku kpuBoi (1) yTBOproroTh abeseBy rpyny G BiTHOCHO omepartii
@ , HedTpabHUM eteMeHToM i€l rpynu € (0:1:1), a mpoTHIC)KHUM elIeMeHTY P € eJleMeHT

— P. Hapnani onepanito @ OyneMo mo3HayaTw 4yepe3 +, a TakoxX Mo3HauuMo 2P =P+ P,
3P=2P+P,....(k—1)P=(k—-2)P+ P, ne k — nopsinok rpynu G.
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Y wnamomy Bumaaky kpua (1) 3amaHa Hajg Z, TOMYy Trpyla TOYOK Ifi€l KpHBOL
ckingenHa. SIxmo x kpusa Enpapaca E: x* + y® =1+dx’y” 3amana B aQiHHEX KOOpAMHATAX
HaJ| TOJeM JiHCHUX dYHhcell R, TO OIepalifo JIOJaBaHHS TOYOK KpPHUBOI BU3HAYAIOTH 3a
(dbopmynamu, siKi BiAmoBinaoTk popmyiam (2), 1 BOHa Mae reoMeTpuuHy iHTepnpetarito [10].
Ha pucynky 1 cxemaTH4HO 300pa’keHO 3HAXOKCHHS TOUKA P3, P3=P+P,, 1 IBOX pi3HHUX
Touok P; ta P, xpuBoi E y HopmanbHil ¢opmi Ensapaca, 0<d<l. Jlomomixxkna kpuBa C
MPOXOJIUTE Yepe3 TOUYKH P, P,,(0,—1) Ta HEeCKIHYEHHO BiJJIajieHi TOYKH, IO BiAIMOBIIAIOTH
TOYKaM 3 MpoeKTUBHUMHU koopauHatamu (1:0:0), (0:1:0), i mepetnHae kpuBy E y ToHIll —

P5. Jlnst mobynoBu P3 MOTpiOHO 3HANTH TOYKY, CAHMETPUIHY —P3 BiHOCHO oci OY.

PucyHoxk 1. 'eomeTpudHa iHTephpeTaLis rpynoBoro 3akoHy Hafa R, O<d<1

Figure 1. Geometric interpretation of the group law over R for O<d<1

Ha pucynKky 2 cXxeMaTHIHO 300pa)Ke€HO 3HAXODKCHHS CYMH (TOYKH P3) TBOX Pi3HUX
Touok P; Ta P, xpuBoi E 'y HopmainbHi#t ¢popmi Exsapaca, d<0.

Pucynok 2. ['eomeTprdHa iHTEpIpeTalis rpynoBoro 3akoHy Han R, d<0

Figure 2. Geometric interpretation of the group law over R for d<0
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Ha pucynky 3 cxemarnuHo 300paxkeHo 3Haxo/keHHs P1+P; (Touku P3), P1#P;, TOUoK
kpuBoi E 'y HopmaneHil ¢popmi Exsapica, d>1.

/

I
I
I
1

Pucynok 3. ['eomeTpudHa iHTEprIpeTalis rpynoBoro 3aKkoHy Han R, d>1

Figure 3. Geometric interpretation of the group law over R for d>1

o0 3ailicHUTH OOMIH 3aKPUTUMH MOBIIOMJICHHSMH (32 TOTIOMOTOIO POITOHOBAHOT'O
TYyT TpOTOKOIy) Ausica Ta boO cmodyarky CTBOPIOIOTH CeKpeTHHM Kitod. JImst 11b0To
BIJIKPUTUMHU TOBIJOMJIEHHSIMH BOHU BUOUPAIOTH!

1) mocTaTHBO BEIUKE MPOCTE YUCIIO p;

2) I0CTaTHBO BEJIMKOro NOpsaKy kpuBy E : (x° + y*)z® = z* +dx*y’nan Z;

3) Touky C, KpHBOi E TaK0K BEJIMKOIO IOPSIKY;

4) BUTIQJIKOBE YUCIIO g, g € Zp , g2#0,1;

5) 4ucio n — JOBXKHUHY BHUMAJKOBOI MOCHIIOBHOCTI (MOKHAa BHKOPUCTATH OJHY abo
KiJIbKa TaKMX IOCJIITOBHOCTEMH).

Tax camo BiakpuTUMH MOBiAOMIEHHSME Atica Ta Bo6 10MOBIsIOTBECS TIpo andaBiTHY
TaOJINITIO, Y SKil KOXKHOMY €JIEMEHTY IMOTpPiOHOTO I KOPUCTYBaHHS aln(aBiTy CTaBIATH Y
BIJIIOBIJIHICTh TOUKY KpuBoi E. Pi3HuM ejeMeHTaM ai(aBiTy BiANOBIAAIOTH Pi3HI TOYKH
KkpuBoi E . be3 oOMexeHHs 3arajlbHOCTI MOYXKHA BUKOPUCTATH JIMIIE TOUKHU 3 2, =1.

[Ticist y3roKeHHS TOYaTKOBUX JTAHHX:

1) Axica reHepye BUIAJKOBI TOCTiIOBHOCTI {al.,j}, =123, j=1,...,n, @, ;€ Zp ,
TOBXXUHU 1 (03HaUMMO iX (&), (&,) Ta (&) BiANOBIIHO);

2) bob renepye BumajKoBi mociioBHOCTI Jowkunn n {f, ), i=1.23, j=1,...,n,
B.; € Z, (mozmaunmo ix (B,), (B,) Ta (f;) Binmosinno);

. . 0 a; . . .
3) Aumica o0umcmoe mocmiaoBHOCTI {g '}, {aSSjCO}, i=12, j=1,...,n
. a, . . .
(mo3Haunmo ix (g '), (g ?) Ta (a;,C,) BIANOBIIHO);
. . B . .

4) bo6 obuncmroe mocaigoBHOCT {g '}, { ,63, J.CO}, i=12, j=1,...,n (mo3HAYUMO

, B B . )
ix (g™), (g7%) T1a (B,C,) BiamoBimHO).
BinkpuTuMu TOBIIOMJIEHHSMH BOHH OOMIHIOIOTBCS TOCTIZOBHOCTSIMH: Autica

Hafcunae boby (g“), (¢™) Ta (a,C,), a bo6 nancuiae Arici (gﬂl ), (gﬂz) ta (B3,C,).
OTprMaBIIH MOBiTOMIIeHHS Bif BoGa, Atica o6uncitioe nocigosrocti ((g7)“)={(g A ),

Ain\%n B\ B a Z @ Brn\%
s (@MY, (@)D=, @), (@) Ta
(,8,Cy)={a; 35 ,C,, a;,3,C...., &,;,0,,C,}. Tak camo b0, oTpuMaBIIH IIOBiTOMIICHHS
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Big AllicH, OOYHCITIOE TTOCTiJOBHOCTI ((gal)ﬂ D, (g )ﬁ 2) ta (B,a,C,). Takum umHOM, Altica
i boO micis mpoBeJeHUX OOYHCICHh MAIOTh Ti JK caMi IMOCIHITOBHOCTI (CEKpEeTHI KITFOYi).
Ilo3maunMo iX Tak: (k1)=(ga1ﬁ1), (k2)=(ga2ﬁ2), (k;)=(C)=(,,C,). Omxe, B Hammx

o B ay Sy .
[TO3HAYEHHSIX (k)={k;} . =18 b I’J}j:h“,,n, (ky) =1k, } o, =18 2 2’1},-:1,...,”,

(k3):(C):{Cj}j=1,...,n:{Cj}j=1,,,,,n:{(Cl,j’cz,j)}j=1,,,,,n'

OOuncIMBIIM CEKPEeTHUH K04, AJlica KiIbKOMa TMEepEeTBOPEHHSMHU IOBIIOMIICHHS
M ctBoproe mudpotekct E(M):

1) 3ammcye moBimomiieHHs My 1mmuppoBoMy QopmaTi ¥ OTpEMYyeE TMOCIIIOBHICTH
TOYOK eJINTHYHOI KpHBoi (1), AKy mo3Hauumo (M,);

2) mo orpumanoi mocminosrocTi (M) =(x,,y,) ={(x,;, ¥, )}, TOYOK KpuBoi E
J0Aa€ MOCIiNOBHICTD (k;): (M) :{(xz,j +C1 s Vo +c2,j)}j=1wn:(x2,y2);

3) mo mepmmx KOOpAMHAT TOYOK INOCTigoBHOCTI (M,) nomae (k,), a OO OpYyrux
KoopauHatT 1o04a€ (kz): (M3) = ()CS, y3) = (Xz, y2)+ (klakz) = {(xz,j’yz,j)}jzl,,_,,n'

OGuucnena nociioBHicTs E(M)=(M,;) e mmpporekcroM, skuil Anica mepenae
boOy. 11106 mpouwmtarn moBigomieHHsS M , boO Hajx OTpHMaHOIO TOCHIIOBHICTIO E(M)
BHKOHYE Y 3BOPOTHOMY TIOPSIZIKY IT€PETBOPEHHS, 3/iHCHEH] AJTiCOIO:

1) obuncmoe (M,): (M,)=EM)—(k,k,);

2) obumcmoe (M,): (M,)=(M,)+(-C);

3) 3HalifieHy NOCIiZOBHICTb (M) HepeTBoproe y TekeT (M) BiamosigHoro andasity
3TiTHO 31 BCTAHOBJICHOIO aI(haBiTHOIO TAOIHIICIO.

BucnoBku. IIpomoHOBaHWI aNrOpuT™M KpPUIITYBaHHS 3a JOMOMOTOIO TMPOTOKOIY
Hiboi-I'ennmana 11 panioHaqbHUX TOUOK KpuBoi ExBapaca i kimblsg Z, Mae BHCOKY
CTIMKICTh 3a paxyHOK IMOCJIIJOBHOTO BUKOPUCTAHHS I[HOTO MPOTOKOIY 0 KOXKHOI 31 BKa3aHUX
CTpyKTyp. Emintuuni kpuBi y HopManbpHii Gopmi EnBapsca MaroTh niepeBard HaJl KpUBUMH Y
¢dopmi Beitepimrpacca 3a paxyHOK MBUAKOJIT Ta GOpPMHU 3arucy HEHTPAIbHOTO €JeMeHTa, a
TOMY iX 3pYYHO BHKOPHCTOBYBATH Y TaKUX KPUNITOTpapidHAX MPOTOKOIAX.

AnroputMu, moOy0BaHI Ha BJIACTUBOCTSIX TPYMH PAlliOHATBHUX TOYOK ENIMTHYHOL
KpHBOI, MalOTh BHUCOKY CTIMKICTh. 3a POKH BHKOPHCTAHHS TaKUX aJITOPUTMIB He BiAOyIIOCs
MOMITHOTO TaJiHHS IXHBOI CTIMKOCTI, XO4a CTIHKICTh aJrOpUTMiB, MOOYJOBAaHUX Ha IHIIHUX
rpynax, HOMITHO 3MEHIINUIIACS.

Conclusions. The proposed encryption algorithm based on the Diffie-Hellman
protocol for rational points on the Edwards curve and the ring Z, is highly resistant due to
consistent use of this protocol to each of these structures. The Edwards elliptic curves have
the advantage over the Weierstrass curves by speed post and form of a neutral element, so
they are useful in such cryptographic protocols.

The algorithms based on the properties of the group of rational points of an elliptic
curve have high stability. Over the years, the use of such algorithms did not experience a
significant drop in their resistance, although the resistance of algorithms built on other groups
significantly decreased.
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