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KJTACU®DIKAILISA ATAK HA BE3/IPOTOBI CEHCOPHI
MEPEXI I IIIJISIXU IX BI3YAJIIBAILUI

Pestome. [Iposedeno ananiz MOJICIUBUX QI3UUHUX MA THMENLEKMYATbHUX AMAK, NPEOCMABLeHO CUCTNEMY
Kracugixayii amax Ha 6e30pOMosi CEHCOPHI MepPedlci, BUOLICHO XaAPaKMePHI 0COOIUBOCME OKPEMUX 6UOI6 MAKUX
amax. 3anpononogeano memoou 6izyanizayii 00’ €MHUX 0e30POMOBUX CEHCOPHUX Mepedc [ OKpeMmux 6uiie
@Di3uYHUX Ma IHMeNeKMY AIbHUX AMAK HA HUX.

Knrouosi cnosa: cencop, be3opomosa ceHcopHa mepedca, amaka, izyanizayis, mpianeyiayia /enoxe,
diaepama Boponoeo, kracugixayis.

V. Chyzh, M. Karpinski, S. Balaban
CLASSIFICATION OF ATTACK ON WIRELESS SENSOR
NETWORKS AND WAYS OF VISUALIZATION

The summary. Classification of wireless sensor networks (WSN) according to the difference of sensors
placement levels and radius of their action was interpreted. To classify WSN according to their structure a
network of fire protection was used, which has sensors placed under strict rules in real residential areas. Thus,
the network is a classical surface WSN. The network of fire protection is built on a multistoried building and is a
conventional Volume WSN. Peculiarities of construction of a scheme of mutual relations between the
neighboring sensors should take into account the mutual influence of horizontal layers of the network. WSN have
a number of essential advantages over their wired analogues. But at the same time they are characterized by
certain disadvantages, such as possibility of being attacked. Efficiency and reliability of the WSN functioning
depends on prediction and effectiveness of control methods, of such attacks. In developing and evaluating the
effectiveness of methods to withstand the attacks on WSN it is recommended to use a system of attacks
classification.

The system of classification of attacks on WSN was developed. Sensors, signals that are broadcasted in
the network as well as confidential information may be subjected to the outside influence. That is why the attacks
are divided into physical and intellectual. Physical attacks include mechanical and radio technical ones. The
given classification of mechanical attacks makes it possible to facilitate the choice of method of visualization of
attack area distribution and parameters of its calculation. Thus, for the visualization of a plain attack two
characteristic linear dimensions which characterize the corresponding plane are used. Radio technical attacks
involve destruction of an electromagnetic signal. For visualization of such attacks the measuring of a received
signal power level is used. In this case the reduction in signal strength is considered as the result of increasing
the distance between sensors and thus increasing the area of WSN.

Intellectual or logical attacks are divided into functional and confidential. The functionality of WSN
corresponds to the correct operation of all sensors in a network, routing and physical level. Thus, functional
attacks are aimed at the destruction of the functional parameters of WSN. These attacks hamper basic sensor to
receive complete and correct information from sensors of the lower level. Confidential attacks are divided into
traffic analysis information, eavesdropping and manipulation of information routing. Typically, as a result of
these attacks the attacker is able to decrypt the information, determine the route and frequency of information
transfer with the aim of further organization of functional attacks on WSN. For the visualization of these attacks
famous Delaunay methods of triangulation and Voronoi decomposition are used.

The visualization of attacks on WSN is of primary importance. The scheme of plane attacks
dissemination in the area of VWSN coverage, scheme of spherical attack distribution in the area of VWSN
coverage, scheme of cylinder attack distribution in the area of VWSN coverage have been presented.
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YMOBHI TO3HAYEHHS:

Ah — pi3HUIA PiBHIB PO3MIIIEHHS CEHCOPIB, M;

r — pajiyc Aii CeHCOPIB, M.

IMocranoBka npodaemu. be3nportoBi cencopni mepexi (BCM) po3BuBarOTHCS
HIBUAKUMH TEMIIAMU 1 B HEJJAIEKOMY Mail0yTHbOMY 3aiiMyTh JOMIHYIOYE MICIIE Cepell CUCTEM
30upanHs i nepenaBanHs iHQopmarlii. BCM saBisi0oTh c00010 MHOXHHY CEHCOPIB, SIK1 3/1aTHI
34uTyBaTH (MpUMaTH) NEBHY iH(OpMAIIif0, IEPETBOPIOBATH 11 B €JIIEKTPOMArHiTHI CUTHAJIH,
nepeaaBaty ix B eip, MpUiIMaTH CUTHAIM BiJI CYCiTHIX CEHCOPIB 1 MOBTOPHO NepeIaBaTH iX B
edip. Takum ynHOM Yy 30H1 1ii BCM 3a6e3neuyeThest nomupeHHs iHdopmaii 1 nepeaaBanHs
ii y moTpiOHOMY HaNPSIMKY ONTUMAJIHUM IIUIIXOM.

Posmmpenns 308 BukopuctaHHs BCM Bumarae poOOTH Haa iX YZOCKOHAJCHHSM.
3o0kpeMa HEOOXIAHO TMOCTIHO 301bLIYBaTH PIBEHb 3aXMILNEHOCTI CEHCOPIB BiJ (HI3UYHOTO
BUBEJICHHS 13 JIa[ly, CUTHAIIIB BiJ] CHOTBOPEHHS 1 3HUIIEHHS, iHpOopMaIii Bl po3mudpyBaHHs
1 BukpageHHs. Ilepemiuenux BmmBiB BCM 3a3HatoTh mij 4yac Tak 3BaHuUX aTak. Jlims
YCHIIIHOTO MPOTHO3YyBaHHS MoOx»HBHX aTak Ha BCM 1 edekTtuBHOI 0OpOoTHOM 3 HUMU
HEOOXiJTHO CTBOPHUTHU CHCTEMY iX Kiacu(ikamii i BUSBUTH XapaKTEPHI JUIsl OKPEMHUX TPYI aTak
0COOJIHBOCTI.

AHagni3 ocTaHHiX pe3yabTaTiB AocidifKeHb i myOmaikauii. VY mitepaTypHHX
mokepenax [1, 2] BCM npencTaBisitoTh SK IOBEPXHIO, a Ul 1i MaTeMaTUYHOrO ONUCy M
Bi3yamizanii (rpadiyHOro mMpeACTaBIEHHS) BHUKOPUCTOBYIOTh, HAIMpPHUKIAN, METOIU
tpianrynsuii Jemnone, giarpamu Boponoro i1 1.1. Moxnusi ataku Ha BCM po3ainsitoTs Ha
¢i13uuHi Ta iHTENekTyanbHi. [Ipu 1pomy aHanizy Qi3WYHUX aTak MPAKTUYHO HE MPUIUISIOTH
yBaru, a iHTEJIEKTYalbHI aTaku PO3IIIANAIOTh SK aTaku Ha 3MiHY a00 3HUILNEHHS CUTHAIY,
MOBHE 200 YaCTKOBE IOIIKOKEHHS, IIEPEXOIUICHHS a00 CIOTBOPeHHs iH(opMmariii [3, 4, 5].

Crymninp BrumBy Ha BCM araku abo rpynu aTak MOXKHAa BH3HAUWTH Bi3yasi3alli€ro
atakoBaHoi Mepexi [2,3,6]. Ilpu mpoMy s Bi3yamizamii aTtak Ha CHIy CHTHAIY
BUKOPUCTOBYIOTh TpiaHTymsmio Jlemone, a ans Bi3yamizamii atak — MOHITOPHHT Tpadiky
(kIbKOCTI Mepenanoi iHpopmallii) B OKpeMUX By3JIaX MEPExi.

Takuii miaxig 103BOJSE OTPUMATH TMO3UTHBHI PE3yNbTaTH, SKIIO Pajiyc Aii CEHCOpiB
MEPEBUIIYE PI3HUIIO PIBHIB IXHHOT'O PO3MILICHHS, a00 HEXTYBaHHS BHCOTOIO IMOIIMPEHHS
MepeXi He BILIMBA€E Ha BHOIp ONTHMAJIBHOI TpaekTOpii nepenaBanHs iHdopmarii. Hemomikom
npencTaBieHoro ananizy Oynou BCM Ta arak Ha HUX € HEMOXJIMBICTH Bizyaurizarii
“00’emHuX” 0Oe3aporoBux ceHcopHux Mepex (OBCM) i piBHA BIUIMBY Ha IXHIO poOOTYy
(Gi3UYHMX Ta IESKHUX IHTEIEKTyaJbHUX aTak.

Mera podoru. IlocranoBka 3aBaanus. OOrpyntyBatn kimacudikamnito BCM 3a
CHIBBIHOIICHHSM PI3HHUII PiBHIB PO3MIIIEHHS CEHCOPIB 1 pajiycy iXHbOI Aii. 3arpononyBaTu
cuctemy kinacudikanii arak Ha BCM. [locnmiguTtu xapakTepHi OCOOIMBOCTI Bizyauizarlii
neskux cxeM (iznyHux arak Ha BCM.

PesyabraTn gochaim:kenHsi. [loctaBieHi 3aBIaHHSA 3allpONOHOBAHO BHUPILIYBATH
HIJISXOM aHali3y CTPYKTYpHU pealbHO iCHyrouuX 1 iMoBipHUX BCM.

Sx npuxuaz, st kiacugikanii BCM 3a IXHBOIO CTPYKTYpPOIO BUKOPUCTAHO HMOBIpHY

MEpPEKY TPOTHUIIOKEKHOI OXOPOHH, CEHCOPH SKOi PO3MIMICHI 32 CTPOr0 BCTAaHOBICHUMU
192
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HOpMaMH{ B peajibHUX KHUTJIOBUX paiioHax. Mepeka MpOTHIIOKEKHOI OXOPOHHU 30yJ0BaHA y

XKHUTJIOBOMY pailloHI 3 OJHO- 1 [JBONOBEPXOBOI 3a0ydOBOIO SBJIE COOOK KIIACHUHY

nosepxHeBy BCM. OcobamnBocTi moOyn0oBH Bi3yalbHOI KapTUHH Takoi MepexXi HaBEIEHO B

[1]. MakeTr nmoBepxHeBOi Mepexki 300paxeHo Ha puc. 1. OcoOGnMBOCTI oprasizaiii pexumy

HaJiHOT POOOTH Takoi Mepexi mependavyaroTh, IO CHIBBIAHOMIEHHS MK PI3HHUICIO PIBHS
PO3MIILIEHHS CEHCOPIB 1 pajiilycoM IXHBOI A1l MOBUHHO 3a10BOJIBHITH YMOBY (1)

Ah/r <3. (1)

Meperka MPOTUIIOKEIKHOT OXOPOHH, 30yJ0BaHa Ha 0a3i 0araTrornoBepXxoBOTrO OyIUHKY,

JUIsE SIKOi crlpaBeuiuBa 3alexHICTh (2), € ximacmunoro OBCM (puc. 2). OcoGmmBocTi

noOy/IOBM CXEMH B3a€EMHHUX 3B’SI3KIB MK CYCITHIMH CEHCOpaMH IOBHHHI BpPaxOBYBaTH

B3aEMHUH BIUIMB FOPU3OHTAIBHHUX IIapiB Takoi Mepexi [7, 8].
Ah/r > 3. (2)

A

Pucynok 1. Maket noBepxueBoi bCM Pucynok 2. Maketr ObCM
Figure 1. Layout surface WSN Figure 2. Model VWSN

VY peanpHux ymoBax [uis opradizanii BCM BHKOpHUCTOBYIOTH CEHCOPH PI3HHUX PiBHIB.

[Ipu 1bOMy MepeKy CEHCOpPIB BHIIUX PIBHIB PO3MIISIAIOTH K IIOBEPXHEBY, @ TOMY MEPEXY B
[IJIOMY CIIiJI pO3MIIAIaTH K KoMOiHOBaHY (puc. 3). OTxke, 32 CTPYKTYPHUMH OCOOJIMBOCTSIMU
BCM noriinpHO MOAUISATH Ha TOBEPXHEB1, 00’ €MHI i KOMOIHOBaHi.

BCM BosiomitoTh HU3KOIO 0Oe33amepeyHux IepeBar Iepel CBOIMH JIPOTOBUMHU
aHaJloraMd. AJie OJHOYACHO 1M XapaKTepHiI HEIONIKH [3], SKi CIOBIUIBHIOIOTH, a B PsIi
BUTIAJIKIB pOOJISATH HENOUUIFHIM BHKOPHCTAaHHS B OKpeMHuX cdepax Hamoi misuibHOCTi. [lo
TaKUX HEJOMIKIB JOCTITHUKN HaAIHHOCTI po6oTi BCM BiTHOCSTH Bpa3JIMBICTh JIO aTakK MPOTH
HUX. YCHIIIHICTD 1 HafilHICTh po6oTH BCM 3anexuTh BiJl JOCKOHAIOCTI MPOTHO3YBaHHS Ta
e(hEeKTUBHOCTI METOiB OOpOTHOM 3 TakuMHU atakamu. Ilim yac po3poOJICHHs Ta OLIHIOBAHHS
e(deKTUBHOCTI MeTOoiB OopoThOu 3 arakamu Ha BCM HOLITBPHO ONUpPATUCS HA CUCTEMY
knacudikanii atak, sika 6 BpaxoByBajia ChOTOJHINIHIA piBeHb 3HaHb 1 IOCBiJ CTBOPEHHS Ta
excrutyaranii BCM, a Tako MPOTrHO3H MIOAO IUISAXIB iX PO3BHUTKY.

193



BICHUK TEPHOIIJIbCbKOIO HALIOHAJIBHOIO TEXHIYHOIO YHIBEPCUTETY. Ne1(65) 2012

Pucynok 3. Maket kom0inoBaHoi BCM: 1) 30Ha moBepxuaeBoi BCM,; 2, 3, 4, 5) 30am OBCM
Figure 3. Layout of the combined WSN: 1) the surface area of WSN; 2,3,4,5) zone VWSN

Sk Oyno BKazaHO BHINE, aTakaM MOXYTb MiJJaBaTUCS CEHCOPH, CHUTHAlH, IO
TPaHCIIOIOThCA y Mepexi, i KoH]ineHHiHHICTh 1Hopmanii. ToMy artaku po3auIAOTH Ha
¢13uuHi Ta iHTENeKkTyan bHi (puc. 4). IIpu npoMy 10 Gi3MYHMX aTak BiHOCATH MEXaHI4HI U
pamiorexHiuHi. MexaHi4HI aTaku mepeadadaroTh TMONIKO/KEHHS ab0 BUBEICHHS 3 JIaay
CEHCOpIB. 3aJIeKHO BiJl B3a€EMHOTO PO3TAIIyBAaHHS MOUIKOJKEHUX CEHCOPIB aTakh MOXKYTh
OyTH TOYKOBHUMH, TOBEPXHEBUMH 200 00’ EMHUMH.
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Pucynox 4. Knacudikauis arak Ha BCM
Figure 4. Classification of attacks on WSN

O06’emMHI MeXaHIYHI aTakd JOUIIBHO PO3AUISATH 32 TEOMETPHUYHHUMH OCOOIHMBOCTSIMH
30H BUBEJIECHHS 3 JIaJly Mepexki Ha cheponoaiOHi i MUIiHAPOOIiOHi.

3anponoHoBaHa Kiacudikallis MEXaHIYHUX aTaK J03BOJISIE MOJICTIIUTHA BUOIp METOY
Bi3yani3alii 30HH PO3MOBCIOJKCHHsI aTaku 1 mapaMmeTpiB ii pospaxyHky. s Bizyamizanii
IUIONIMHHOI aTaK¥ BUKOPHCTOBYIOTH JIBa XapaKTEpHI JiHIMHI PO3MipH, SKI XapaKTepU3YIOTh
BIJMOBIMHY IUIOMUHY. [IpU I1bOMY TpETIM TNPOCTOPOBHM HANPSIMKOM HEXTYIOTh. Jliis
Bisyamizanii cheponogiOHOT aTaku BBaKalOTh, IO 30HA AaTaKd HOLIMPIOETHCA Y TPHOX
IIPOCTOPOBUX HANPSAMKAX, K € pIBHOBEIMKHMH, TOMY ii MOKHA TIOAATH y BUTIISAL cepu abo
MHOXHHHA cdep, SAKi mnepeTuHaroTbes. s Bisyamizamii HMITIHAPONMOMIOHHMX — arak
BUKOPHUCTOBYIOTh TPH IPOCTOPOBI HAMPSMKH iX mommpeHHs. [Ipu 1mbomMy aBa 3 HUX €
MPAKTUYHO HE3MIHHWMH, alieé JIOCTATHhO BEJIIMKMMH, OO HUMH HEXTYBAaTH, a TPETIH €
BU3HAYAJIbHUM 1 JOCTATHIM JIJIsS XapaKTEPUCTUKU HAMpsiMy PpPO3MOBCIOJUKCHHS aTaKH.
[Tpuxnanu Bizyamizallii TaKuX aTak HaBeJEHO HUXKYE.

Pangiorexniyni artakum mnepeadayaroTh pPYHHYBaHHS EJIEKTPOMArHiTHOTO CHUTHAITY.
Takoro pyiHHYBaHHSI JOCSATAIOTh IMOBHUM a00 YAaCTKOBMM WOTO MPUTIYHICHHSM, 3J1aMOM 3
MOJIJIBIIIOI0 TTOBHOIO 200 YaCTKOBOKO 3MIHOIO TMapaMeTpiB CHUTHATY 1 TPAHCIAIIED HOTO B
Mmepexi. JletanpHa kimacudikaiisi aTak, CIpSIMOBAHUX Ha MPUTIYIICHHS CHTHATY, MOJaHa B
miteparypi [9]. st Bisyamizamii TakuxX aTak 3aCTOCOBYIOTh BUMIPIOBAaHHS PiBHS MOTY)KHOCTI
NPUIHATOTO CHUTHaTYy. [IpW I[bOMY 3MEHIICHHSI IOTYXXHOCTI CHUTHAIy PO3TIISIAIOThH SIK
pe3ynbTaT 301IbIIEeHHS BIICTAaHEH MIXK CEHCOpaMH 1 BiIMOB1AHO 301bieHHs wiomii bCM [8].

ATaku, 10 CYIPOBOJUKYIOTHCSI 371aMOM CHTHAIY, JOIIJIBHO PO3AUISATH HA aTakd 3i
3MIHOIO HECydOl 4YacTOTH, aTaku 31 3MIHOIO PiBHSA CUTHANy W aTakd 31 3MIHOIO pO3MIpy
MOBIAOMJICHHS. SIK MpaBHIIO, YCIIIIHE MPOBEICHHS OUTBIIOCTI PaAIOTEXHIUHUX aTaK BUMAarae
BTPYYaHHS Y CTPYKTYpPY CHTHally, TOMY psJl aBTOpiB pO3IJSLAAIOTh iX SK (DyHKI[IOHANBHI
ataku [3]. Bizyaunizamito arak, mo CynpoBODKYIOTHCS 3]1aMOM CHUTHATY, BUKOHYIOTh IUIIXOM
MOCTIHHOTO aHaNi3y CTPYKTypH cuTHady [3] i y BUIAAKY BHSIBICHHS BiJXWJICHb BBaXKAIOTh
CCHCOp HEMpAIIOI0YMM. BiInmoBiHO Bi3yalli3allil0 30H TOMIMPEHHS TaKWX aTak JOIIBHO
MPOBOAMTH aHAJIOTIYHO Bi3yalli3allii 30H MOIIKMPEHHS] MEXaHIYHHUX aTaK.

ATaku TIOBTOPHOTO BIiITBOPCHHS Iepe0ayaroTh HECAHKI[IOHOBAaHE IOBTOPEHHS
iHdopmaii. [Tpu iboMy MOke BUKOPUCTOBYBATHUCS MOMEPEIHBO MiACIyXaHa abo BUMIAIKOBO
npunymana iHopmaris [11]. Jlanuit Bua ataku notpedye nepeOyBaHHS By3ja «IUIKITHUKa» B
OJIHIM JIOKAJIbHIM Mepexi, 0 i MOLIKOIKYBaHHUI By30J. By30i MIKiTHUK BIAHOCHO MPOCTO
MOXK€E KOHTpOJIOBAaTH 3a oOMiHOM iHopmamii Ta OmokyBatm 1ii [12]. Takmii By30x
MEPEeXOILTIOE TTAaKeTH 1HpopMaIlii Ta iMiTye poOOTY 3BUYAHOTO BY3JIA.
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[aTenekryanpHi 200 JIOTIYHI aTaKd PO3AUISIOTH HAa (YHKIIOHAIBHI i KOH(IIEHIIHHI.
Ilin ¢ynkuionansHicTIo BCM  po3ymitoThb KOpPEKTHY poOOTYy BCIX CEHCOpIB Mepexi,
MapuipyTu3anio 1 ¢pizudHuil piBeHsb. [1i1 KoOH)IIEHIIHHICTIO pO3yMIIOTh TapaHTIIO TOTO, LIO0
iH(popMallist JOCTYIHA TUIBKM YIOBHOBR)XEHUM OTpUMATHU i 0c00aM, sKi MalOTh MOXKJIMBICTb
OTpUMYBAaTH JaHy iH(pOpPMAIil0 y MOBHOMY 00Cs31, CBO€4acHO 1 0e3 CHOTBOpeHb. Takum
YMHOM, (YHKIIOHAJIbHI aTakd HANpaBleHI Ha pyHHyBaHHS ()YHKIIOHAIBHUX IapaMeTpiB
BCM. Kondinenniitni araku crnpsMoOBaHI Ha MPOCIYXOBYBaHHS, pO3MHU(GPYBaHHS 1
BUKpaneHHs iHpopmamii. [leranpHa kimacudikamis W ONHC TaKUX aTak HaBelIeHI Yy
niTepatypHux Jkepenax [9]. OcobnmBe micie cepen (yHKIIOHAIBHUAX aTak 3aiiMae Tak 3BaHa
rpymna arak “Boponka” [5, 10]. Taki aTaku nepemko/pKkaTs 6a30BUM CEHCOpaM OTPUMYBAaTH
MOBHY 1 KOPEKTHY iH(OpMAIIil0 BiJl CEHCOPIB HIKYOTO PiBHS. 3 IOMOMOTOIO aTaK ‘“BOPOHKA™
MOYKHa OTpUMaTH HeoOXiaHui noctyn 1o iHdopmanii B 30Hi BCM, ska Hac uikaButh. s
IPOBE/ICHHS TaKMX aTaK CTBOPIOIOTH LIKIJIMBUI BY30J1, Aisl IKOTO HAaIpaBjieHa Ha HaWOIMxK4l
CEHCOpHU BIJMNOBITHO O MapupyTusamii. 3-MOMDK I'pynu aTak “BOPOHKA” BHUIUIAIOTH TaKi
BrumBH Ha BCM, sk uepBoTOuMHA, BHOIpKOBa mepeajpecalis i 6araTokpaTHa iI€HTHYHICTb.
Jns Bi3yamizarii BKa3aHMX aTaKk BHKOPHCTOBYIOTH BifloMi MeTonu Tpianrymsmii Jlemone i
niarpamu Bopownoro [10].

Konodinenuiitni araku po3AiisAioTeh Ha aHai3 pyxXy iH(OpMaIii, maIciIyxoByBaHHS 1
MaHIMyJSALII0 MapuipyTu3aniero iHpopmauii. Sk mnpaBuio, B pe3ynbTaTi TakMX arak
3JI0BMUCHUK OTPUMYE MOXJIUBICTh po3Iu(pyBaHHs iH(OpMALlli, BU3HAUECHHS MapLIPYTy 1
4acTOTH NepeAaBaHHs iH(opmauii /Uid HoJanblloi opraHizamii (QyHKIIOHAIbHHUX aTak Ha
BCM.

Pucynox 5. CxeMa po3moBCIOPKEHHS MIIOIIMHANX Pucynoxk 6. Cxema po3noBcropkeHHs chepononionnx
aTak y 30Hi aii ObCM aTak y 30Hi gaii ObCM

Figure 5. Scheme of distribution of plane attacks in the ~ Figure 6. Scheme of distribution sferopodibnyh attacks
area of VWSN in the area of VWSN

Sk 3a3Hauanocs Buule, 0COOIMBO BaXUIMBOKO € Bi3yanizauis atak Ha BCM. Ha puc. 5
HaBeJ/leHa CXeMa PO3MOBCIOKEHHs IJIOUIMHHUX aTak y 30H1 1ii OBCM, Ha puc. 6 — cxema
po3noBcrokeHHa cdepornonioHoi araku B 30Hi naii OBCM, Ha puc.7 — cxema
PO3MOBCIOPKEHHS LIWIIHAPONOAi0HO01 aTaku B 30H1 Aii OBCM.
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Pucynoxk 7. CxeMa po3MOBCIO/PKEHHS IMTIHAPONOAIOHNX aTak y 30Hi aii OBCM
Figure 7. Scheme of distribution of attacks in the cylindrical area of VWSN

BucuoBku. [loBeneHo nouinpHICTh y npoueci MoaentoBanHss BCM posrsinaTta ix sk
wiomuHHi, 06’eMHi (OBCM) 1 koMOiHOBaHi. 3alpONOHOBAHO CXeMy Kiacudikalii arak Ha
BCM, B 0oCHOBY fKOi MOKJIQZCHO aHaJi3 iX BIUIMBY Ha (i3WYHHMNA CTaH CEHCOPIB, SKICTH i
MOBHOTY CHTHaIly, KOH(iAeHIIHHICTh iH(opMmarii. HaBegeno npukianu Bizyasizamii JestKux
BUIIB MexaHIuHuX arak Ha OBCM.

BOauaeTpcst mepcneKTHBHUM BHUKOPUCTAHHS HAaBEJCHUX PE3YNIBTATiB y IMOJNAIBIIIN
poGoti, HampaBieHid Ha miABMIIEHHA HafiiHocTi BCM, 30kpema, BHKOPUCTAHHS
3alpoINOHOBaHOI cxeMH Kinacudikauii arak Ha BCM mnonerurye Bubip e(peKTHUBHUX METO/IB
Bizyauizanii 30H ypaxxeanx bCM, a nmpukiiaam Bisyanizamii JesIKuX BUIIB MEXaHIYHUX aTaK Ha
OBCM € 0CHOBOIO /IJIsl CTBOPEHHSI MATEMAaTUYHUX MOJICTICH X MOUIMPEHHS B MEpEKax.

Conclusions. VWSN were proved to be treated as plain, three-dimensional (volume
VWSN) and combined in the process of modeling. The scheme of WSN attacks classification,
based on the analysis of their impact on the sensors physical state, the quality and
completeness of the signal and information privacy has been developed. Examples of
visualization of certain types of mechanical attacks on VWSN have been presented.

Obtained results are promising ones in the further research aimed at the increase of
WSN reliability, the application of the proposed scheme of the classification of attacks on
WSN in particular, while the examples of visualization of certain types of mechanical attacks
on VWSN are the basis for creating mathematical models of their distribution in networks.
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