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METOJUKHU BIJOBPAKEHHS BHYTPIIHLOI CTPYKTYPHU
BIPTYAJIbHUX OPTAHI3AIIIN Y TPII-THOPACTPYKTYPAX

Pe3rome. [Iposedeno ananiz ocobrugocmeti 8Hympiuinboi cmpykmypu gipmyanvHux opeatizayin (BO)
ma nOKA3aHOo iX 6NAUE HA ehekmusHe NIAHYBAHHS Pecypcie nposatioepom epio-ingpacmpykmypu. [locrioceno
memoou eudinenns pecypcie Nordugrid ARC ma c@opmosano memoouxu posmMediCy8anHs O00Cmyny 3a
napamempamu yuacmi y BO. Bionosiono 00 memooux pos3pobieHo npocpamue 3a0e3nedenis, sike YCRIUHO
6NPOBAVIICEHO HA MPLOX KIACMEPax YKpaincvko2o Hayionarvhoco epio (YHI).

Kniouoei cnosa: epio, sipmyanvna opeanizayis, nposaidep pecypcis.

A. Salnikov, A. Kornelyuk, Yu. Boyko

VIRTUAL ORGANIZATIONS INTERNAL STRUCTURE PROJECTION
METHODS FOR GRID-INFRASTRUCTURES

The summary. Virtual Organizations (VOs) have an internal structure that was not driven by grid-
infrastructure. The structure of the VO is influenced by many factors including number of members, resource
usage, grid services usage and moreover social cooperation of researchers. Similarly to ordinary organizations
that are usually divided into departments, hierarchical structure is also defined for the VOs. Generally, three
parameters are used to describe VO structure: groups, roles and attributes. Grid-infrastructure resource
provider's scheduler efficiency relies on VO internal structure recognition.

Internal structure development process starts with VO particularity analysis. Virtual laboratory
MolDynGrid that was established to conduct researches in structural biology and bioinformatics has been
chosen as an example to demonstrate such analysis. Different requirements for several laboratory researches
(molecular dynamics simulations using GROMACS software, molecular structure modeling using Modeller
software, docking using AutoDock software) were described. Production versus testing computation properties
were discussed. Based on performed analysis an internal structure for MolDynGrid VO has been settled.

Methods of resource allocation employed by Nordugrid ARC were investigated. Necessity of binding
different tasks to distinct queues of local resource management system has been shown. Lack of mechanisms for
VO internal structure mapping to scheduler queues was pointed out. Analysis of the job processing algorithm in
Nordugrid ARC computing element (A-REX) has shown that per-queue access control based on VO internal
structure defined via Virtual Organization Membership Service (VOMS) attributes can be implemented as plug-
in called out of A-REX when job gets moved to ACCEPTED state.

Access separation algorithm has been developed and implemented in software. Plug-in introduces
additional configuration options in Nordugrid ARC common configuration file that allow to specify access
policy in terms of Fully Qualified Attribute Names (FQAN) representing internal structure developed for a VO.

Software implementation of the methods presented has been successfully deployed on three Ukrainian
National Grid clusters: Institute of Molecular Biology and Genetics NAS of Ukraine, Taras Shevchenko National
University of Kyiv, National Scientific Centre for Medical and Biotechnical Research at the Presidium of NAS of
Ukraine.
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Example of plug-in configuration considering particularities of Institute of Molecular Biology and
Genetics NAS of Ukraine cluster has been shown. Methods are applicable to the other grid-enabled clusters.
Key words: grid, virtual organization, resource provider.

IlocranoBka nmpobuaemu. BipryansHa opranizanis (BO) — ne nunamiune o0’eHaHHS
KOPHCTYBauiB, YCTaHOB, OOJIafHaHHS Ta CEPBICIB A JAOCTYIy 1O pEecypciB TIpil-
iHppacTtpykTypu [1]. BuxopucranHs O0OYHCIIOBAIBHUX KIACTEPIB JUISI KOHKYPEHTHOTO
BUDIIICHHS PI3HOTO KJacy 3aBIaHb CIUPAETbCI Ha BUKOPUCTAHHS IUIaHYBaJIbHHKA,
3aBIAHHAMH SIKOTO € MiHIMi3allisl Yacy MpocToro pecypciB. [Hpopmamis mpo BUMOTH Ta
nmapaMeTpu pi3HOrO KJacy TIpiji-3aBlaHb HampsiMy TOB’s3aHa 31 crnuckamu BO rpin-
1H(pacTpyKTypH, IO OOCIYrOBYIOTHCA KIIACTEPOM, Ta OCOOJMBOCTSIMH BHYTPIIIHBOT
CTpYKTypH KoxxHOi BO.

[IpoGnema BpaxyBaHHS BHYTPIIIHBOI CTpykTypu BO Ha mpoBaiinepax pecypciB rpia y
3aralbHOMY BHIAJIKY € HE BUPILICHOO Y CBITI i YKpaiHCbKOMY HalllOHAIBHOMY I'PiJl-CETMEHTI
(YHT') 30xpema. Po3po0iieHHST METOIUK BUPIMICHHS IIi€l TpoOJieMr Ta iX 3aCTOCYBaHHS JIO
VYHI" € npeameToM gaHoi poOoTH.

Buyrpimmsa crpykrypa BO. Cam TepMmiH «BipTyajgbHa Oprasi3amis» IiJIKpEcIoe
HasBHICTb OpTaHi3alliifHOI CTPYKTypH Takoro oO’eqHaHHS KOpucTyBauiB. I[Ipore Taka
BHYTPIIIHS CTPYKTYypa He MPOJIUKTOBaHA TPpiA-iHPpacTpyKTyporo, a koxkHa BO cama Bupiirye,
SKUM YHHOM PO3AUIATH MpaBa Ta 00O0B’SI3KH MOMIX 11 y4aCHUKIB.

dakropu, 110 BIUIMBAIOTh HAa BHYTPILIHIO CTPYKTYpY BO, oxommtoroTs ii npu3HadyeHHs,
KUIBKICTh yYaCHHKIB, MaclTad BHKOPUCTAaHHS pPECypcCiB, TpiJ CEpBICH, a TaKOX uac
ICHYBaHHSI Takoro 00’ €IHaHHA 13 COI[iaIbHUMHU aCIIEKTaMu B3aeMOii qochmigHukis [1, 2].

[oitno 3acHoBani BO MaroTh HEBENMKY KUIBKICTh YYaCHHKIB, TIIBKH HaOYBalOTh
JIOCBIZTy 3aCTOCYBaHHsI TPiA-TEXHOJIOTiH, BH3HAYaIOTh Ta (OPMYIOTH KpHUTEpii 1O Tpi-
CepBiCiB 1 pO3BUBAIOTH CBiii iHCTpymeHTapid. [l Takux BO BHyTpimHS CTpyKTypa €
Hainpocrimoro. CorianbHa B3a€EMOAIs 0a3yeThCs Ha YCHUX B3a€MHHUX JOMOBJIICHOCTSX, a
yuacHuKiB BO MokHa po3ainutu Ha Tpu rpynu [3]:

®  mexHiuHi cneyianicmuy — CACTEMHI aJMiHICTPaTOPH Ta PO3POOHHUKH MPOTPAMHOTO
3a0e3neueHHs, 3aBJaHHAM SKAX € CTBOPEHHs (ajanTamis) NPUKIaTHOTO
MIPOrPaMHOTO 3a0e3MeUeHHs Uil MPOBEACHHS PO3PAXyHKIB y TPiA-cepeloBUII
Ta BiacHUX ceppiciB BO ans aBToMartu3aiii HAyKOBUX JTOCIIKEHb;

® npuKknaomi cneyianicmu — HAYKOBII, IO CHEHIaTi3ylOTbCsS B Taly3i HayKw,
JOCIIDKCHHSAMHU sIKO1 3aiiMaeTbess BO. BoHu BimmoBinanbHI 3a ONpamtOBaHHS
JaHUX Ta OTPUMAHHS HAYKOBUX pe3yibTariB. [lpukinagHi croemiamictu €
KOpHCTYBadaMH cepBiciB, AocTynHux ainsi BO 3aBasgku poOOTI TEXHIYHUX
CIIEI AJTICTIB;

® meneddicep ma Kepienux — ydacHukd BO, 1o BIONOBIIAIOTH 3a OpraHi3aliio
B3a€MOAIT MK TEXHIYHUMH 1 NPUKIATHUMHU creniagictamu, (opMyBaHHS
TEXHIYHUX Ta HAayKOBUX 3aBJaHb, YKJIaJaHHS IOTOBOPIB MiX MpoBaiizepamu
pecypcis Ta BO.

[Tpuknagom Takux BO € OinbmicTs ykpaiHcbkux BO [4], B sIKHX HA CbOTOMHI KUTBKICTh
YYaCHHKIB HE TEPEeBUIIYE JECSITH, a BHUKOPUCTAaHHS PECYpCiB Tpia-iHGpacTpyKTypH
MiHIMaJIbHE.
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Jlnst BipTyallbHUX OpraHizamid 3 OUIBIIMM JOCBIIOM pPOOOTH KUIBKICTH JOCIIIKEHb
3pOCTae, a CIeHiaIiCTH 3 MPEAMETHOI 00J1acTi MalOTh Pi3HY KBaTi(iKaIlifo.

Hanpuknan, yuacaukamu BO moxke OyTH Tpyma CTYIOEHTIB, SIKi TUTBKH HAaBYAIOTHCS
BUKOPHUCTAHHIO TEXHOJOTiH, 00 y MallOyTHhOMY cTaTu (DaxiBUAMU W JOCIHIIKYBAaTH HOBI
npobinemu. Cama oprasizaifiiiHa CTpyKTypa Mae IMependadyaTtd pO3IUICHHSA JOCTYIy 0
pecypciB, mo Hagani BO mpoBaiigepamu rpia-iHdpacTpyKTypH, TAKUM YUHOM, 1100 HaBUaHHS
CTYJICHTIB HE 3aBa)KaJl0 PEAIbHUM JIOCTIIKEHHSIM.

[HImIMit mpuKIam CTOCY€EThCSI BAKOHAHHS PI3HHUX JOCIIIKEHb y paMmkax Tiel sk BO. Jleski
3 HUX NOTPeOYIOTh HAUMOTYKHIMIMX KIJIACTEPiB, MOPSAA 3 THM IHIIN MOXKHa €(EeKTUBHO
O0YMCINTH HA OJHOMPOIIECOPHUX cucTeMax. i epeKTUBHOTO BUKOPUCTAHHS IOCTYITHHX
pecypciB HEOOX1THO TIPABUIILHO CIJIAHYBATH PO3IIOILT TAKUX 3aBIaHb.

3a aHaJIOTi€l0 31 3BUYAHUMU OpraHi3aiisMu, 10 PO3AUIeH] Ha CTPYKTYPHI HiAPO3IiIH,
B KO)KHOMY 3 SKHX Yy CIHIBpOOITHHUKIB € CBOI poJii, AJi1 BIpTyaldbHHX OpraHizaiiiii Takox
BU3HAUAIOTh l€papxiuHy cTpykTypy. Jns ommcy iepapxii BO BUKOpHUCTOBYIOTH Taki
BU3HAuYeHHA [2, 3]:

® Ccpyna — aHAJOT WiAPO3JALTY JJs peryispHux opraizamiii. Koxna 3 rpym siBise
coboro yHkuioHanbHe 00’ eqHaHHs yyacHUKIB BO. OauH 1 Toil camuil yuacHUK
MOXK€ BXOIUTH 10 KiIbKOX Tpymn. KokHa rpyma moxe OyTd po3fiieHa Ha
MIArpYyNnu JUIs AOCATHEHHs CKIaaHImol iepapxii. [lpukmamom rpym €: cTyaeHTH
(students), mpommuciioBi po3paxyHku (production), TectyBaHHs cepsiciB BO
(testing) TomO.

e porp — TmpaBa Ta OOOB’A3KM 3aKpIIUIEHI 32 KOXXHUM YYaCHUKOM TpPYIIH.
[Ipuknanamu poneir € agminictparopu (VO-Admin), BiamoBiganbHi 3a
iHCTaNsAIII0 TporpamMHoro 3ade3neyeHns (Software Manager) Tomio.

® ampubym — XapaKTepUCTUKa, 110 MpUTaMaHHa BCid IpyMi, yyacCHUKaM 3 MIEBHOIO
poJUTIO Y Tpymi yu Oe3mocepelHb0 MEBHOMY YYacHHKY. Taki XapaKTepUCTHKU
MOXYTh BHKOPHCTOBYBATHUCH il 30epekeHHs iH(opmamii mpo JOCTYIHUN
MaIIMHHUHA Yac 91 KBOTY AMCKOBOTO MPOCTOPY.

B pamkax Bu3HaueHOi TepMiHOJOTii, pO3TJsAHYTI BHIe ManeHbki BO mpencraBneHi
OJTHIEIO 3arajbHOI0 TPYIOI0 3 KiTbKOMa posisiMu Oe3 3a3HadeHHs aTpuOyTiB. Bukopucranus
aTpuOyTiB pUTaMaHHe HaloUIbIKUM BO 31 CKIIaZIHOI0 BHYTPILIHBOIO CTPYKTYPOIO.

J171s MOBHOLIIHHOT POOOTH TPif 13 BHYTPILIHBOIO l€papXi€io MOBHOBaKEHb yyacHUKiB BO
HeoOXi/Ha MmiaTpuMKa 3 00Ky cepBiciB iHpacTpykTypu. CepBicH MalOTh PO3PI3HATH TPYIIH,
pomi i arpuOyTH ydacHUKiB. Taka miATpUMKA J103BOJISIE MPOBOJUTH THYYKE HANAIITYBaHHS
IpoBaiiiepiB pecypciB BiAIOBITHO A0 JTOMOBJIEHOCTEH 3 KOkHOIO BO.

MeTo10 podoTH € po3poOKa METOAMK Ta 3acO0iB MIATPUMKH BHYTPIIIHBOI CTPYKTYpPH
BO rpia-ceppicamu Ta BripoBapkeHHs ix B YHI.

IpoextyBanHss BHYTpPimHBOI cTpykTtypn BJI  MolDynGrid. Bipryansna
naboparopist (BJI) MolDynGrid Bupimye 3aBmaHHsS B Taly3sX CTPYKTYpHOI Oiojorii i
Oioindopmaruku. Jlns  mpoBeneHHS — AOCHIKEHb  J1abopaTopii  BHKOPUCTOBYETHCS
iHCTpyMeHTapiit Ta pecypcu YHI'. Jlns kepyBaHHS y4yacHMKaMH, iX IpaBaMHu AOCTYIy Ta
pobotu B YHI BuKopucCTOBYETHCS BipTyasibHa oprasizaiis moldyngrid [5, 6].

J71s CTBOPEHHS BHYTPILIHBOI CTPYKTYPH BU3HAYAILHUMU € (PaKTOPU BUMOT JI0 PECYPCIB
(kJ1ac 3a/1a4) Ta aKTyaJIbHOCTI M IPIOPUTETHOCTI PO3PAXYHKIB.

BJI MolDynGrid y ¢BOIX JOCIHII)KEHHSIX OXOILTIOE:
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e 3a/1a4i pO3paxXyHKY MOJEKYIsApHOi AuHAMiKK — nporpamuuii maker GROMACS,
napajielbHe BHUKOHAHHS PO3PAaXyHKY Ha 0araThOoX BYy3JaX MPOTATOM KUIBKOX
TH)KHIB;

e 33/1a4i MOJIENIOBaHHS MOJEKYISAPHUX CTPYKTYp — mporpamuuii maketr Modeller,
napajielbHe BUKOHAHHS PO3PaxyHKy Ha 0araThoxX By3lax (mepedip BXiTHHX
napaMeTpiB KiJIbKOMa €K3eMIUISIpaMH ITPOTPaMK) IPOTITOM KiJTbKOX TOJINH;

e 3a1ayl JOKIHTY mpemnapariB — mporpaMHuid maker AutoDock, mnocninoBHe
BUKOHAHHS IPOTPaMH, PO3PAXYHOK MPOTATOM KUIBKOX JIHIB.

[TapameTpu 3ammycKy Ta 4acoBi paMKH BKa3aHi JJIsl XapaKTEpHUX 00’ €KTIB Ta 3aaady, M0
JOCTIKYIOTRCS y BipTyalbHil tabopaTopii [7].

OxpiM TpOBEACHHS IOCHI[HKEHb B J1a0oparopii NMPOBOAWTHCS HABYAHHS CTYICHTIB
HEOOXIIHUM MeToJlaM pPOOOTH 3 TECTOBUMHU OO0’€KTamMH, poOOTa 3 AKHUMH HE MNOTpedye
BEJIMKHUX MOTYXHOCTEH Ta BUKOPUCTAHHS PECYPCHUX LIEHTPIB iIHPPACTPYKTYPH.

KoxHy 3amauy MOXKHA PO3IIIUTH HA TaKi THUIH JOCITIIKEHb:

e 3ajayi, COPSAMOBAaHI Ha CTATUCTUYHUI TOMIYK Ta BUIPOOOBYBAaHHS pPI3HUX
BapiaHTIB MapaMeTpiB;

® IUIBOBUI PO3paXyHOK HAYKOBOI MPOOJIEMH 3 BU3SHAYCHUMH TTapaMeTPaMu;

® aHaJi3 OTPUMAHUX PE3yJbTaTiB.

Cepen HaBenmeHoi Kiacudikanii HAWUMPIOPUTETHIIMMU € 3aBAAHHSA LIIHOBOTO
po3paxyHKy Ta aHamidy. [Ipore 3aBmaHHs aHami3y Uid 3aBlIaHb CTPYKTYpHOI OioJorii
noTpeOyr0Th 3HAYHO MEHIIOT KiITBKOCTI pECypCiB MOPIBHSHO 3 PO3PaXyHKOM.

Buxonsuu 3 mpoBeneHOro aHamizy 3aBllaHb, CPOPMOBAHO BHYTPIIIHIO CTPYKTypy BO.
Pi3Hi 3aBnaHHs 3 pI3HMMH BHUMOTaMH BiZOOpaXkeH1 TpymaMu JOCHikeHb ((popmar 3amucy
rpyn 3rigHo 3 popmarom FQAN [2]):

e /moldyngrid/docking —3aBaaHHA JOKIHTY

e /moldyngrid/md — 3aBaaHHs MOJEKYISIPHOI TUHAMIKA

e /moldyngrid/modelling — 3aBIaHHs MOJEIIOBAHHS CTPYKTYP

e /moldyngrid/students — TecTOBI 3aBlaHHs AJi1 HABYaAHHS

Tunu nocnigxeHb y KOXHIM rpymi BimoOpaxkeHi poisiMu production (UiiboBUit
pO3paxyHOK) Ta analyses (MpoBeIeHHs aHami3y). BiIcyTHICTh poyi BU3HAYa€ BUKOHAHHS
CTaTHUCTUYHOTO MOIIYKY. /loaTkoBO BU3HAYEeHO posib VO-Admin mis agminicTparopis BO.

3a0e3meueHHsI JOCTYNMY /0 OO0YHMCIIOBAJLHUX pecypciB. [Ipu poboti mposaiinepa
pecypciB 13 3aBJaHHSMHU pI3HHX JDKEpel BHUHUKAE€ HEOOXITHICTh I1HTENEKTYaIbHOTO
IUTAaHYBaHHSL 3 PO3CTAaHOBKOIO MPIOPUTETIB MOMIK y4acHHKIB. OOUMCIIOBATBbHUN KiacTep
MO’K€ BHUKOPHCTOBYBATHUCH SIK JIOKAIbHUMHU KOPHUCTyBadyaMu, TakK 1 Tpia-3aBHaHHsMH. [pin-
3aB/IaHHA, B CBOIO YEpry, HAJCUJIAIOTHCS ydyacHUKaMu pisHUX BO, KOXHa 3 IKUX Ma€e CBOIO
BHYTPIIIHIO CTPYKTYPY.

[TepmuM KpOKOM IIJIaHYBaHHS TOCIIJOBHOCTI BUKOHAHHS 3aBIaHb € PO3JIJICHHS BCIX
3aB/IaHb Ha KaTEropii 3 OJHAKOBUMH BHUMOTaMH JI0 pecypciB. Take po3aiieHHs] BUKOHYETHCS
3a JIOOMOTOI0 BUKOpHCTaHHS depr. KokHa yepra mMae CBOi XapaKTEPUCTUKH Ta BUMOTH IO
pecypciB pa3oM 3 MPIOPUTETHICTIO Ta iCTOPi€r0 BUKOpUCTaHHs [8]. i yepru 3aBgaHb MOXKE
OyTH CTBOPEHO pe3epBallil0 PecypciB A rapaHTii KBOTH OOYMCIIOBAIbHOI MOTYKHOCTI
(manmpuknana, ans neBHoi BO). Pesepmaiii, B mepury dYepry, axkTyajdbHI IJIs CHUCTEM
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ABTOMATHYHOTO TECTYBAaHHS TIPAIe3aTHOCTI pECypciB, sKi TOBHHHI 3aBXKAM MaTu
MOYJIMBICTh 3aIlyCTHTH PUHANMHI OJTHE TeCTOBE 3aBIaHHA [9].

Heszanexno Big anroputMmy poOOTH IJIaHyBAJIbHUKA, KUK MOXKE BPAaxOBYBAaTH Pi3HY
KUIBKICTh (paKTOpIB PI3HOIO MIPOIO, HASBHICTh CHUCTEMaTH3allli 3aBJAaHb Yy 4Yepru €
HEOOXITHUM MEXaHi3MOM JIJIsl HOTO POOOTH.

YKpaiHChKUI TPiI-CErMEHT MOOYA0BAHO 3 BUKOPUCTAHHSAM MPOTrPaMHOro 3abe3neueHHs
npomixHoro piBHsa Nordugrid ARC [10].

pEe €CTpaHi5{ pecypcey »&
o
N - .
N § s NOUIYyK MPOBAUACPIB

EGIIS

[IpoBaiinep pecypcis

peecTpauiist pecypey  SamHT iHpopmauii mpo /
g JOCTYTIHI PECypCH Ta Yepru

3aIyCK 3aBAaHHA

B 00paHy uepry

Kopucrysaui

[IpoBaiinep pecypcis

Pucynok 1. Cxema B3aeMoii cepgiciB 3 iHdopmarriiiHoro cuctemoro Nordugrid ARC
Figure 1. Diagram of services integration with Nordugrid ARC information system

[Tomyk pecypciB s 3amycKy Tpif-3aBIaHHS BiJOYBa€Tbcs 3a  JOMOMOTOIO
BUKOPUCTaHHS cepBiciB iHpopmaniiiHoi cucremu (puc. 1). Koxken mnpoaiinep rpia-
iHppacTpyKTypH 30epirae iHpopMallito PO HasIBHI peCypcH, Yepry Ta 3aBJaHHs B 0a3l JaHuX
ARIS (ARC Resouce Information System). Ilocumanas wa ARIS kokHOTO pecypcey
peectpytothest B iHAekcl iHpopmaniiinux cucteMm (Enhanced Grid Information Indexing
Service — EGIIS), sixuit siBisie co6010 Katajor icHyrouux npoaiiaepis [11].

= o=grid :; Attribute |wWalue
& O] MdsVo-name=local =% nordugr?d-queue-comment . MelDynGrid Production
¢ [J nordugrid-cluster-name=arc.imbg.org.us nordugr!d-queue-dgfaultwallhme =l
o 3 nordugrid-queus-name=gric |nordugrid-queue-gridqueued 2
g - 9 g inordugrid-queue-gridrunning 48
¢ [(hnordugrid-queue-name=mdg_prod| “Inordugrid-queue-homogensity TRUE
o= 3 nordugrid-infe-group-name=jobs ‘{rordugrid-queue-localqueued o
# [J nerdugrid-info-group-name=users ‘|nordugrid-gqueus-maxrunning 50
o ] nordugrid-authuser-name=horat... nordugrid-queue-name mdg_prod
& [ nordugrid-authuser-name=manusl| |: nordugrid-gueus-nodecpu Intel(R) Xeon(R) CPU X5650
o 3 nordugrid-authuser-name=timbell,| |:|nordugrid-queue-nodememory 24155
o= [ nerdugrid-authuser-name=mbabik nordugr!d—queue—opsys Fe_dora—ld
o 3 nerdugrid-authuser-name=mboshr | LCIER DL TR OO L e
i ) snordugrid-gueus-opsys Linux-2.6.38.6-26
o~ [ nerdugrid-authuser-name=jamesc, “|nordugrid-queus-preirmsqueued  ©
o [ nordugrid-authuser-name=oxana.. nordugrid-queus-running 2
o ] nordugrid-authuser-name=jie Tao.|—| :[nordugrid-gueue-schedulingpolicy  MaU

Pucynox 2. Ipuknazn inpopmarii, mo nyomikyerscst B ARIS
Figure 2. Example of information published in ARIS
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Koxen ARIS BukopucrtoBye mis podotu 6a3y nanux LDAP, sika, BiIOBIAHO 10 CXeMHU
30epiraHHg JaHWX, MICTUTH iHOpMaIliI0 MPO TOYKH BXOAY (CEpBiCHM) Ta HasBHI 4yepru
00YHCITIOBAIBHOTO efieMeHTa (puc. 2).

Jlis  KOXXHOT dYepru MmyONKYeThCS TMEpeik TpiA-3aBAaHb, KOPUCTYBayaM SIKHX
JTO3BOJICHUH JIOCTYII 0 YePT'H Ta CHUCOK MapaMeTpiB (KUIbKICTh BUIBHUX MPOIECOPIB, MaM sTi
ToIO0). BukopucroByroun mro iH(OPMAIIiIO, KIIEHT MAa€ MOXKIWBICTH CITIBCTABUTH BHUMOTHU
3aBJaHHS JO0 HAsSBHHX pECypciB 1 oOpaTu dYepry, sika 3aJ0BOJIbHSE moTpeOu. Crmcok
JOMYIIIEHUX KOPHCTYBAaudiB (OPMYEThCS BHUKIIOYHO 3 YHIKAJBbHUX IMEH KOPHCTYBadiB
(Distinguished Name — DN), sxi Bkazani y ¢aimi BignosigHocti [11]. Le#t minxin
OpIEHTOBaHMI Ha 3aCTOCYBaHHsS KIACUYHOI aBTOpHU3allli Ta HE BpPaXOBYE MEXaHI3MIB
3acBiqueHHs ydacti B BO 1 BHyTpilHbo1 cTpykTypu BO.

JlJis TOCTAaHOBKM 3aBJIaHHS Ha PO3PAXyHOK KIIE€HT 3BepTaeThcs 10 cepsicy EGIIS i
orpumye cnucok ARIS mpoaiinepiB pecypciB. 3Bepratrounch g0 koxHoro ARIS, kiieHT
oTpuMye iH(pOpMallio PO HASBHI YEPTH Ta IX MapameTpu. 3 yCixX uepr, A SKUX KOPUCTYBay
€ aBTOPU30BaHMUM 3a ioro DN, anroput™ ruranyBaHHsS 0OHpae Taky, M0 330BOJIbHSIE BUMOTH
3aBJaHH] Ta HAJCWJIA€ 3aBIAHHS HAa BUKOHAHHS. SIKIIO HagiciaTh 3aBIaHHS B 4epry He
BIA€THCS, KIIEHT HAMAara€ThCsi NMOBTOPUTH HAJICWIAHHS WOTO 10 1HIIOI JOCTYMHOI YEeprH.
S0 He 3HAKICHO KOHOI Yepryl — KIIIEHT MOBEpTae MOMUIKY [12].

Pozainenns goctymy 3a mapamerpamm yuacti y BO. 3acBiguenns yuacti y BO
BiOyBaeThCcsl 3a fomoMororo ceptudikata arpubytiB (Attribute Certificate — AC), sxuit
MICTUTh LM(POBUH MigNUC CIy>KOM 3acBiueHHs Ta KepyBaHHS ydacTio y BO (Virtual
Organization Membership Service — VOMS). AC nonmaetbcsi A0 mpokci-cepTudikara
Jenerarii. YyacTp y rpymax Ta poii KOPHCTYBadiB y Tpymax BijoOpakeHi 3a JOTOMOTO0
noBHHUX iMeH atpuOyTiB kopuctyBada (Fully Qualified Attribute Name — FQAN).

Y cxemi indopmaniiinoi cucremu Nordugrid ARC He mnepenbaueHi MmexaHi3MU
inamKanii mocrymy, BiamiaHi Bix DN kopucryBaua, a peamizamiss ARIS € monomitHOW0O, 6e3
MO>KJIMBOCTI pO3IMIUPEHHs. TakuM YUHOM, HEMAE MOMJIMBOCTI BUSHAYUTH CIIHUCOK JOMYIIEHUX
FQAN Ha erami BuOopy 4epru 3aBiaHb.

3aruT Ha nepe3aryCcK 3aBAaHHs

@CCEPTED /PREPARING I/SUBMITTING / INLRMS r/FINISHING ri/ FINISHEC (/ DELETED
N o NG l

A A

\I/ CANCELING

NOMMIIKA 200 3aMUT Ha BiIMiHY 3aBaHHS

Pucynok 3. )KutteBuit 11Uk 3aBAaHHS
Figure 3. Job life cycle

Peanizamis oOuncmioBanpHOoro enemenra (cepBic A-REX) mepenbauae poGoty 3
nornoMi>kHUMH Tiporpamamu (plug-ins). PoGorta 3 3aBmaHHAM y Tpif-cUCTeMi MOXe OyTH
MPEJICTaBICHA CKIHYCHUM aBTOMaTOM. MHOXXHHY CTaHIB aBTOMaTa 300paXKeHO Ha PUCYHKY 3.
IIpu mepexoni mo koxHOTro craHy apxitektypa A-REX Hamae MOXIHMBICTD BHKIHKY
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JIOTIOMI>KHOI TIpOrpaMu, IO 3a3HavdaeTbest y (aim koHdirypamii. Tlepexin 10 mo4aTkoBOTO
crany (ACCEPTED) BinOyBaeThCsi Ha eTarli HaJICHJIaHHS 3aBJAaHHs 10 4yepru KiieHToMm [10].

Bukonanus momomixkuoi mporpamu nepen mnepexoaom ao crany ACCEPTED nanae
MOXUIMBICTh aHanmizyBaTH FQAN Ha erami HaJCWJIaHHS 10 YEPrd Ta BIAXWIATH 3aBIAHHS Y
BUIAJKy HEBIAMOBITHOCTI MOJITUKAM JOCTYyIy, MOOYIOBaHMM Ha OCHOBI BHYTPIIIHBOT
cTpykTypu BO.

Ie#t miaxin Oyno BUKOPHCTAHO MAJis BUPIMICHHS MPOOJIeMU PO3AUICHHS AOCTYIy 3a
napamerpamu ydacti y BO Ta po3poOieHO BiAmoBimHE mHporpamHe 3abe3meueHHs. J[is
peamizanii momomixkHoi mporpamu Bukopuctano API 6i6miorexk Nordugrid ARC. Cxemy
poOOTH anropuTMy NPOrpamMu HaBEIEHO HAa PUCYHKY 4.

Ha erani naacmmanns 3aBnanHs no yepru A-REX mepenmae momomixkHii mporpami
npokci-cepTudikar (HaACHUIaeTbCA KIIIEHTOM Pa3oM 13 3aBaHHAM Ta Mae mictutu VOMS AC
nonatok), daitn 3 mapamerpamu 3aBraHHs (A-REX crtBoproe Takuit aiin Ha 6a3i omucy
3aB/IaHHA) Ta (aiisl 3 OMMCOM MOJITHK AOCTYIY JI0 Yepr.

®opmar paiiny koHpirypamii oOpaHo cyMmicHuM 3 (aiimom KoH@irypaiii cepsiciB
Nordugrid ARC (arc.conf), mo [103BONWIO BHKOpPHCTAaTH BOYIOBaHI aHali3aTOpU
napaMmeTrpiB, JOCTymHi d4epe3 API, Ta gomaT TONITHKK JOCTyNy O€3MOCEepeIHbO B
KOH(}ITypariiro 00UMCIIIOBaIHLHOTO eIEMEHTA.
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‘/ IIpokci-ceptudikar, ¢aitn napameTpis 3aBaaHHs, Qaitin KOH(PIryparii MOIITHK JOCTYITY 10 qepr)

\
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Pucynox 4. Cxema poOOTH anTOpUTMY JAOTIOMIXKHOT IPOTpaMH UL KOHTPOIO moctyiry 3a FQAN
Figure 4. Diagram of FQAN-based access control algorithm used by the plugin

Jlnist onucy KOKHOT 4Yeprd BUKOPUCTOBYETHCS OKpeMHUH KOHQIrypamidHuil OJIOK, 110
BiZIOKpeMJIeHO cekuisiMu [queue]. Ilapu arpulyT-3HaueHHs BU3HAYCHI KJIIFOYOBUM CIIOBOM
«ac_policy» Bcepenuni 010ka KoHQirypauii GopMyIOTh MOJITUKU HAJaHHS AOCTYILY 1O
yepru. [IpaBuiia MaroTh Takuii popmar:

ac policy="[+/-]1VOMS: <FQAN, mo nepenipserbca>"

Bkazanuii Ha mouaTKy 3anucy CUMBOJ ‘+’ BU3Ha4yae HaJaHHS JOCTYIYy KOPHCTyBadyaM i3
BkazaHuM FQAN, 1110 repeBipseThes.
Bkazanuii Ha Mo4aTky 3amucy CUMBOJ ‘—’ BH3HA4a€e 3a00pOHY JOCTYIY KOPUCTyBauaM
13 BkazanuM FQAN. BifcyTHICTb )KOAHOTO CUMBOIIY IHTEPIPETYEThCS K HaJlaHHS JOCTYITY.
[IpaBuia ompanbOBYIOTHCS B MOPSAKY 3a3HaueHHs y ¢aimi xoHdirypamii. [lepie
npaBuio, FQAN skoro cmiBmamae 3 3acBil4eHHMH aTpuOytamm ceprtudikara arpuOyTiB
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VOMS, BHUKOPUCTOBYETHCS JJISl MPUNAHATTSA PIilIEHHS, a ONMpPALIOBAHHS HACTYIHHUX HPaBUII
NPUTTHHSIETHCS.
SAxmo FQAN namani 8 VOMS AC He BIANOBINAIOTH KOJHOMY IPaBUIY — JOCTYII
BIIXWISIETHCS. SIKIO JUIsl Yepry He 3a3HaYCHO JKOJHUX MTPABUI — IOCTYIl HAJAA€ThCSL.
Peanizaniss po3ainenHss gocrymy 3a mapaMmerpamu yuyacti y BO Ha npuxaani
004N CJIIOBAIBHOIO Kjacrepa IHcTHUTyTy MOJeky/asipHoi OioJiorii Ta reHernku HAH
Ykpainn. OOGuucimoBalbHUM KiacTep IHCTUTYTY MoJeKyasipHOi O10J10Tii Ta T€HETHKH
(IMBiI') HAH Vkpainu po3mingye cepBich s poOOTH BipTyaslbHOI Jaboparopii
MolDynGrid. Cxemy iH(pacTpyKTypu 0OUHCIIIOBAILHOTO KiIacTepa 300pakeHo Ha pHc. S.
-

uSystem Ergo-LAN 6016T-NTF
2xIntel® Xeon® Processor X5650

TYAN S2881 Thunder K8SR
2xAMD Opteron(tm) 270

(O (19A0SS01)) puegqruijuy )

Grid Storage

(096€ 1sATe1ED) 0S1D) 19UI JIqESID

RAID6

~—

Pucynok 5. Cxema indpacTpykTypu obouucioBaibHoro knacrepa IMbilr HAHY
Figure 5. Diagram of IMBG NAS of Ukraine computing cluster infrastructure

Bysnu st oOuucieHHs po3paxyHKOBUX 3aBJIaHb PO3/UICHI Ha JBI KaTeropii: crape
o0afHaHHA 3 MaJIOTIOTY)KHUMH TPOLIECOPAMHU Ta HOBE OOJIAJIHAHHS 3 CY4aCHOIO amapaTHOIO
wiardopmoto ta InfiniBand inTepkonekToMm.

3aBmanHa rpynu  AokiHry (/moldyngrid/docking) Ta  MOJEIIOBaHHs
(/moldyngrid/modelling) AOIIPHO BUKOHYBATH HA CTapoOMy OOJaJHaHHI pa3oM i3
TECTOBUMH 3aBJaHHAMH CTYACHTIB (/moldyngrid/students). 3aBgaHHS MOJEKYISAPHOL
JMHAMIKH, BUXOASYU 3 iX BHUMOI O PECypCiB, JAOIUIBHO OOYHMCIIOBATH HA HOBHX BY3JIaX.
Knacrep o0nagHano numie JBOMa TaKMMH BY3JaMH, TOMY NPHHHATO PIICHHS HalaBaTH iX
BUKJIIOYHO JUIA IUIBOBHX po3paxyHKiB (/moldyngrid/md/Role=production).

3apnanna iHmUX BO, 110 miATpUMYIOTHCS KIAaCTepOM, HAJICHUIAIOTHCS O CTapUX BY3IIB Ha
3arajJibHUX IigcTaBax.
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JlJis cucTeM aBTOMAaTUYHOTO TECTYBAaHHS (3aBIaHHS CIeIiaTbHUX Ciry>)k00BuX BO dteam
Ta OpS) CTBOPEHO OJHOIPOIICCOPHY Pe3epBallito sl 3a0€3MCUCHHS] CBOEYACHOTO BUKOHAHHSI
TecTiB. Taki 3aBllaHHS HE BHMAararTh IMOTY)KHOTO OOJIaJJHAHHS, TOMY PE3€pBallil0 CTBOPEHO
Ha cTapux By3nax. PesepBaiisi € QuHamMidHOK0O (TEPEXOIUTh BiJ BYy3Ja OO BYy3Jla) s
3a0e3meueHHs THY4YKOCTI Ta BiIMOBOCTIHKOCTI.
Takum yrHOM, T KOH(Iryparii onrcanoi MmoyIiTHKA CTBOPEHO TPU YEpTH:
e mdg prod — HiILOBI po3paxyHKH MOJIEKYJIApHOI AuHamiku a1 BO moldyngrid;
e grid rt—uepra 3 pe3epBaii€l0 BUKIIOYHO [ PETYISIPHUX TECTIB;
e ¢rid — 3aranpHa yepra JJis 1HIIKX 3aBJaHb, [0 BUKOHYIOTHCS HA CTAPUX BY3JIaX.
Kondirypariss po3po0OiieHoi JOMOMIKHOI MporpaMu sl PO3AUICHHS JOCTYITy 3a
napamerpamu ydacti B BO, 110 103B0JIsIE JOCATTH ONMUCAHOT O THKH:

[queue/grid rt]
ac_policy="VOMS: dteam"
ac_policy="VOMS: ops"

[queue/grid]

ac_policy="-VOMS: /moldyngrid/md/Role=production"
ac policy="VOMS: moldyngrid"

ac_policy="VOMS: testbed.univ.kiev.ua"
ac_policy="VOMS: medgrid"

[queue/mdg prod]
ac policy="VOMS: /moldyngrid/md/Role=production"

UYepe3 HeBENUKY KiUIbKICTH pecypciB kiacrepa IMBilT BpaxoBano nwmmie ofHYy
0COOJMBICTh BHYTPIINIHBOI CTPYKTYPH, IO HPUHIMIIOBO BiAPI3HAETHCA BiA IHIINX THUIIIB
3aBaaHb. [IpoTe 3ampornoHoBaHMii METO/1 JO3BOJIAE PO3ILIUTH 3aBAAHHS 3 MPIOpUTETAMU IS
KOKHOI TPYIIH Ta PO y TPYIIi.

Metoauku Oyny YCHIIIHO 3aCTOCOBAHO IS IHIIMX amapaTHUX KoH(pirypamii, a came,
knactepiB  KuiBcbkoro HamioHanbHOro YyHiBepcutery imeHi Tapaca IlleByenka Ta
HamionanbHOro HaykoBOrO LEHTPY 3 MEAMKO-Oil0TexHIYHMX mpobiem mpu mpesuaii HAH
VYkpainu.

BucnoBku. IIpoBeneHo anamiz ocoOIuBOCTEH MOOYI0BH BHYTPIMIHLOI CTpyKTypu BO
Ta TIOKa3aHO HEOOXIAHICTH ii MpoeKTyBaHHS A e)EKTUBHOTO TUTAHYBAHHS Ha MpoBaiinepax
00YHCITIOBAIEHUX pecypciB y Tpif. 3acBiqueHHs ydacti y BO 3a0e3neuye MexaHi3M iHIUKaIi
KJIacy 3aJad Ta, BIAMOBITHO, HEOOXITHUX OOYMCIIOBAJIBLHUX PECYpPCIB 3aJIeKHO BiJl poOOTH
JIOCJII HHUKA.

[TokazaHo MeTOIMKY TMPOEKTYBaHHS BHYTPIIHBOI CTpykTypu BO Ha mnpuxmani
BipTyanbHOi Jaboparopii MolDynGrid.

JlocItipKeHo METOIU BUAUICHHS PECYPCIB JUIs TPOrPAMHOT0 3a0e3MeUeHHsI IIPOMIXXHOTO
piBasi Nordugrid ARC, mo BHUKOPHUCTOBYETHCS B YKpaiHCBKii HaIlOHAIBHIA Tpia-
1H(PACTPYKTYpi, Ta MOKA3aHO BiACYTHICTH MIATPUMKH BHYTPIIHBOI CTpyKTYpu BO 6a3oBoro
MIOCTaBKOIO MPOTPaMHOT0 3a0€3ICYCHHS.
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Po3pobiero MeTouKy po3MeXyBaHHS JTOCTYITY 3a mapaMmerpamu ydacti y BO Ha 6a3si
BUKOPUCTAHHS PI3HUX Yepr IUIsl MporpamMHOro 3ade3meueHHs mpomikHoro piBas ARC Ta
peari30BaHO BiIOBIIHY JONOMIKHY IIPOTPaMy Jijisi 00YHCIIIOBAILHOTO SJIEMEHTA.

MeTtoauku Ta mporpamMHe 3a0e3neyeHHs YCMIIIHO BIIPOBAKEH1 Ui peaizaiii MOJiTHK
PO3IIICHHST JIOCTYIy JI0 PECypCiB OOYHMCIIOBAIBHUX KIACTEPIiB [HCTUTYTY MOJEKYJISPHOL
6iomorii i1 renetuku HAH Ykpainu, KuiBchbkoro HaimioHanbHOTO yHiBepcuTeTy iMeHi Tapaca
[IleBuenka Ta HarioHanmpHOTO HAYKOBOTO IEHTPY 3 MEIMKO-OI0TEXHIYHHX MPOOJIEeM IMpU
npe3unii HAH Ykpainu #f MoxxyTh OyTH 3aCTOCOBaHi /10 1HIIHX TPiA-BY3IIiB.

Conclusions. Particularities of virtual organizations (VO) internal structure
development process have been analyzed. Necessity of VO internal structure planning for
effective scheduling on resource providers has been shown. VO membership confirmation
provides a basis for job class determination and, in accordance, computational resources
allocation depending on particular tasks performed by researchers.

Method of the internal structure development has been shown on the case of
MolDynGrid virtual laboratory.

Methods of Nordugrid ARC middleware (used by Ukrainian National Grid
infrastructure) resource allocation were investigated. Lack of application of VO internal
structure information in basic middleware installations has been shown.

Access separation methods based on VO membership parameters has been developed.
Methods rely on ability to use several local scheduler queues by the ARC middleware. These
methods have been implemented in computing element service as a pluggable module.

Software implementing the methods presented was successfully deployed for resource
access separation policies enforcement on the following computing clusters: Institute of
Molecular Biology and Genetics NAS of Ukraine, Taras Shevchenko National University of
Kyiv, National Scientific Centre for Medical and Biotechnical Research at the Presidium of
NAS of Ukraine. Methods developed are applicable to other grid-enabled clusters.
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