MIHICTEPCTBO OCBITU I HAVKU VYKPATHU
TEPHOITUIbCHKU HALIIOHAJILHUYM TEXHIYHUM YHIBEPCUTET
IMEHI IBAHA ITYJIIOS

®AKYJIbTET KOMITTOTEPHO-THOOPMALIIMHUX CUCTEM I IIPOI' PAMHOT
[HXEHEPIT

KA®E/IPA KOMIT'FOTEPHUX HAYK

JJOMOHOCOB MUXAMJIO BACUJIHBOBUY

YK 004.73; 004.77

JOCJIITZKEHHA OCHOBHHUX COUNIAJIBHUX MEPEK

8.05010101 «IndopmauiiiHi yrpasistoUdl CHCTEMHU Ta TEXHOJIOT»

ABTOpedepar
JTUIJIOMHOI poOOTH Ha 3400y TTS OCBITHHOTO CTYIIEHS «MaricTpy

TepHomib
2017



PoGotry BukoHaHo Ha kadeapl KOMII'IOTEpHUX HaykK TepHONMUIbCHKOIO
HaI[lOHAJbHOT'O TEXHIYHOTO yHiBepcuUTeTy iMeHi IBana Ilymtos MinictepcTBa OCBITH
1 HayKu YKpaiHu

KepiBauk podoru: JIOKTOp TEXHIYHHUX HayK, mpodecop kadenpu KoM I0TepHUX
HayK
Hpuitmak Mukoaa Borogumuposuy,
TepHONIBCHKUI HALIIOHATBHUNA TEXHIYHUM YHIBEPCUTET
iMeHi [Bana Ilynros

PeleH3enT: KaHAUAAT TEXHIYHUX HAYK, JOLEHT Kadeapu iHHOpMaTUKU
Ta MaTeMaTUYHOTO MOJICITFOBaHHS
I'amun Haniss BoraaniBHa,
TepHONiIBCHKUI HAIIIOHATTBHUN TEXHIYHUN YHIBEPCUTET
iMeHi [Bana Ilyntos

3axuct BinOyaersca 23 mororo 2017 p. 0 9% roxuni Ha 3acizaHHi ex3aMeHaIIHHOI
koMicii Ne31 y TepHONUIbCbKOMY HalllOHATHLHOMY TEXHIYHOMY yHIBEepCUTETI iMeH1 [BaHa
[Tymrost 3a ampecoro: 46001, m. Tepromninb, Byn. Pycbka, 46, HaBuansHuil kopmyc Nel,
ayn.701.



3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTyaJbHiCTb TeMM Po6oTH. OCTaHHIM 4YacOM MOBIJIOMJIEHHS MPO aTakud Ha
iH(popMalilo, Npo XakepiB 1 KOMIT'IOTEPHI B3JIOMHM HAlOBHWIM BCI 3acO0M MacoOBOi
iHpopmanyii. Illo x Take "ataka Ha iHpopmaiiro"? JlaTu BU3HAYeHHs WIH A1l Hacmpas.l
Ty’Ke CKJIaJIHO, OCKIIbKH 1H(QOpMaIlisi, 0COOMBO B €JIEKTPOHHOMY BUTJISL, IIPEACTaBICHA
COTHSIMM pi3HUX BUAIB. [HpopMalliero MOkHA BBaXKaTH 1 OKpemuil (aiti, 1 6a3y JaHuXx, 1
OJIVIH 3aIuC B Hii, 1 MOBHUHN NporpaMHui KoMIuiekc. | BCi i 00'€KTH MOXKYTh TIAIATHCA 1
MAI0THCS aTakaM 3 OOKY JIeSIKO1 COIliabHOI IPYIH 0ciO.

[Tpu 36epiranHi, MIATPUMIN 1 HaJaHHI JOCTYIY J0 OyIb-SKOro 1H(QOpPMAIIiHOTO
00'ekTy 110T0 BIIaCHUK, a00 YIIOBHOBa)XXKEHA HUM 0C00a, HAaKJIa1a€ IBHO a00 CaMOOYEBUTHO
HaO1p mpaBwi 1o poOoTi i3 Hew. HaBMucHe iX mopymieHHs KiacuikyeThCcsl K aTaka Ha
1H(popMariro.

[3 MacoBUM BIpPOBaKEHHSAM KOMI'IOTEPIB y BCi chepH AiSUTBHOCTI JIOJUHU 00'eM
1H(popmanii, o 30epiraeTbcsd B €JIEKTPOHHOMY BHIJISIAI BHpIC B TUCAYl pasiB. I Temep
CKOITIIOBaTH 3a MIBXBWJIMHU 1 TIOHECTH JUCKETY 13 (pailioM, 110 MICTUThH IUIaH BHITYCKY
OpOayKIii, Habarato MmpocTilie, HIXK 3KOMioBaTH ab0 MepenucaTd Kilmy mnamepiB. A 13
NOSIBOI0 KOMITFOTEPHUX MEPEX HaBITh BIICYTHICTh (PI3MYHOIO JOCTYIY J0 KOMIT'HOTEpa
nepecraja OyTH rapaHTiero 30epexxeHHs iHdopMaliii.

Axi MOXJIMBI HAcHiIKM aTak Ha iH(opmamito? B mepmry depry, 3BUYaifHO, Hac
I[IKABUTUMYTh €KOHOMIYHI BTPaTH:

1. Po3kputTst KOMepItiiiHo1 iH(hOpMaIlii MOXKe TPUBECTH J0 CEPHO3ZHUX TPSIMHUX
30UTKIB HA PUHKY

2.3BicTKa MPO KpaaADKKy Benukoro o00'emy iHdopmarlii 3a3BuU4ail cepio3HO
BIUTUBAE€ Ha pemyTaiilo ¢ipMu, NPUBOJAIYM TOOIYHO /O BTpaT B 00'€eMax TOPTrOBHX
omeparii

3. ®ipMU-KOHKYPEHTU MOXKYTh CKOPUCTATUCS KPaJl>KKow 1H(MOopMalii, Ko Ta
3aIMIUIacs HEMOMIYEHO0, ISl TOTO, MO0 MOBHICTIO PO30puTH (GipMy, HaB'S3yr0ud i
¢ikTHBHI 200 CB1I0MO 30MTKOBI ONEepallii

4. ITinmina 1Hdopmanii Ak Ha eTalll nepeaadi, Tak 1 Ha erami 30epiransas y gpipmi
MO3K€E TIPUBECTH JI0 BETUYE3HUX 30UTKIB

5. baratokpaTHi ycmimHi ataku Ha ¢ipMy, 10 Hajgae OyJab-SKUH BHJ
1H(popMaIIHUX TOCIIYT, 3HWKYIOTh JOBIPY 10 (GIpMU y KJII€HTIB, 110 MO3HAYAETHCS Ha
00'eM1 TOXO/IB.

[IpupoaHo, KOMM'IOTEpPHI aTakd MOXKYThb TMPUHECTH 1 BEIMYE3HUN MOpaTbHUN
30uToK. [ToHATTS KOH(IACHIIITHOTO CIUIKYBaHHS JJABHO BXKE CTaJ0 "MIPUTUECIO BO s3UleX .
Camo co0010 3p03yMiJIo, 110 HISIKOMY KOPUCTYBA4€Bl KOMITIOTEPHOI MEPEXKI HE XOUEThCA,
mo0 Horo JUCTH OKpIM ajpecara oTpumyBaiu Ie 5-10 4osoBik, abo, HANPUKIIAJ, Balll
TEKCT, 10 HaOupaeThbcs Ha kiaBiaTypi EOM, komitoBaBcs B Oydep, a moTiM mpu
i IKITI0YEHH] 10 [HTepHeTy BiAmpaBisBCs Ha TIEBHUN cepBep. A came Tak 1 BiIOyBa€ThCS B
TUCSYAX 1 IECATKAX TUCAY BUMAJKIB.

Jexinpka wikaBux Ludp mnpo ataku Ha iH@opmauilo. Bonu Oymm oTpumani
nocaiaHuIbKUM 1eHTpoM DataPro Research B 1998 porti. OcHOBHI IPUYUHU MOITKOIKEHb
€JIEKTPOHHO1 1H(hOpMaIlii PO3MOAUTHINCS TAKUM YAHOM: HEHaBMHUCHA TTOMUJIKA JIFOJIUHU —
52% Bumankis, ymucHi aii moauHu - 10% Bunaakis, BiaMoBa TexHiku — 10% BUMaIKiB,
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MOIIKO/PKEHHSI B Pe3yibTaTl moxkexki - 15% Bumankis, momkoxeHHs Bojowo — 10%
BUTIAJKIB. SIK BHJIHO, KOXEH JECATUH BHUMAJOK TMOIIKO/DKEHHS EJIEKTPOHHUX JTaHHUX
NOB'A3aHUN 3 KOMIT'FOTEPHUMH aTaKaMHU.

XT1o OyB BUKOHaBIeM LuX Aii: y 81% BUMAgKiB — MOTOYHUN KaJApOBUN CKIIAJ
yCTaHOB, TiUIbKM B 13% BumajkiB — aOCOJIOTHO CTOPOHHI JOAU, 1 B 6% BHUMNAAKIB —
KOJIMIITHIX TPAIliBHUKIB ITUX K€ ycTaHOB. YacTka arak, BUpOOIIOBAaHUX CHIBPOOITHUKAMU
bipM 1 MANPUEMCTB, MPOCTO MPUTOJIOMIIYE 1 TMPUMYIIYE TPUTAAATH HE TUIBKH IIPO
TEXHIYHI, ajie 1 PO MCUXOJIOTTYHI METOAN NPOPIITAKTUKH TTOAIOHUX Tiil.

[, HapemTi, 0 3K caMe poOJIATH 3JI0BMUCHUKH, JIICTABIIMCH 10 1H(opmarii: y 44%
BUIIAJIKIB B3JIOMY OyJM MpOBEACHI Oe3mocepe/iHi KpaabKKH TPOIIeH 3 eIeKTPOHHHX
paxyHKiB, B 16% BuIaakiB BUBOJUIIOCS 3 JIay TpOorpaMHe 3a0e3MeUeHHs], TaK K€ 4acTo —
B 16% BumankiB — mpoBoauiacs Kpaaikka iHpopmallli 3 pisHUMH Hacihiakamu, B 12%
BUMAAKIB 1Hpopmanis Oyna cdanscudikoBana, B 10% BUMAAKIB 3I0BMUCHUKU 3a
JOTIOMOT'OK0 KOMII'FOTE€pa CKOpHUCTAINCA a00 3aMOBUJIM MOCIYTH, O AKX B MPHUHIMII HE
MOBUHHI OyJIM MaTu JOCTYIY.

AKTyanpHICTIO pPOOOTH € 3aCTOCYBaHHS CHCTEM 3aXHUCTy KOH(DIIEHHLIHHOI
1H(popMarlii B JII0UYMX KOMII FOTEPHUX CUCTEMAX.

Meta poGoru: mnpoaHangizyBaTu poOOTy [i0U0Oi MEpexki MiANpUEMCTBA Ta
BJOCKOHQJIMTH 1i 3aXMCT; BHUKOPHUCTATH TPHU 3aMpOBaHKEHHI ONTUMI3allii cepBep Sun
Microsystems.

006’exT, METOIM TA JKepesia T0CaiaxeHHs. [[iroua KOMIT IOTEpHA Mepexa.

IIpakTHyHe 3HAYEeHHS OTPMMAHUX Pe3YJIbTATIB.

[IpoBeneno anamiz 00’€KTiB 3arpo3, aHali3 KpPUTEPIiB OMIHKKA i1HGOpMAIIHHOI

Oe3IeKr, aHali3 ICHYIOUUX KaTeropii cepBepiB; po3po0OJICHO METOJIUKY BHOOpPY BaplaHTy

CUCTEMH 3aXHMCTy 3a KpUTEpPIEM IKHUBYYOCTI B YyMOBaxX HEBU3HAYEHOCTI BIUIUBY
necTabuni3yrounx (akTopiB, pPO3pOOJICHO METOIUKY BUKOPHUCTAHHS CHUCTEM 3aXHUCTY
KoH(DiIeHITIHOT 1H(pOopMaITii.

Amnpobanisa. OkpeMi pe3yibratd pobotu jaomnoBigainuck Ha IX BceykpaiHcbkiii
CTYJIEHTCbKI HayKOBO-TeXHIYHIA KoH(epeHuii «IIlpuponHuyi Ta TyMaHITapHI HAyKH.
AxtyanbHi nutanssy (20-21 kBiTHa 2016 p., M. TepHomiib).

Crpykrypa pobGoru. Pobota ckiagaeTbcsi 3 PO3PaxyHKOBO-TIOSCHIOBAIBHOI
3anucKku Ta rpadiuHoi yacTuHHU. PO3paxyHKOBO-MOSICHIOBAJIbHA 3alKMCKa CKJIAJA€ThCS 3
BCTYIly, 8 4YacTWH, BHCHOBKIB, MEPENIKy NOCWIaHb Ta goaarkiB. OOcsar poOoTH:
PO3paxyHKOBO-TIOSICHIOBaJIbHA 3amucka — 168 apk. dopmary A4, rpadiuna gactuHa — 10
apkymiiB ¢popmary Al

OCHOBHUMH 3MICT POBOTHU

Y BeTymi pO3riasiHyTO aKTyaJbHICTh BUKOPUCTAHHS CUCTEM 3aXHUCTY B JIOKAJIBHHUX
KOMIT' FOTEPHUX MEpexkKax.

B nepmomy po3aijii po3riisiHyTO OCHOBU CUCTEM 3aXUCTY 1H(POpMAIIii.

B apyromy po3aijii npoananizoBaHo cepsepu Sun Microsystems.

B TpeTboMYy po3aiii onucaHo mpoLeaypy po3poOku MeToauKH 3axucty. s podoru
BCTaHOBJIEHO cepBep mnovatkoBoro piBHA Sun Fire V40z 3 BukopucTaHHs onepariiiHOi
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cuctemu Microsoft Windows Server 2008 R2.

B po3nini “Cnenianbna yacTuna” onucano cnoci6 momryky Malware.

B yacruHi “OOrpyHTyBaHHsl €KOHOMIYHOI e(eKTHMBHOCTI” IpPOBEIECHO
€KOHOMIYHI PO3paxyHKH, CHPSIMOBaHI Ha BU3HAYCHHS E€KOHOMIYHOI €(EKTUBHOCTI BIJ
ONTUMI3AIlll CUCTEMU 3aXHUCTy JOKaJbHOI MEpPEXi 3 BUKOPUCTAHHSIM CepBepiB Sun
Microsystems, a Tako>X MPUWHSTO PIlIEHHS MO0 MOAAJBIIOTO PO3BUTKY. Po3paxoBaHo
3HAYEHHSI €KOHOMIYHOI e(eKTUBHOCTI cTaHOBUTH 0,559, 1110 € BUCOKMM 3HAUYeHHSIM. Tak
caMO HOpPMaJIbHUM € TE€pPMiH OKyHHOCTi. JIJis JaHOTO AOCTIIKEHHS BiH CTaHOBUTH 1.78
POKY.

B uyacruni “Oxopona mpami Ta Oe3nexka B HaA3BHUYANHUX CUTyadisax”
PO3TIITHYTO TICUXOJIOTII0 OE3MeKH TMpalll 1 eproHOMIKYy; XapaKTepHUCTUKY BOTHETACHUX
PEYOBHH Ta MIABUIIECHHS CTINKOCTI pOOOTH 00'€KTIB rOCTIOIAPCHKOI NISITBHOCTI Y BOEHHUH
qac.

B yactuni “Exosorisa” npoBefeHo aHaii3 CydyaCHUX MPOTPAMHUX MPOAYKTIB s
ONpAaLIOBaHHS BEJIMKHX MAaCHBIB €KOJIOTIYHOI 1HQOpMaLIli Ta PO3IISHYTO KOpEISLiHHUN
aHaJi3 3B’S3K1B B €KOJIOT1.

¥ 3arajibHMX BUCHOBKAX II0/I0 AMIIOMHOI po0OOTH OMKMCAaHO MPUUHSTI B pOOOTI
TEXHIYHI pIIIEHHS.

BUCHOBKH

B pe3ynbTaTi npoBeieHUX AOCTIIKEHb MOYKHA 3pOOUTH HACTYITHI BUCHOBKH.

3arpo3n KOMI'FOTEpHOI O€3MeKH IIAThCS Ha sIBHI 1 mpuxoBaHi. Ilim sBHUMU
PO3yMIEMO Taki MOTPO3H, K1 3pO3yMUJIl 1 OJJHO3HAYHO TiepeadayeHi. BoHn He BUMararoTh
U1 TPOTHAIT iM  Oynb-SIKMX JOJATKOBHX BIJJOMOCTEH IPO CTATHCTHKY IIOrPo3 1
HEOUYEBHIHUX MPUMYIIEHb PO MOXJIMBI aTaKU 3JI0BMUCHHKA.

Kpurepii OLIHKM 3aXHCTy KOMI'IOT€pAa BCTAaHOBIIOIOTH 0a30BI BUMOTH ILOO
KOHTPOJIO  KOMI'IOTepHOI  0Oe3neku BOyAOBaHOI B OOYMCIIOBAIBHY  CHCTEMY,
BUKOPHUCTOBYIOTHCS, 1100 OIIHIOBATH, KIACH(IKYBaTH Ta OOMPATH KOMITIOTEPHI CUCTEMH,
AKI BUKOPHCTOBYIOTbCS [JIsi 0OpoOKM, 30epiraHHs Ta HaJaHHS JOCTYIy [0
KkiacudikoBaHoi 1HGopMmariii.

Kpurepii owuinku iHpopMaiiitHOi Oe3MeKu € METOJO0JIOTIYHOW 0a3010 s
BU3HAUYEHHS BUMOI' 3aXUCTy KOMI'FOTEPHUX CHCTEM BIiJI HECAHKI[IOHOBAHOT'O JOCTYIY,
CTBOPEHHSI 3aXMCHUX CUCTEM Ta OI[IHKH CTYIEH1 3aXUIICHOCTI.

3 J0IOMOTOI0 KPHUTEPIiB MOXIJIMBO TMOPIBHATH pPI3HI MEXaHI3MU 3aXHUCTy
iH(dopMaIlii Ta BU3HAUUTUA HEOOXIMHY (YHKIIOHATBHICTH TAKUX MEXaHI3MIB y pO3poOIli
3aXUIIEHUX KOMIT'IOTEPHUX CUCTEM.

Kommaniss Sun - ouH 3 OCHOBHUX BUPOOHUKIB CEPBEPIB, SKI IpalOTh MPOBIAHY
polib B CerMeHTi cepBepiB IHTepHery. Ll kommaHis rpae Ba)JIMBY pOJib B PO3POOII
JESKUX BaXJIMBUX TMPOTPAMHUX MAKETIB, BUKOPHCTOBYBAHMX Ha BeO-caliTax, TaKUX SK
MOBa Java 1 mepeHOCHI 3aCTOCYyBaHHs, 3aCHOBaH1 Ha Java.

OmnepamiitHa cuctema Solaris BCTaHOBJICHA Ha BCIX KOMITIOTEpax Sun — BiJ
HACTUIBHUX KOMITIOTEPIB 10 HAMOUIBIIMX KOPHOPATUBHHMX CEPBEPIB  (EKBIBAJIECHT
MelH(ppeiiMmy kommanii  Sun). Omnepariiina cucrtema Solaris 10 BkiIo4ae psif
IHCTPYMEHTAJIbHUX 3aCc001B YIPABIIHHSA CEpPBEPOM, HaBeneHUX Hux4de. Lli 1HCTpyMeHTH



npU3HAYCH] HE JIUIIE JIJIS YIPABIIIHHAS JIOKATBHOIO CHCTEMOI0, (aKTUYHO 06araTo XTO 3 HAX
CHpusi€ IEPETBOPEHHIO cucTeMu Solaris Ha yHIBEpcaabHy KOHCOJb yIIPABIiHHS.

Kommnanis Sun knacugikye cepBepd BIANOBIAHO 0 KUIBKOCTI MIATPUMYBaHHUX
KJII€HTIB. [HIII BUPOOHMKU CEpBEpIB 3aCHOBYIOTH CBOi OLIIHKA BHUXOJSYM 3 KIIBKOCTI
IPOIIECOPIB B cepBepl. AJle B peajbHOMY XUTTI Bce OyBae Habarato ckiajHime. Tak,
Harnpukiana, cepsep kiaacy 1U — me psanx 6y10kiB, HiiibHO "ynakoBaHuX'" Ha CTiiil, ado 16,
a6o0 20 KOMIPKOBHX CcepBepiB, HmomilieHux B cepBepHik madi. Tomy kommanis Sun
BUpOOMIa CBIA miaxig g0 kiacudikaiii  cepBepiB, IO JIO3BOJISIE  YHUKHYTH
HEOJIHO3HAYHOCTI.

st pobotu Oyne BCTaHOBJIEHO cepBep mnouaTkoBoro piBHa Sun Fire V40z 3
BUKOpPHUCTaHHS orepartiiHoi cucremu Microsoft Windows Server 2008 R2.

[Iloxno cuctemu 3axucry, TO:

1. Pozpobrneno wmeton BuOOpy BapiaHTy cucteMu 3axucty st KM3 3a
KPUTEPIEM KMBYYOCTI B yMOBax HeBm3HadeHOCTiI BBy J(D. s 1150r0 BUKOPUCTAHO
Teopli MIATPUMKHU NPUUHATTSA PILIEHB, IO A€ 3MOT'Y 3HAUTH ONTHUMAJIbHE BUPILIEHHS, 110
HalKpalle BIJNOBiAaTUME 3MICTY Ta yMOBaM 3ajayl y BUNAJKY TPbOX 1HQPOpMAaIliiHUX
CUTYyaIIiil Mpo MMOBIPHOCTI MOSIBU MOAIN A, .

2. IIpoananizoBano 0COOIMBOCTI 1 CHOPMYIHOBAHO 3ajadi BHOOPY BapiaHTy
cuctemu 3axucty iHdopmariii B KM3 3a kpurepieM KUBYYOCTI B yMOBaX HEBU3HAYEHOCTI
BBy JI® y BUrIsAl 3a7adi yMOBHOI ONTHUMI3AIlT BUOOPY KOHKPETHOTO €(PEKTUBHOTO
pilieHHsT (KUBYYIIIOT CHUCTEMHU 3aXHUCTy) Uil KOXKHOI KOHKPETHOI peaii3allii clieHapito
PO3BUTKY 30BHIITHBOIO CEPEIOBHUIIIA.

3. BoockonaneHo Ta JOCHIKEHO MaTEMAaTU4YHY MOJEIb 1 aJIrOpUTMHU
dbopMyBaHHS MHOXXHHHM aJbTE€pPHATUB I 3ajadl BUOOpPY BapiaHTa CHUCTEMH 3aXUCTy
iH(opmMmariii B KM3 3a kputepieM >KUBYUOCTI B yMOBaX HEeBU3HA4€HOCTI BILTUBY D, sky
JOIIILHO Ha MPAKTHUI[l BAKOPUCTOBYBATH SIK BUX1JHY 1H()OpMAIIitO Il MPUUHSATTS PillIeHb
npo cTtpykrypy C3I, sdka wMae BIacTUBICTb KHUBYYOCTI B YMOBaX pHU3UKY Ta
HEBU3HAYEHOCTI.

4. BUKOpHUCTaHO CUCTEMY 3aXUCTy KOH(iaeHiiHo1 iHdopmarii PGP.

5. OmmcaHo 3acTOCOBaHi 3aCO0M MPOTHUIIT HECAHKITIOHOBAHOMY JIOCTYIIY.

6. Ha MepexeBoMy piBHI 3aCTOCOBAHO JiBa OCHOBHI anroputMu 3axucTy: SKIP 1
IPSec.

CIIMCOK OIIYBJIKOBAHUX ABTOPOM IIPAIIb 3A TEMOIO POBOTH

1. M. JlomonocoB. JlochimkeHHs: OCHOBHUX comianbHux Mepex / JlomonocoB M. — Tesn
nomoBigi Ha IX BceeykpaiHChKili CTYJEHTCHKIH HAyKOBO-TEXHIUHIM KoH(pepeHIil
«IIpuponHuul Ta rymasiTapHi Haykd. AkTyaibHi nutadHs». Tom I, Tepuomins, 20-21
kBiTHS 2016 poky. — Tepnonins, THTY, 2016. —c. 79-80.

AHOTAIIA
OG’exT aHaI3y — J1I04a KOMIT IOTEpHA MEpexKa.
Merta po6oTH — aHaji3 poOOTH JIIF0Y0T Mepexki MAMPUEMCTBA Ta BJOCKOHAJICHHS 1i
3aXMCTY; BUKOPUCTAHHS MIPH 3aMPOBaKEHHI ONTUMI3aIlii cepBepa Sun Microsystems.



OCHOBHI pe3yJIbTaTU — MPOBEIAEHO aHaji3 O00’€KTIB 3arpo3, aHali3 KpUTEpIiiB

OIiHKK 1H(pOpMAIIHHOI Oe3MeKH, aHaji3 ICHYIYHMX KaTeropiii cepBepiB; po3po0IeHO
METOJMKY BHOOpPY BaplaHTy CHUCTEMH 3aXUCTy 3a KPHUTEpPIEM >KMBYYOCTI B YMOBAaX
HEBU3HAYEHOCTI  BIUIMBY  JE€CTAaOLII3ylouuX  (aKTOpiB, pO3pOOJEHO  METOJIUKY
BUKOPHUCTAHHS CUCTEM 3aXUCTy KOH]1AeHIIIHOT iHdopMaItii.

Kiouosi ciaoBa: 3AIPO3A, 3AXUCT, CUCTEMA, OB’€KT, CEPBEP,
APXITEKTYPA, IECTABUIIBYIOUYNN PAKTOP, METOAMKA, KOHOIAEHIIMHNN,
HECAHKIOIOHOBAHUUN JOCTVII.

ANNOTATION

Lately a report is about attacks on information, about hackers and computer
B3momu filled all mass medias. That such the "attack on information"? To give
determination to this action in actual fact very difficultly, as information, especially in an
electronic kind, presented by hundreds of different kinds. It is possible to consider a
separate file, and database, and one record information in her, and complete programmatic
complex. And all these objects can yield and yield to the attacks from the side of some
task force of persons.

At storage, support and grant to access to any information holding object his
proprietor, or a person is authorized to them, lays on obviously or self-evident set of rules
on work with her. Intentionally their violation is classified as an attack on information.

With mass introduction of computers in all spheres of activity of man there is a
volume of information which is kept in an electronic kind grew in thousand one times.
And now to copy for a half-minute and bear a diskette with a file which contains the plan
of producing of products, far simpler than copy or to rewrite the stack of papers. And with
appearance of computer networks even absence of physical access to the computer left off
to be the guarantee of maintenance of information.

Are there what possible consequences of attacks on information? First of all,
certainly, us economic losses will interest:

1. Opening of commercial information can result in serious proximate damages
at the market.

2. Information about the theft of high-cube of information usually in earnest
influences on reputation of firm, resulting side in losses in the volumes of trade operations.

3. Firms-competitors can take advantage of theft of information, if and remained
unnoticed, in an order fully to bring to ruin a firm, imposing dummy or consciously
unprofitable activities to her.

4. Substitution of information both on the stage of transmission and on the stage
of storage in a firm can result in enormous losses.

5. Frequent successful attacks on a firm which gives any type of informative
services reduce a trust to the firm for clients, that affects volume of profits.

Key words: THREAT, DEFENCE, SYSTEM, OBJECT, SERVER,

ARCHITECTURE, DESTABILIZING FACTOR, METHODS, CONFIDENTIAL,
UNAUTHORIZED DIVISION.



