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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTyaslbHiCTb TeMH Ppo0oTH. BukopucranHs KpuUnTorpapiyHOro 3aXUCTy
iHopmarii i yac MoOyI0BH MOJITHUKUA O€3MeKH MEAUYHOI CUCTEMH 3HAYyHO ITOCHIIIOE
Oe3rneKky poOOTH CHCTEMH, aje 3a YMOBH, IO Il CHCTEMa 3aXMCTy CTBOpPEHA HaJCKHUM
YUHOM Ta Ma€ O€3IeUHy CHUCTEeMY PO3Moiily KpuntorpadiuHux kirodiB. Po3poOiroBaHi
ANTOPUTMHU MU(PYBAHHS 3HAYHO MOJICTIIYIOTh POOOTY 13 3aXHCTYy JAHUX Ta MIHIMI3YIOTh
PU3HUK HECAHKI[IOHOBAHOTO YMTaHHSA. [/[aHa po3poOKa € aKTyadbHOIO 3A€OLIBIIOrO s
NPUBATHUX MEAWYHUX 3aKJIaJiB ajie W CTaHe y HAroAl s OyIb-KOTO MEIUYHOTO
3aKJiajy, 110 BiJMOBIIaJbHO CTABUTHCS 10 KOH(PIACHIIHHOCTI JaHUX CBOIX MAaIll€HTIB.

Meta pobotu: Po3poOutu cucteMy Jisi MEIUYHUX 3aKJIaJIB 3 METOIO TTOKPAIICHHS
mm@pyBaHHs/AemnpyBaHHs JaHUX MPO TAallieHTa (aHaji3W, HaIlpaBJICHHS, TOIIO),
CIIpOIIeHHSI poOOTH JiKapiB (BCl aHAII3U B OJJTHOMY MICII1) 3 BUKOPUCTAHHSIM «XMapHUX
TEXHOJIOT1H.

00’exT, MeTOAM Ta JxKepesa aocaigxenHs. OO0’ €KTOM IOCIIKCHHS € IMPOIeC
mudpyBaHHS JaHUX, TOB’S3aHUX 13 TalieHTaMu. l[IpenMer JOCHiKEHHS: METOAU
00OpOOKH NaHHUX MEIUYHOTO 3aKjiaxy 3 METOI MOOYIOBM KOMII'FOTEPHOI CHUCTEMH, IO
MIJBUIIUTL  ©(DEKTUBHICTH poOOTH 3akmaay. Y JaHiidl  JOCHIIHMIBKIA  poOOoTI
3aCTOCOBYIOThCA Metoau muppyBanHs RSA. 3aco0amu Ui 1bOTO € BXIJTHI JaH1 MPO
MAII€HTIB Ta iX MEJAWYHI KapTKH, Ta KOMII FOTEPHI CUCTEMH I BUKOHAHHS IU(PYyBaHHS.

HaykoBa HOBHM3HA OTPMMAaHHUX pe3yJIbTATIB:

- JIOCIIIJIPKEHO COocoOM mn(pyBaHHS MEPCOHAIBHUX JaHUX;

- MPOAHAJI30BAaHO ICHYIOYl CHCTEMH KPUNTOAHAII3y 3 METOK BHUOOpY

HalONTUMAIBHIIIOI MOAEM 7151 IU(pPYBAHHS,

- po3po0JEHO METOAM Ta AJIrOpUTMU OOpOOKM IMIM(PYBaHHS JAaHUX 3 METOIO

3aXUCTY NaHHX;

- po3po0JEHO TEXHOJOTiI0 MmU(pPYBaHHS JaHUX 3 METOK BUKOHAHHSA

aBTOMATU30BAHOTO MU(PYBaHHS JaHUX MPO MAIIEHTIB;

- peani30BaHO METOAM Ta aJrOPUTMH Y BUTIISAI MOAYJIS MPOTPAMHOT CUCTEMH IS

1HTerpaiii iX B MEIMYHYy CUCTeMY MM(pyBaHHS TaHUX, 1110 JO3BOJIUTH 3aXHINATH
JlaHl PO TAIIEHTIB BiJl HECAHKIIIOHOBAHOTO YUTAHHS.

IIpakTUyHe 3HAYEHHSI OTPUMAHUX Pe3yJIbTATIB.

[IpoGnema ckiagHOCTI MM(PPYBaHHS MaHMX ICHYE BHACTIJOK HEJOCKOHAJIOCTI
METO/IB KpHUNTOAHATI3y. Y mepiof po3risaay MpoOJeMaTUKH HE OyJio BHSBJICHO
IPOrpECUBHUX 3aCO01B /JI1 BUKOHAHHS IIM(PYBaHHS AaHUX PO MAalli€eHTiB. BUsBIEHO psij
npo0JieM:

- 3acTapull MeToAH U (pyBaHHS JaHUX;

- HU3bKA WIBUJKICTh MIHU(PYBAHHS;

- HEBIANOBIIHICTH PO3MU(POBAHUX JAHUX MEPBUHHUM JIAHUM;

- «BY3bKHUI» MMOTJISI Ha TIpoliec mudpyBaHHS.

3a pesynbpTaTaMu BUKOHAHOiI poOOTH Oyino po3polieHo cuctemy IHpyBaHHS
MEPCOHANILHUX JaHUX MAIE€HTIB Ta X MEAUYHUX KAPTOK 3 BUKOPUCTAHHSIM aJITOPUTMY
mmdpyBarHs RSA. PeanizoBaHo peanbHy NPUKIAIHY CUCTEMY MM(DPYBAaHHS TaHUX, SKa
MPOXO0IUJIa TECTYBaHHS Ta 4yJ0BO ceOe 3apeKOMEHIyBaia B MEIMYHUX 3aKJIa1ax.



Anpodanis. Okpemi pe3ynbTaTd poOOTH TOTOBIIaIKCh HA MIXKHApOAHIN HAYKOBO-
npakTuuHiii kKoH(pepeHiii «CyyacHi HaykoBi 1HHoBaIlli», KwuiB, MDKHapOgHUN LEHTP
HayKOBHX JIOCTiKeHb, 15-16 moToro 2017 p.

Crpykrypa poGorn. PoOoTa cKIamaeThCs 3 PO3PaxyHKOBO-TOSICHIOBAIBHOT
3amucku Ta rpadiuHoi gacTwHU. PO3paxyHKOBO-TIOSCHIOBAJIbHA 3alHCKa CKIIATAETHCS 3
BCTYNY, 5-TH YaCTWUH, BUCHOBKIB, NIEPEIIIKY BUKOPUCTAHUX MOCHJIaHb Ta JoJaTKiB. O0CsT
po0OTH: PO3pPaXyHKOBO-TIOSICHIOBaJIbHA 3amucka — 96 apkymiiB dopmaty A4, 4 noaaTkw,
rpadiuna yactuHa — 12 cnaiiaiB rpadiuHoi YacTHHH.



OCHOBHUM 3MICT POBOTH

Y Berymi npoBeeHO OrJisi[i Cy4aCHUX JIOCSATHEHb HAyKH 1 TEXHIKM B PO3poOIi
METOAMK MU(PYyBaHHS JAaHMX, OIMUCAHO 3arajbHy CHeuu(iKy TEMaTUKd Ta 3aBJIaHHS
PO3pPOOKHU.

B po3nigi «Po3podka mporpamMHoi cucTeMHW» OIMCAHO TpEeAMETHY o0JlacTh Ta
crienndiky mudpyBaHHS MEPCOHATBHUX AaHUX. JloCHimKeHO METOAWKH Mu(pyBaHHS
nanux. [IpoananizoBano cnenniky raiysi, iCHyt04Ul po3poOKH Ta MPUKIAAHE MPOrpaMHe
3a0e3nedeHds. OMMCaHO TEMAaTHUKY JOCIHIKEHb, AJITOPUTMH Ta MAaTEMaTHYHI MOJEIi
mupyBaHHS JaHUX 3 METOIO 3aXHCTY MEPCOHATLHUX JTaHHUX TAIl€HTIB.

B po3nini «CneunianbHa vacTuHa» CHpPOEKTOBAaHO apXITEKTypy MPOrpaMHOI
CHUCTEMH, peaji30BaHO 1 MPOTECTOBaHO O01010TEKYy 3 HAOOPOM METOMAIB Ta aJrOPUTMIB
mudpyBaHHs JaHuX. Po3po0iieHO TmporpaMHy MOJENIb CHUCTEMU Ta 3A1MCHEHO 1l
TecTyBaHHA. JloCHiHKEHO anbTepHTUBHI METOAM MU(PYBAaHHS Ta CIIOCOOU JOCIIHKEHHS,
iX e()eKTUBHICTb.

B po3gisi «O0rpyHTYBaHHSI €KOHOMIYHOI €()eKTHBHOCTI» PO3TISIHYTO MUTAHHS
oprasizaiiii BUpOOHHIITBA 1 MPOBEJACHO PO3PAXYHKU TEXHIKO-€KOHOMIUHOI €(EKTUBHOCTI
MPOEKTHUX PIIIEHb 3 OISy JABOX MIAXOJIB PO3POOKH — 00’ €KTHO-OPIEHTOBAHOIO Ta
nporeaypHoro. Takok MpoaHalli30BaHO €KOHOMIYHI CKJIaJIOBl, III0 BHHUKAIOTh B XOJII
PO3pOOKH, Ta YNHHUKH, SIK1 BIUTMBAIOTh HA BAKOHAHHS MTPOEKTY.

B poszaiii «Oxopona npaui Ta 0e3nexka B HAA3BHYAMHUX CUTYaLIsIX» PO3IVISIHYTO
NMUTaHHS creludiKyu TOTPUMaHHS HOpM Ta nipaBuil OXOpoHU Mpalli B raiy3i po3pooku 13
3 BUKOPUCTaHHIM MEPCOHATBHUX KOMIT F0TepiB. Takok MpoaHaai30BaHO BIUIUB 3JI0POBOTO
Croco0y XKUTTA Ha mnpodeciiiny AisUIbHICTh Jroaeu. JlocmipkeHO HEraTUBHUM BIUIMB
10HI13yI0YOT0 BUITPOMIHIOBAHHS Ta JI1€B1 3aCO0M 3aXHUCTY MPALIIBHUKIB BiJl HHOTO.

B po3nini «ExkoJqoris» 10CiipKeHO Ta MpoaHaIi30BaHO ICHYIOUl METOAOJIOTIT
MOJICJIIOBAHHSI E€KOJIOTIYHUX TMpoOJjieM, BIUIMB MOJEIIOBAHHS Ha MPUPOJOOXOPOHHY
JUSTBHICTh. BU3HaueHO pOJb HAYKOBO-TEXHIYHOTO MPOTPECY B CUCTEMI 3a0e3MedeHHs
SKICHOTO CTaHy JOBKLUIJIS.

Y 3arajJbHUX BHCHOBKAX MIOA0 IMIUIOMHOI POOOTH OINHUCAHO pe3yJbTaTU
JOCITITHUAIBKOT JISUTBHOCTI B XO1 peani3allli mpoekTy mudpyBaHHS NEPCOHATBHUX JaHUX
MAIlEHTIB Ta 1X MEAUYHMX KapTok. [liICYMOBAaHO Ba)XJHMBICTh OTPUMAHUX HAYKOBHX
HaIpaIfoBaHb Ta PO3pPOOTIOBAHNX METOJMK TECTyBaHHS. Takok, y BUCHOBKAaX 3a3HAYECHO
OCHOBHI SIKICHI Ta KIJbKICHI XapaKTEPUCTUKH, SIKI MOYXHA OTPUMATH, KOPUCTYIOUHUCH
PO3pO0JIEHO0 TEXHOJOri€. BKa3zaHO BHKOpHUCTaHI MPOrpaMHl PIIIEHHS JJIs peajizaiii
JTAHOT TEXHOJIOTIi 3 IOTTOMOT'0K0 KOMIT FOTEPHOTO 00JIaTHAHHS.

B nmomarkax [0 MOSACHIOBAJIBHOI 3allMCKM HABENCHO 3pa3KU IPOrPaMHOI0 KOAY
peanizaii 6101i0TeKH Ta cucteMu mmdpyBaHHsa. HamaHo 3pa3ku TeCTyBaHHS MAIIEHTIB 3
BUKOPUCTAHHSAM  pO3po0OJIfOBaHOI  TexHosorii. JlomaHo  AUCK 3 MPOrpaMHUM
3a0e3MeueHHsIM, IHCTPYKIIIEI0 KOPUCTYBaya Ta MOSCHIOBAJILHOIO 3aITUCKOIO 10 PO3POOKH.

B rpadiuniii yacTMHI HaBEIEHO TMPE3CHTALlIMHUM MaTepiall 3 TOSICHEHHSIM
pO3pOOIIOBAHOTO METOAYy MUGPYBaHHS JaHUX TMAIIE€HTIB Ta iX MEIUYHHX KAapTOK 3
BUKOPUCTAHHSAM KOMIT IOTEpHOTO oOagHanHs. [IpeacTaBieno pe3yabTaTi JOCHTIKEHb Ta
OTpPMaHi 3pa3Ku TeCTyBAaHHS METOUKH.



BUCHOBKHA

B pesynbTari BUKOHAHHS JUIUIOMHOI poOOTH Oysi0 PO3poOJEHO alrOPUTMH IS
mU(ppyBaHHS MEPCOHATBFHUX JAHMX MAIIEHTIB Ta IX MEJAMYHUX KapToK. byso BUKopucTaHO
Kpurnrorpadiuai METoM 3axucTy iHdopMaIlii, a came MeToau mudpyBaHHS 3a JI0MTOMOTOIO
anroputMy RSA. 3 10moMoror Imporo ajiroputMy OyJo peasli3oBaHO MOXKJIHUBICTb
OJIOKYBaTH HECAHKIIIOHOBAHUH JIOCTYI JI0 MEPCOHAILHUX JIAHUX TMallI€HTIB.

B sxocti cucremMu aBTOoMaruzaiii mporecy mudpyBaHHS OyJIO CHPOEKTOBAaHO Ta
peari3oBaHO TporpaMHy Oi0MiOTeKy, IO MICTHUTh HAaOIp METOIIB Ta AJITOPUTMIB IS
JOCTIDKEHHA XapakTepuUCTUK mmmdpyBaHHsa. [lig OuIbll TIPYHTOBHOTO TMIAXOAY MO
JOCIDKEHHS Ta peaiizallii HeoOXiTHUX METOAIB OyJl0 pO3IISHYTO OCHOBHI MapaMeTpu
CHUCTEMH, JIOCITI/DKEHO EKCIEPUMEHTAlbHI JaHl Ta CyYMiXKHI pPO3pOOKH, MPOAHATI30BAHO
icHyt041 epeKTHBHI METOIH ieHTH(iKaIlii, IepeBaru Ta HEAOMIKH KOXKHOI 3 HHUX.

JlaHuii NOCHITHUUBKUANA MPOEKT Ta MOro peanizaiis BUKOHYBAaBCA 3 METOIO
3a0e3neyeHHs] €(EeKTUBHOTO, TOYHOTO Ta OJIHO3HAYHOTO IMUGPYBaHHS JaHUX PO
naiieHTiB. bidioTeka anropuTMiB Ta MPUKJIAJAHE TPOrpaMHe 3a0e3MeUYeHHs] MOXKYTh OyTH
BUKOPUCTaHI i1 MOOYJOBH KOMITIOTEPHUX MoOJeNied 1 Bi3yamizalli pe3yJbTaTiB,
NPUIIBUANICHHS Ta 3a0€3Me4YeHHs] 3pYYHOCTI BUKOHAHHS JOCHI/KEHb, MOPIBHSHHS
pe3yibTaTiB.

[IpenmerHa o0065acTh € I1IKaBOK Ta HAA3BUYANHO KOPUCHOKO JUIS CYYacHHX
IHHOBAIIIMHUX METOAUK Mmu(pyBaHHS JaHUX NPO TMAlIE€HTIB B KiiHiKaxX. [Iporpamue
pIllICHHS TTOBMHHO 3HAYHO CKOPOTUTH Yac Ta BUTPATH HAa BUKOHAHHS 3aXUCTy JaHUX
MaII€HTIB y Tally31 MeauluHu. Po3poOiieHuit MmeTon cripusie onTuUMI3allli mudpyBaHHs, a
TaKOX J0JIa€ CBOKO YACTHUHKY B 3araJIbHUIl pO3BUTOK TEXHOJIOTIN B MEIUYHIN ramysi.

CIIMCOK OINYBJIKOBAHUX ABTOPOM ITPAIlb 3A TEMOIO POBOTH
1. buns T. I1. Te3u momoBimi Ha MiXHApPOAHIN HAayKOBO-TIPAKTUYHINA KOHGEpEeHIlT
«CyuacHi HaykoB1 iHHOBartii». — Kuis, MIIH/I, 2017.



AHOTAIIA

Jummomua po6ota Ha Temy «llludpyBaHHS mepcoHANTPHUX JaHUX MAIIEHTIB Ta iX
meanuHux Kaptok» bunsg Tapaca IlerpoBuua. — TepHONUIbCHKUIM HaIlOHATBHUN
TeXHIYHUN yHiBepcuTeT iMeHi [Bana [lymios, dakynapTeT KOMMI'IOTEpHO-1HPOPMAIIITHIX
cucteM 1 mporpamHoi imkeHepii, Kadenpa mporpamuoi imxenepii, rpyna CIIm—61 //
Tepuomins, 2017.

C.-96, puc.— 12, Tabn. — 4, cmaiiais. — 12, nogat. — 4, 6i6miorp. — 48.

MeTo10 AUIIIOMHOI POOOTH € JOCHIIKEHHS Ta PO3poOKa TEXHOJOTI MH(ppyBaHHS
NEPCOHANIBHUX JaHUX MAaIllEHTIB Ta iX MEJAMYHUX KAPTOK BUKOPUCTOBYIOUM METOJU
mdpyBands RSA. 3 1onoMororo 1i€i METOAUKH PO3POOICHO TEXHOJIOTII0 3aXUCTY JAHUX
MAaIE€HTIB B1l HECAaHKI[IOHOBAHOT'O BTPYYaHHS JIJII MEIMYHHUX 3aKJIaIIB.

Meroau Ta mporpaMHi 3acoOH, BUKOPUCTaHI NMPU BUKOHAHHI PO3POOKU CHUCTEMH:
MoBa mporpamyBanHs C# Ta ii GiOmioreku, cepemoBuie po3podku Microsoft Visual
Studio, meTtomonoris rHy4ukoi (Agile) po3poOku IpOrpaMHOTO 3a0e3MeYCHHS.

PesynbraTom poboTH € Hallp MaTEeMaTUYHHUX MOJENIeH Ta KOMIT I0OTEPU30BAHUX
METO/IB OOpOOKHK MIU(pPyBaHHS TaHUX 3 MOXJIMBICTIO OTPUMATU SIKICHI XapaKTEPUCTUKU
KpUIITOaHami3y. Y BUIUIAAI MOAYJSl MPOrpaMHOI CHUCTEMHU peajli3oBaHa 010y10TeKa 3
HAa0OpOM aJITOPUTMIB IIH(PPYBAHHS.

Kimouosi cnoBa: ITEPCOHAJIBHI JTAHI, TTAIIEHT, MEJIMYHA KAPTKA,
JNIATHOCTHUKA, KPUIITOAHAJII3, IIN®PYBAHHSA, I[TPOTPAMHA CUCTEMA,
AJITOPUTM, MOV JIb, RSA.
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ABSTRACT

Diploma work on theme «System of encryption of personal data of patients and their
medical records» by student Byts Taras Petrovych. — Ternopil Ivan Pul'uj National
Technical University, Faculty of Computer Information Systems and Software
Engineering, Software engineering department, group SPm-61 // Ternopil, 2017.

Pages. — 97, pictures. — 14, tables. — 4, slides — 12, add. — 4, bibl.ref. — 48.

The aim of the work is to research and develop technologies that encrypt personal
data of patients and their medical records using encryption RSA. With this technique
designed to protect your patient data from unauthorized intervention for medical
institutions.

The methods and software used in the performance of system development: C #
programming language and its libraries, development environment Microsoft Visual
Studio, a flexible methodology (Agile) software development.

The work is a set of mathematical models and computer processing methods of data
encryption with the ability to get quality characteristics cryptanalysis. In a module
software system implemented library with a set of encryption algorythms.

Keywords: PERSONAL DATA, PATIENT, MEDICAL CARD, DIAGNOSIS,
CRYPTANALYSIS, ENCRYPTION, PROGRAM SYSTEM, ALGORYTHM,
MODULE, RSA.



