MIHICTEPCTBO OCBITH I HAYKH, MOJIOJII TA CIIOPTY YKPATHU
TepHONMUIbCHKHUIM HAIllOHATLHUM TEXHIYHUM YHIBEPCUTET

iMeHi IBana Ilymros

Kadenpa koMIT FOTEpHUX CHCTEM Ta MEPEXK

METOJIMYHI BKA3IBKH /IO BAKOHAHHSA CAMOCTIMHOI
POBOTHU CTYJAEHTIB
3 TUCIUILIIHYU “AJMIHICTpYBaHHS KOMIT FOTEPHUX MEPEKEBUX CUCTEM
JUTSL CTYIEHTIB JIEHHO1 ()OpMHU HAaBYaHHS

cnemianbHicTh 7.05010201 “Komm’toTepHi cUCTeMH Ta Mepexki”

Tepromnins — 2011



MeTtonnyHi BKa3iBKU pO3po0IeH] y BIAMOBITHOCTI 3 HABYAIBHUM TUIAHOM 32

cnerianpHicTIO 7.05010201 “Komm roTepHi cucteMu Ta Mepexi’”

Ykaaaaui: 1.17.1H., npod. Hlepbax JI.M., acuct. [llunrepa H.51.

BignoBinanabHuii 3a BUIYCK: 1.T.H., 1011. JIlynenko C.A.

3arBep/pkeHo Ha 3acianHi Kapeapu KC

[Iporoxon Ne 7 Bim 18.01.2011 p.

CxBajeHO Ta pPEKOMEHJOBAHO JIO JPYKYy METOIUYHOI KOMICI€0 (akymbreTy
KOMIT TOTEpHO-1H(pOpMAIIiHUX cHUCTeM 1 TmporpamMHoi imxkeHepii TepHOMIbCHKOTO

HaIlIOHAJLHOTO TEXHIYHOTO YHIBEpCUTETY iMeHi [Bana [lymtos.

[Tpotokon Ne  Bix 20  p.



BCTYII

BpaxoBytoun 3MiHM, TOB’S3aHI 3 BBEACHHIM KpPEIUTHO—MOIYJIBHOI CHUCTEMHU
HaBYaHHS, MIIBUINECHA yBara HAJa€ThCS HABYAHHIO CTYIACHTIB CaMOCTIHHIA pobOoTi. Y
JIOTIOMOTY CTYZICHTaM po3po0JIeH1 3aBAaHHS 3 CAMOCTIMHOI pOOOTH CTYJEHTIB.

CamocrTiiiHa poboTa € OIHMM 3 BaXJIMBHX €TalllB OCBOEHHS ITUCIHIUIIHHU, 32
JIOTIOMOTOIO SIKOTO CTYACHTH HaOyBalOTh YMiHb IPAIIOBATH 3 JIITEPaTypHUMH JKEpesiaMu
JUTSI BABYCHHSI JI0/IaTKOBUX MMUTAHb.

3rigHo 3 poOOUYOI0 MPOTPaMoI0 3 AUCHHUIUIIHU: «AJMIHICTPYBaHHS KOMIT IOTEPHUX
MEPEKEHUX CHCTEM» Ha OCBOEHHS MHUTaHb, BUHECEHUX HA CAMOCTIIHY po0OTYy CTylAeHTam
BuauieHo 120 roa.

MOHITOPUHT SIKOCTI 3HaHb CTYAEHTIB 3a MiJICYMKaMH BHUKOHAHHS CaMOCTIHHOI
poOOTH 3IINCHIOETBbCS BUKIIAJauaMu Kadeapu uepe3 TMEepeBIpKy 1 OIIHKY BUKOHAHOI
poOOTH, TECTYBaHHS 3HAHB MO YYOOBINA JUCIMILTIHI.

OCHOBOIO CaMOCTIMHOT pOOOTH CTYJICHTIB € aKTyaJli3allisl M3HaBaJIbHOI I1sUTBHOCTI.



1 META 1 3ABJAHHSA JIUCHUTIJITHA
“AJIMIHICTPYBAHHS KOMII'IOTEPHUX MEPEXKEBUX CUCTEM”

1.1 Mera BUKJIaZaHHA TUCHHUILTIHA
Mertoro BUKIaAaHHA AUCHUIUIIHA € HAOyTTA CTyJCHTaMH TCOPETUYHUX 3HAHb Ta

MPAKTUYHUX HABHUKIB 3 OCHOB aMIHICTPYBaHHS KOMII IOTEPHUX MEPEKEBUX CUCTEM.

1.2 OcHoOBHI 3aBIaHHS TUCIUILIIHHA
VY pe3ynbrari BUBUCHHS TUCITUTUIIHU CTY/ICHT TOBUHEH 3HATH:
— OCHOBHI NPHUHITUIIN aIMIHICTPYBaHHS Cy4aCHUX KOMITIOTEPHUX CHUCTEM;
— MIPUHIUIH TOOYIOBU CyYaCHUX KOMITHOTEPHUX CUCTEM;
— NpUHUUNY (QYHKIIOHYBAHHS MEPEXK KOMI'IOTEPHUX CHUCTEM;
— IMIPUHIIUITH B3a€EMOJIIT KOMIT'FOTEPHUX CHUCTEM B T€TEPOTeHHUX MEpexkKax;

— 3ac00M MPOBEJEHHS A1arHOCTUKU KOMIT'FOTEPHUX CUCTEM.

VY pe3ynbTari BABYEHHS UCIUILIIHU CTYACHT IIOBUHEH BMITH
— aJIeKBaTHO OLIHIOBATH MOKJIMBOCTI allapaTHOTO 1 MPOTPaMHOT0 3a0€3MeYeHHs
JUTsI peajtizailii MoCTaBJICHUX 3aBJIaHb;
— aHaJi3yBaTH 1 CTPYKTYypyBaTH TMIOCTABJICHY 3a/adyy aJMIHICTpYBaHHS
KOMIT'FOT€PHOI CUCTEMH;
— IHCTaJIOBAaTH Ta HAJAIITOBYBATH ONEpaliiiHi CHUCTEMH 1 MporpamMHe
3a0€e3ne4YeHHs] KOMIT'FOTEPHUX CUCTEM;
— JIIarHOCTYBAaTH KOMI'IOTEPH1 CUCTEMU;

— YCyBaTH HEMOJIAJIKH, SIKI BAHUKAIOTh IT1]1 YaC pOOOTH KOMITFOTEPHOI CUCTEMHU.

1.3 OcHoBHi po3aiiu Kypcy
— ocHoBH aaMiHicTpyBaHHsA KC;
— mepeskeBi cepicu KC;
— BIpTyaJbH1 IPUBATHI MEPEKI;
— CITy>KOU KaTaJoriB;

— JIOMCHU,



— web—cepgicu;

— anMiHicTpyBaHHs web—cepgiciB KC;
— TMPOKCi cepBepH;

— BigganeHa poboTa;

— MapuIpyTH3aIlisl.



2 CTPYKTYPA JUCHUIIJIIHA 3A MOAYJBHOK CUCTEMOIO

Tabomurg 1
) KinpkicTs roauu
Ne | 3micToB-
; ) HasBa temn JIao0.
/T | HI MOAYJI Jlexmi CPC | Bcroro
3aHATTA
IX cemecmp

MOAYJb 1. OCHOBU A/IMIHICTPYBAHHA MEPEKEBUX CEPBICIB TA

BIJJAJIEHA POBOTA
[lonsatrs mpo agMmiHICTPY-
1. BaHHS KOMIT IOTEpHUX Me- 2 - 3) 7
IMI1 PEKEBHX CHCTEM _
Oco0muBoCTI aJAMIHICTpY-
2. BaHHsA UNIX-nmonionux OC Ta 2 - 5 7
OC cimetictea Windows NT
MOHITOpUHT Ta JilarHOCTHUKA
3. po0OOTH KOMI'IOTEPHUX Mepe- 2 2 5 9
3M2 KEBHUX CHCTEM
Bignanena po6ora B OC
4 Windows NT 1 Linux 2 0 > 13
ABTOMaTH3aIlisl  aJAMIHICTpa-
d. 3M3 tuBHUX 3a31a4 B OC ciMeicT- 2 2 10 14
Ba Windows NT 1 Linux
Bceworo 10 10 30 50

dopMa MOIYIBHOTO KOHTPOJIO — 3aXUCT 1 - 4 maboparopHuX poOIT, TECTyBaHHS

MOAVYJIb 2. MEPEXEBI CXOBHUIIA JTAHUX TA BIPTYAJIBHI IIPUBATHI

MEPEXI
6. IM1 MepexeBi (aiioBl cuCTEMH 2 4 4 10
Ta podoTa 3 HUMU
Web-cepsepu B UNIX-moni60-
7. Hux OC ta OC cimeiicTBa 2 2 4 8
IM2 Windows NT |
FTP-cepsepu B UNIX-nozi6-
8. Hux OC ta OC cimelicTBa 2 2 4 8
Windows NT
9. IM3 ?(egmm MEpEKEBUX CEPBICIB 1 2 9 4 8
10 VPN-mMepexi, krnacudikaris i 2 i 4 5
IM4 MIPUHITUTIN p060T'I/I
11 Cnocobu opranizamii  VPN- 4 4 10 18
Mepex
Bceroro 0 14 0 58

dopMa MOTYIBHOTO KOHTPOJIIO — 3aXUCT 5 - 8 1aboparopHHUX poOIT, TECTYBaHHS

Bcwvozo: ’

24

|

24

| 60 |

108

6




dopma MOTYITHHOTO KOHTPOJIIO — 3aJI1K

X cemecmp
MOAVJIb 1. AIMIHICTPYBAHHS WEB-CEPBICIB KC TA CJIYXKb
KATAJIOI'IB
1 Opranizartis cucTeM sl XOc- 5 i 5 v
IM1 TUHTY
5 HanamryBannast web-miporpa- 9 4 5 1
MU
Cucrema DNS. Peam3amisa
3. 3M2 ciyx6bu DNS y pi3Hux 2 2 5 9
oTepaIfiiHiuX CUCTeMax.
CmisnbHa 0aza TaHUX
KOPHCTYBaviB Ha 6asi
4. 3M3 cuctemu LDAP 1 Active 2 4 > 1
Directory
5 ,Z[_OMeH 1 aitn cepsep B OC 2 i 5 7
' M4 Linux
6 ,Z[quH 1 ¢aiin cepsep B OC 2 4 5 11
' Windows NT
Bceroro 12 14 30 56

dopma MOYIBHOTO KOHTPOJIO — 3aXUCT 1 - 4 maboparopHux poOiT, TECTyBaHHS

MOZAWJIb 2. IHTET'PAIIA JIOM 10O MEPEKI IHETPHET TA OPTAHI3ALIA
MAPHIPYTU3ALII B HUX

Opranizaiis 10CTyIy JTOKajb-
7. HUX Mepex A0 Internet. ITpok- 2 - 5 7
ci cepBepu. Cucrtema NAT.
3M1 ITpoxkci-cepep B OC cimetic-
tBa Windows NT (WinGate,
8. WinProxy).  IIpokci-cepep 2 4 5 11
squid B8 OC Windows 1 Linux.
NAT.
Q. [Tpuniunu MapmpyTusarnii 2 - 5 7
10 3M2 OcHoBHI NpOTOKO/IHA 2 i 5 7
MapuipyTU3aIii
11, CratruHa MapuIpyTH3aIlis 2 6 5 13
12 3M3 Mapuipytusanis B Mepexi 2 i 5 7
Internet
Bcrporo 12 10 30 52
dopma MOTYITHLHOTO KOHTPOJIO — 3aXUCT 4 - 6 1abopatopHUX PoOIT, TECTYBaHHS
| Bevozo:| 24 | 24 | 60 | 108

dopMa MOAYIBHOTO KOHTPOJIIO — €K3aMEH




3 3MICT TEM JUCIUIIJITHHN

Ta0muws 2
No u - K-1p T
i a3Ba TeMH, ii 3MICT ror. iTeparypa
9 CEMECTP
1 TloHATTA Npo aaMIHICTPYBaHHS KOMIT'IOTEpHUX 2 [1;14]
MEPEKEBUX CHCTEM
2  OcoOmuBocti amMinictpyBanHs UNIX-momioaux 2 [11;12;13]
OC ta OC cimeiictBa Windows NT
3  MoniTopuHT Ta J1arHOCTHKA pobotn 2 [1;14]
KOMIT'TOTEPHHUX MEPEKEBUX CHCTEM
4 Biggmanena pooora B OC cimeiictea Windows NT =~ 2 [1;6;14]
1 Linux
5 Amromatuzamis amMidicTpatuBHHX 3amad B OC 2 1 [2;10;11;12;13;14]
cimeiictea Windows NT i Linux
6 Mepexeni ¢aiiyioBi CUCTEMHU Ta PoOOTa 3 HUMH. 2 [2;10;11;12;13;14]
7  Web-cepeepn B UNIX-momiommx OC 1a OC 2 [2;10;11;12;13;14]
cimeiictBa Windows NT
8 FTP-cepsepm B UNIX-momionmx OC ta OC 2 [2;10;12;13;14]
cimeiictBa Windows NT
9 3axuct mepexeBux cepicis 1 KC 2 [1;14]
10 VPN-mepexi, kinacudikailis i TpUHIIMIN poOOTH 2 [11;12;13]
11 Cmocob6wu opranizamii VPN-Mepex 4 [1;14]
Bceworo 3a 9 cemectp 24
10 CEMECTP
12  Opranizaiist CHCTEM JIJIS1 XOCTUHTY 2 [11;12;13]
13 HanamryBanHsa web-niporpamu 2 [1;14]
14  Cucrema DNS. Peanizamis ciry:x6u DNS y pisanx = 2 [11;12;13]
omeparifHuX CUCTeMax.
15 CoinpHa ©6a3a [JaHUX KOpPUCTyBauyiB Ha 0Oa3li 2 [1;14]
cuctemu LDAP 1 Active Directory
16 Jlomen i daiin cepep B OC Linux 2 [11;12;13]
17  owmeH i daiin cepep B OC Windows NT 2 [1;14]
18 Opranizamis AOCTyNy JOKAIBHHX MEpeX g0 2 [1;6;14]
Internet. IIpokci-cepBepu. Cuctema NAT.
19 TIlpokci-cepeep B OC cimeiictea Windows NT 2 [2;10;11;12;13;14]
(WinGate, WinProxy). IIpoxkci-cepsep squid B OC
Windows i Linux. NAT.
20 TIpuHOMHM MapIIpyTU3AIii 2 [2;10;11;12;13;14]
21  OcCHOBHI MPOTOKOIM MapIIPyTU3aLii 2 [2;10;11;12;13;14]
22  CraTudHa MapiipyTH3aIlis 2 [2;10;12;13;14]
23 MapmpyTu3aitisi B Mmepexi Internet 2 [1;14]
Bceworo 3a 10 cemecTp 24
Bceboro 3a kypce: 48




4 IIEPEJIIK TEM JIABOPATOPHUX TA ITPAKTUYHHUX POBIT

Tabmus 3
Ne O06'em
Tema 3ayBa)KeHHS
/1 B I'OJI.
9 CEMECTP

1  MoHiTOpUHT BYy3JiB MEpEXKi, CEPBEPIB 1 AKTUBHOTO 2
MepexxkeBoro obnagHaHHs 3acobamu SNMP (OC
Windows 2003 Server, OC Linux)

2  Bigmanena po6ota (OC Windows 2003 Server, OC 6
Linux)

3 Oco0auBOCTI BUKOHAHHS aJIMIHICTPAaTUBHUX 3aja4 9
B KC (OC Windows 2003 Server, OC Linux)

4  Opranizaiiss cepBepa MepexeBoi  (ailnoBoi 4
cuctemu (CIFS, SMB, SMB2, NFS)

5 | BceranoBnenHs 1 HanamtyBaHHS web-cepepa (OC 2
Windows 2003 Server, OC Linux)

6 Bcranosnenns 1 HanamtyBaHHs FTP-cepsepa (OC 2
Windows 2003 Server, OC Linux)

7/ | 3axuct wMepexeBoro ceppicy (3acobamu OC 2
Windows 2003 Server, OC Linux)

8  Opranizarisi VPN mepex 4
Bceroro 3a 9 cemecTp 24

10 CEMECTP

9 Opranizamiss  cucteM Uil XOCTHHTY  Ta 4
HaJalTyBaHHs web-miporpamu

10 Opranizamis DNS-cepepa (OC Windows 2003 2
Server, OC Linux)

11  3muaifomctBO 3 ciy:x0amu karanoris (OC Windows 4
2003 Server, OC Linux)

12 Opranizaiiis KOHTpoJiepa JOMEHY 3ac00amMu CITyx0 4
karasoriB (OC Windows 2003 Server, OC Linux)

13 HanamryBanus cinyx6u NAT Ta mpokci-cepBepa 4
st Buxony B Intrepuer (OC Windows 2003
Server, OC Linux)

14 3HailoOMCTBO 3 CTAaTUYHOI MapIIPyTHU3AIE€I0 Ta 3 6
MpoToKoJIaMu  JAuHamiyHoi Mmapmpytuzami (OC
Windows 2003 Server, OC Linux)

Bceboro 3a 10 cemectp 24
Bceboro 3a kypce: 48




5 HIOTOYHUI, MOAYJIbHUM TA MIIJICYMKOBHUI KOHTPOJIb I OI[THKH

JUis  KOXKHOTO 3MICTOBHOTO MOIYNsl IHepeAadadeHo NeBHY (opMy IOTOYHOIO
KOHTPOJIO. Pe3ynbTaTy MOTOYHOTO KOHTPOJIO aBTOMAarMyHO, 0€3 ydacTi CTY/AEHTa,
3apaxoBYIOThCS MPU MOIYIHHOMY KOHTpOJdi. CTyIeHT MOXE TOKpAIIUTH pe3yabTaTh
MOTOYHOTO KOHTPOJIIO IPU MOTyIbHOMY KOHTPOJII Yepe3 TeCTyBaHHS.

Hucuumnina untaetses 9 Ta 10 cemectpu. B 9 cemectpi nependadeHo miCyMKOBHIA
KOHTPOJb — 3aMiK, B 10 cemecTpi — ek3amMeH. 32 KOXKEH CEMECTpP CTYIEHT MOXXEe OTPHUMATH
no 100 6ani. MakcumasnbHa OlliHKa HaBYaJIbHOT Aucuuruiiag — 200 Oais.

5.1 ®opMHu MOTOYHOT0 KOHTPOJIIO TA OI[iHKHM 3MiCTOBHUX MOIYJIiB

Tabmuus 4
Tun moTOYHOro KOHTPOJIIO Ta K-Th
No OamiB
— | 3M Temaruka 3MICTOBHUX MOJIYJIIB Buk-Hs Ta
n/m Konrtp.
3axuCT J1a0. 5 Bceroro
p06. No/Ganu poboTa
IX cemecmp
MOIVYJb 1. OCHOBHU AJIMIHICTPYBAHHS KC, MEPEKEBI
CEPBICH KC
1 [lonsTTs mpo  aAMIHICTPYBaHHS 9 9
KOMIT IOTEPHUX MEPEKEBUX CUCTEM
3M1 | OcobnuBocTi aJIMIHICTpYBaHHS
2. UNIX-momioaux OC ta OC cimeii- 5 5
ctBa Windows NT
3 MOHi'TOpI/IHF Ta J1arHOCTUKA poOOTH 1/5 5 10
M2 | KOMITIOTEPHIX MEPEKEBUX CHCTEM
4 Bl%:[z[aneHa poﬁoTa B OC cimeiicTBa 2110 5 15
Windows NT i1 Linux
ABTOMAaTH3aIlisA  aJAMIHICTPATUBHUX
5. | 3M3 | 3amau B OC cimeiictBa Windows NT 3/5 3 8
1 Linux
Bceroro 20 20 40
dopMa MOYIBHOTO KOHTPOJIO — 3aXUCT | - 3 naboparopHuX poOIT, TECTyBaHHS
MOJIVJIb 2. AIMIHICTPYBAHHS WEB-CEPBICIB KC
6. IM1 MepexeBi (haiiioBi CcUCTEMHU Ta 4/5 5 4
poboTa 3 HUMHU.
7. Web-cepeepu B UNIX-momioHHX 5/ 9 4
IVD OC ta OC cimeiictea Windows NT
8. FTP-cepepu B UNIX-nioni6aux OC 6/2 5 4
ta OC cimeiictBa Windows NT
9. | 3M3 | 3axuct mepexeBux cepicib i KC 7/5 2 4
10. VPN-mepexi,  kiacudikamis 1 i 3 4
3M4 | npuHIMIU poboTH
11. Crioco6u opranizarii VPN-mepex 8/6 4 10

10



| Beboro | 20 | 15 | 35
dopma MOITYITHHOTO KOHTPOJIIO — 3aXHUCT 4 - 8 1abopaTopHUX poOIT, TECTYBaHHS
| Bevozo: | 40 35 | 75
dopma MOITYITLHOTO KOHTPOJIIO — 3aJTiK
X cemecmp
MOJIVJIb 1. ITPOKCI CEPBEPU. BIIVIAJIEHA POBOTA
1. IMI Oprani3aitisi CHCTEM JJISI XOCTHHTY - 2 2
2. HanamryBanas web-nporpamu 1/5 2 7
Cuctema DNS. Peamnizamis ciyxou
3. | 3M2 | DNS vy pi3HHX omepaiiiHux CUucre- 2/5 2 7
Max
CroinpHa 0a3a JaHUX KOPHCTYBadiB
4. |3M3 | Ha 6a3i cucremu LDAP i1 Active 3/5 4 9
Directory
5. JlomeH 1 daiin cepep B OC Linux - 3 3
6. |3M4 | lomern 1 daiin cepep B OC 4/5 9 7
Windows NT
Bceworo 20 15 35

dopma MOJTYITHHOTO KOHTPOJIIO — 3aXKCT 1 - 4 1aboparopHuUX poOiIT, TECTyBaHHS

MOJIYJIb 2. CACTEMM EJIEKTPOHHOI NOIITHU, MAPILIPY TU3AIIIS

7. Opranizaniss JOCTYIy JIOKaJbHUX
Mepex 1o Internet. [Ipokci-ceprepu. - 4 4
Cucrema NAT.
8. | 3M1 [Ipokci cepsep B OC cimetictBa Win-
dows NT (WinGate, WinProxy). 5/10 5 12
[Tpoxci cepsep squid B OC Windows
1 Linux. NAT.
Q. [Tpuntunu MapmpyTusarii - 2 2
3M2 .
10. OCHOBHI1 IPOTOKOJIM MapIIPYTH3ALI] - 4 4
11. I3 CratruHa MapuIpyTH3aIis 6/10 4 14
12, Mapuipyrusaiisg B Mmepexi Internet - 4 4
Bceworo 20 20 40

dopma MOTYITHHOTO KOHTPOJIIO — 3aXKCT S - 8 1a00paTOPHHUX |

pOOIT, TECTYBaHHS

Bcewvozo:

40

35

75

dopma MOYITBHOTO KOHTPOJIIO — €K3aMEH
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6 PEKOMEH/JIOBAHUM PO3IOAIJ I'OJWH IO BUJAX

CAMOCTIVHOI POBOTH

Ha camocTiiiny poOOTy CTYIEHTIB 3 Kypcy «AIMIHICTPYBaHHS KOMIT IOTEPHHUX

MEPEKECHUX CUCTEM», 3T1THO 3 POOOUYOI0 MPOTrpamMor0 AUCIUILTIHY, BUAUICHO 120 ronuH Ha

OTpalllOBaHHs MaTepially Kypcy.

B tabmumi 5 mpeacTtaBieHO OCHOBHI BUAM POOIT Ta PEKOMEHAOBaHA KIUJIBKICTh

TOJIVH, K1 BIIBOMSITHCS Ha ONPAI[IOBAHHS 3aBIaHHS.

Tabmuus 5
Ne
Bun pobotu K-1b rogun

/T

1. | OnpaitoBaHHS KOHCIIEKTY JISKITIH 18

2. | IligrotoBKa 10 BUKOHAHHS JJAOOPATOPHUX POOIT 18

3 | [linroToBka 3BITiB 70 1a00paTOPHUX POOIT 18

4. | BuB4eHHS NMUTaHb, sIKI BAHOCITHCS HA CAMOCTIHHY pOOOTY 26

5. | IligroToBKa /10 TECTyBaHHS 19

6. | I[lizroroBka g0 MOAYJILHOTO KOHTPOIIIO 21
Bceworo 120

12




7 IEPEJIIK IUTAHD, SIKI BUHOCSTHCSI HA CAMOCTIVHY POBOTY

1. lllo Take BipTyanpHi Mamuau? Ske ix npusHaueHHs? HaBectu npuxiagu

BIpTYyaJbHUX MAIIIHH.

Tormosnorist KOMIT'IOTEPHUX CUCTEM.

3. Mynbrukomn'torepHi  komm'torepHi  cucremu. Cynepkomm'totepu. Hapectu
MIPUKJIAJIN 1 OCHOBHI chepH 3aCTOCYBaHHS.

4. Mo Take xiactepu? ke ix nmpuszHaueHHa? HaecTu mpukiaau i OCHOBHI cdepH

3aCTOCYBaHHS.

OmnepariiifHi CHCTEMH 3 BIJIKPUTUM BHX1JTHUM KOJOM: IIPUKJIAINA, OCOOJIHUBOCTI.

6. OcobnuBocTi (aitnoBoi cuctemu UNIX-1moi6HO1 onepaniiHoi CHCTeMHU: CTPYKTypa

1 peamizaiis.

Oco6mmBocTi ¢ainoBux cucteM cimerictBa Windows: CTPYKTypa 1 peamizaris.

8. Posmopineni Qaitnosi cuctemu. HaBectu mpukiiagy i 0cOOIUBOCTI pO3MOAITICHUX
¢aitnoBux cucrem.

9. Crpykrypa (aitmoBux cuctem omepariiaux cuctem cimerictBa Windows 1 UNIX-
MOAIOHHUX ONepallifHUX CUCTEM: PO3TAlyBaHHS 1 IPU3HAYEHHS TUPEKTOPIH.

10.3acobu MOHITOPHUHTY 1 IEPEBIPKH I1ITICHOCTI (PAIOBUX CUCTEM.

11.TIporoxon WebDAV i HaBecTH IpUKIaau HOTO 3aCTOCYBAHHS.

12.Cnoco6u 3amycky B chroot-oToueHHi.

13.biiHroB1 cCUCTEMHU, IX MIPU3HAYECHHS Ta peaizarllii.

14.Omnepariiiini cucteMu KoMI'toTepHUX cucteM cimerictBa Windows 1 UNIX-mosi6H1,
iX 0COOJIMBOCTI.

15.Kpurepii BuOOpy ormnepariifHOi CUCTEeMH: MPU3HAYEHHS, (YHKI[IOHAIBHICTh, I1HA,
Oe3rexa, HaJlIMHICTb.

16.ITpunnmmnum oprasizarii 3'€IHaHb Ha MPUKIATHOMY piBHI cTeKy nmpotokomiB TCP/IP.

17.Crex nporokoniB TCP/IP. IIpoTokosu npUKIaAHOTO PIBHSL.

18.MexaHi3mMu B3a€MO/Iii MPOLECIB Y KOMITIOTEPHUX Mepekax. BUKIWK BiamaneHux
nporeayp 1 metoiB (RPC, RMI Ta iH.).

19.3aco06u TecTyBaHHS 1 MOHITOPUHTY KOMIT'FOTEPHUX CHUCTEM.

20.TectyBaHHs 1 MOHITOPMHT KOMIT'IOTEPHOI CHCTeMH. TecTyBaHHSA Tam'sTi,
amapaTHoro 3a0e3nedYeHHs; IepeBipKa IMITICHOCTI (pailJIoBUX CUCTEM.

21.MOHITOPUHT MEPEKEBUX 3'€THAHD.

22.JliarHoCTHKA pOOOTH MEPEXKEBOTO arapaTHOTo 3a0€3MeUYCHHS.

23.11paBuna ekcrutyaTarlii KOMIT'FOTEPHUX CHUCTEM.

24.TTporpamue 3a0e3neueHHs Creliaai30BaHuX KOMITIOTEpHUX cucTeM ((paiti-, WwWw-,
ftp-, proxy-, momToBUX cepBePiB; MEPEIKEBUX CKpaHiB; MapIIPYTHU3ATOPIB Ta iH.).

25.Kpurepii BuOOpy mporpaMHOro 3a0e3TNEeUeHHs CIeliadi30BaHuX KOMITOTEPHUX
CUCTEM.

26.CuctemMHe TporpaMHe 3a0e3MedeHHs Ui OmepallifHUX CHUCTeM CIMEHCTBa
Windows.

27.Cuctemne niporpamue 3adesneueHHs 1yist UNIX-1oai0oHux onepariiiHuX CUCTEM.

28.AnapatHe 3a0e3Ne4eHHs CrHeliali3oBaHuX KOMI'IOTEpHUX cucteM. Kpurepii
BUOODY.

N
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8 KOHTPOJIBbHI IIMTAHHA

TeopernyHi 3anuTaHHSA

1. HaBectn OCHOBHI BUAM aJMIHICTPYBaHHS 1 3aJ1a4i, K1 BUKOHYIOTHCS BIJIITOBIIHUMHU

CUCTEeMHUMU aJIMIHICTpaTOPaMH.

Oxapakrepusyiite mpotokosn SNMP i iforo npu3HadyeHHs.

3. OmnwMcard BCTAaHOBJIEHHS 1 HallalITyBaHHs A0oBUIbHOTO cepBicy B OC Windows:
BCTAHOBJICHHS, KOH(ITYpyBaHHS, CIIOCOOM 3aITyCKy CEpBiCY.

4, HaBectu 3aco0u s aHaizy MEpeXeBOro Tpadiky Ta JaThd iM  KOPOTKY
XapaKTEePUCTHUKY.

5. OxapakrepusyiTe 3aco0u A 311HCHEHHS MOHITOPUHTY MepexeBuX 3'enHanb B OC
Linux.

6. OxapakrepusyiTe 3aco0u 17 3A1HCHEHHS] MOHITOPUHTY MepexeBux 3'enHanb B OC
Windows.

7. HaBecTn Ta oxapakTepu3yBaTH 3aco0HM oprasizaifii Web-cepBicy B omepamiiHii
cuctemi cimerictea Windows.

8. Ommcaru BCTAaHOBIICHHS 1 HAJIAITYBaHHs J0BUIbHOTO cepBicy B OC Linux: komanau
BCTAHOBJICHHSI, TUTIOBE PO3TallyBaHHS KOHGITypaliiHux (aitiii, CnocoOu 3amycKy,
chroot-otoueHHs.

9. HaBectu 3acobum opranizamii ftp-cepBicy B omepalliiiHii cucTteMi CiMelcTBa
Windows.

10.Hagsectu 3aco0u opranizariii ftp-ceppicy B UNIX-moni6Hiit onepaiiifHiii cuctemi.

11.HanamryBanusa IIS cepBepy B omepauiitHiii cucremi MS Windows 2003 Server.
Oxapakrepu3yBaTH BIAMOBIIHUN MPOTrpaMHUIl NPOAYKT, onucatd (yHKI1OHAJIbHI
MOKJIMBOCTI.

12.HaBecTtu Ta oxapakrepu3yBaTH 3acoOu opranizanii web-ceppicy B UNIX-noziOHiii
oreparliiHii cCucTeMI.

13.0OxapaxTepusyBaTu MPOTOKOJIN MapIIPyTH3AIL.

14.OxapaxrepusyBatu poTokos mapiipyTtu3zaiii OSPF.

15.0xapaxrepusyBatu npoTokosn MapiipyTtu3saiii RIP.

16.0OxapaxTepuszyBatu poTokon Mapuipytu3saiii BGP.

17.0xapaxrepusyBatu ipotokon mapuipytu3saiii EIGRP.

18.0OxapaxTepusyBaTu anaparHi MapIIpyTH3aTOPH, 1X MepeBark Ta HEOIKH.

19.0xapakTepuszyBaTu IpOrpaMHi MapIIpyTU3ATOPH, iX TIEpeBaru Ta HEAOMIKH.

20.MapmpyTuzaris B Unix(Linux).

21.HaBecTn 0CHOBHI KOMaH/I! JJI1 BUBEACHHS 1H(GOpPMAIIii Mpo TaOIUIll MapIpyTH3aIlii
B OC Windows Ta Linux, a TakoX KOMaHAW IJIs 3MIHM MapameTpiB CTaTHYHOI
MapuipyTH3aLli Jyisi IEBHOTO By3J1a.

22.0OmnepaiiiifHi CUCTEMH 3 BIAKPUTUM BUXIAHUM KOJIOM: MIPUKJIAINA, OCOOITUBOCTI.

23.HaBecTu 1 oxapakTepu3yBaTu AUCTAHI[IHHO-BEKTOPHI MPOTOKOIU MapIIpyTH3aIlii.

24.HaBecTu 1 0xapaKkTepr3yBaTH MPOTOKOJIM MapUIpPyTH3allii HA OCHOBI CTaHy KaHaJiB.
25.HanamryBannst DNS cepBepa B onepartiiiniii cucremi Windows.

26.0mucaru mporec HamamTyBaHHs kemryrodoro DNS cepsepy mia ynpasninasm OC
Unix(Linux), sa mpuknagi cayx6ou bind. OxapakrepusyBatu chepu 3aCTOCYBaHHS
kemryrounx DNS cepsepis.

27.CtBopenns (aiin cepsepiB i kepyBanHam OC Windows 2000/XP Professional.

28.CtBopenns npuHT cepBepiB mig kepyBanHsaM OC Windows 2000/XP Professional.
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29.CtBOpeHHs KoHTponepa aoMeHy i kepyBaHHsaM Unix(Linux) 3 pobounmu
ctanmismu mia kepyBanusim OC MS Windows NT/2000/XP.

30.BcranoBieHHs Ta HajlamTyBaHHA cly»x0u Active Directory.

31.HaBectn 1 TOpIiBHATH 3acoOM  BIJJAJIEHOTO KEPYBaHHS  KOMITHOTEPHUMU
MepexxeBUMU cuctemMamu mif yrnpasiaiHHiaM UNIX-moniOHux onepaiiiHux CUCTEM.

32.HaBectn 1 TOpIBHATH 3acoOM  BIJJAJIEHOTO KEPYBaHHS  KOMITHOTEPHUMU
MEpPEeKEBUMHU CHUCTEMaMM M1 YNPaBIiHHAM OINEpaliiHUX CUCTEM CiMEHCTBa
Windows.

33.0Onucaru npunun podoru texHomnorii SNAT, na npukianai OC Linux.

34.0Onucaru npuHImn podotu Texnonorii DNAT.

35.0Oxapakrepu3yBaTu MpoOJieMH, sIKi BUHUKAIOTh IPU BUKOpHUCTaHHI cuctemMu SNAT 3
nesikumu tunamu tpadiky (FTP, mporoxonamu IP-tenedownii Toino).

36.0OxapaxkrepusyBaru (aitioBy cucremy NFS, ii peamizariii i ocoOMMBOCTI.

37.TIpoxkci-cepsep squid, HOTO BCTAHOBIICHHS Ta HaJAIITYBaHHS.

38.Hagectu 1 oxapakTepusyBaTu Ipo3opi (transparent) MpoKCi-CEPBEPH.

39.Hagectu 1 oxapakTepu3yBaTu IIPOKC1 CEPBEPH.

40.BcraHoBiIeHHS Ta HAJIAIITYBaHHS 1UTI031B (proxy cepsepiB) mig Windows.

41.0xapakrepusyBatd  (yHKIIOHAJbHI ~ MOXJIMBOCTI  IMPOKCI-CEpPBEPIB, HABECTH
nepeBaru 1 HeJIOMKK X BUKOPUCTAHHS.

42.HaBectu OCHOBHI MPOTOKOJIU 1 3aco0u opranizaiii VPN Ha pi3HUX piBHSX MoJeni
DARPA (OSI).

43.0xapakTepusyBaru IMporpamMHi 3acobu s opradizamii VPN-mepex, HaBecTH ix
repeBaru Ta HeIOMIKH.

44.OxapakrepusyBaru TexHosoriro NAT B acniekti po6otu 3 VPN-Tpadikom.

45.0xapaxkrepusyite 3acid6 OpenVPN 1 iforo MoxiauBocTi st opranizaiii VPN.

46.Onumrite mianmpotokon IKE mpotokomy IPSec.

47.0Oxapakrepusyiite npotokoi IPSec.

48.0xapaxkrepusyiite mpotokos L2TP.

49.0xapaxrepusyiite npotokos PPTP.

50.OxapakrepusyBatu amapaTHi 3acobu mns opranizamii VPN-mepex, HaBecTH ix
nepeBary Ta HEJIOIKH.

51.OxapaxkrepusyBaru rpotokoi SSH 1 HaBecTH mpUKIaau HOTO 3aCTOCYBAHHS.

52.0OxapaxkrepusyBaru npotokoia WebDAV 1 HaBecTH pHUKIaau MOT0 3aCTOCYBaHHS.

53.0OxapakrepusyBaru mpotokon CIFS 1 naBectu mnporpamu Ta OC, ski #Horo
MIATPUMYIOTb.

94.0xapakrepusyBatu mporokos SMB 1 nHaBectu mnporpamu Ta OC, sxi #Horo
MIATPUMYIOTb.

55.0xapakrepusyBatu npotokoi Telnet 1 HaBecTH NpUKIaIU HOTO 3aCTOCYBaHHS.

56.0OxapakrepusyBatu mpotokoal FTP 3 Toukm 3opy mBHAKOMIi, HamIHHOCTI,
3aXMIIEHOCTI Ta OMUCATH 0COOIMBOCTI OTO pOOOTH.

57.0xapaxrepusyBatu mpotokos SMB, ta 3aco6u oro nmiarpumku B OC Windows ta B
UNIX-noniouux OC.

58.biniHroBI cUcTeMH, X MPU3HAYEHHS Ta peati3allii.
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IpakTn4Hi 3aBIaHHSA

1. HamamryBatn SNMP-arenr B OC Windows 2003 Server 3 sKOro oTpumMard BCHO
MOXKJIUBY 1H(popMaIliro Linux-KIieHTOM.

2. HanmamryBatu SNMP-areur B OC Linux 3 $KOro oTpuMaTd BCIO MOXKIIUBY
iH(opMariro Linux-KimieHToM.

3. HanamryBatu web-ceppep apache y cepenoBuiti ALT Linux 5.0. IIpokomeHnTyBaTu
KOoH(Irypariiiti gaiiam Ta CTpYKTYpy 1 pO3MIIIIEHHS KaTajoriB web-cepBepa.

4. TlokazaTu 1 oxapakTepusyBaTu chroot-cepenoBuiiie Aj1s1 poOOTH JTOBUIBHOTO CEPBICY
B OC Linux.

5. IlpogemoHcTpyBatu 3MiHYy MepekeBUX HanamTyBaHb y cepefoBuii OC Windows
2003 Server, 3okpema IP-agpecu, MAC-agpecu, Mackum MeEpexi, CTaTUIHOL
MapuIpyTu3alii, CTBOPEHHS KUIBKOX BIpTyaJdbHHX 1HTep(delciB Ha OIHOMY
(bizugHOMY.

6. [IpomeMoHCTpyBaTH 3MiHY MeEpekeBHX HamamTyBaHb y cepemoBumnii OC Linux,

3okpema [P-aapecu, MAC-ampecu, Macku Mepexl, CTaTUYHOI MapUIpyTH3allii,

CTBOPEHHSI KIJIbKOX BIPTyaJIbHUX 1HTEp(DEHCiB HA OAHOMY (13UUHOMY.

HanamryBatu Tepminanbauii noctyn g0 Microsoft Windows 2003 Server.

8. IlpomemoHcTpyBaTH BiJJalieHUH 3alMycK JOKAIBHUX MporpaMm 3 TpadiuHum
iHTepdeiicom  kopuctyBaua 3acobamu cucremMu X-Window. HanmamtyBaru
BiJIaneHuit X-cepBep 3 MOXKIIMBICTIO BXOAY Ha HHOTO KOPUCTYyBada 1o MEPExi.

9. Hamamrysatu Windows Terminal Services y cepenosumti Windows 2003 Server.

10.HanmamryBatu VNC-cepBep 1 kiienT y pizanx OC.

11.HanamryBatu VPN-mepexy B cepenoBumii Microsoft Windows 2003 Server, Ha
ocHoBl OpenVPN.

12.HamamryBatn VPN-mepexy B cepenoBuiii Microsoft Windows 2003 Server, Ha
ocHoBl PPTP, a6o L2TP.

13.HamamryBatun VPN-Mepexy B cepenoBuii Linux Ha ocHoBi OpenVPN.

14.OpranizyBatu  noctyn mo ssh mo Bimmanenoi UNIX-cuctemu, 30kpema
0e3mapoipHUi 3 ayTeHTU(]IKAII€I0 HA OCHOBI KIJTFOUIB.

15.HanamryBaTi cTaTHUHy MaplIpyTHU3aIii0 MK JIBOMa MEPEKEBUMU 1HTEpdencaMu.
3acobamu Microsoft Windows 2003 Server.

16.HanamryBatu crarnuny mapuipytusaiiito B ALT Linux 4.0 Mix JBOMa MEpeKEBUMU
iHTepdencamu.

17.BcranoButu Ta HamamtyBatu CMS-cucremy “Joomla!” B omepartiiiniii cucremi
Linux.

18.Hanamrysatu cuctemy SNAT 3acobamu iptables.

19.HamamryBatu cucremy DNAT 3aco06amu iptables.

20.HanmamryBatu kenryrounii mpokci cepsep squid 3 NCSA-ayteHTHdiKaIi€RO.

21.HanamryBatu npokci cepsep squid.

22 HanamrtyBatnu mpokci cepep WinGate 3  MOXIMBICTIO — ayTeHTH]iKaiii
KOPHUCTYBauiB.

23.HanamtyBatu KoHTposiep AoMeHy 3acobamu SAMBA.

24 HanamTyBatu KOHTpoJiep JoMeHy B cepenoBui Microsoft Windows 2003 Server i
MIPOJIEMOHCTPYBATH BBIJl y TOMEH pOOOYOi CTaHIIii.

~
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25.BcranoBut OpenLDAP cepsep y cepenoBuii ALT Linux 4.0 Ta mokasaru 3aco0u
web-kepyBanass HuM. [lOSICHUTH TpU3HAUEHHS BIAMOBITHUX KOH(DIrypamiifHux
daiiis.

26.HanmamryBatn cimyx0Oy Active Directory Ta moka3aTd mpolec J0JaBaHHS
KOPHUCTyBaua B TPYIU 3 Pi3HUMH TIPaBaMH JOCTYILY.

27.0OpranizyBatu goctyn mno ssh mo Bigmamenoi UNIX-cucremMu 3 MOXKIUBICTIO
JOCTYITy TIO TPOTOKOIY sttp.

28.HanamryBaru FTP-goctyn Ha 6a31 vsftpd aiist TokaJIbHUX KOPUCTYBaYiB.

HanamryBatu FTP-moctyn Ha 6asi IIS-cepepy B cepenoumi OC Windows 2003
Server It TOKaJIbHUX KOPUCTYBAYiB.
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